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February 22, 2011

Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

RE: CPNI Certification Filing
EB Docket 06-36
Wiztronics, Inc.

Dear Sir or Madam:

28 2011
communications eommission
Office of the. Secretary

We represent the interests of the above captioned licensee in its submission of the required CPNl
certification, in accord with 47 C.F.R §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.

Very truly

RHS:tg



crNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15, 2011

Name of company: Wiztronics, Inc.

FRN Number: 0001575760

Name of signatory: Stanley M. Bronisz

Title of signatory: Secretary

I, Stanley M. Bronisz, certify that I am an officer of the company named above, and
acting as an agent of the company, that I have personal knowledge that the company has
established operating procedures that are adequate to ensure compliance with the Commission's
CPNI rules. See 47 C.F.R.§ 64.2001 et seq. See, also, ec Docket No. 96-155 and we Docket
No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI



WIZTRONICS, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federal CommunicCltionsCommission

provided using Internet Web sites.' (such
astravel.reservation services or .mort~
gage lending services), whether or not
such services may otherv:ise be consid
eredto be information services.

U) Local exchange carrier (LEG); The
term"localexchang~carrier-'•. (LEG)·r
hasth~.samemeanin,g giventosush
term itlsectiop3(26) qf the CoITlmu-
nications Act of 1934, asamendetl, 47
U.S.C. :J53{2q),

(k) Dpt-irlapprova],The'terrn'!opt-'in
approval" refers to amethcdfor ob-.
tainiI1~f:;uswmerconsentto .USe. dis~

close, •• Ofpennit.. apcessto . the cus
tomer'sCPNl; .. Thi~,apprDval .method
requires that the carrier .obr.ain from
t:hecustqmer affirmative, express 'con
sent . allqwing the requested CPNI
usage, disclosure, or access after ' the
custoITl7r '.• If;'pr.pvided appropriateI1oti ..
ficatiOIl oftnecarrier'sreques'j;coIl-

s.. is.1:.en.•....tw..•. it.h.••.....t.h.i.e .•r·e.q..•...~.•.l.·.r.e.,.m en....•,ts.......~et....•.••.f.....•o.r.t.h.' in this subpan.· ...• ' ....•...".'. ..' •. .
U)Dpt..outapprovaJ.1"#e term"qpt·

out:.approvCl1" referstpa methoO.for\
obtainingcustoITlef consent· to 'use, .dis...
close. .er. permit >acc~ss.to . the .·cus
tomer'.~Q:PNl.Under .this approval
method, a customer is deemed to have
consen't7d'tpthe

i
use,. disclosure ,orac'"

cess to the customer's CPNlif th,ecus•
t9merl1asfailec:i.to.o?jecr theret:Q •'With
i~Tthe .. 'Wa.itirlgperiod descriOel!i. ·in'
§B4.2008(d)(Daft~rthe'~l.1Stomer i~ .pro
vide¢la.PPR9priats.I1ot.ificatiopq{ .the
carrier's.·reguest.fppcoI1SentcOI1SiStent
With. the rules inthissubPaJ1.

(m) B~adi1Y .availablebiographjC/ilil1-'
formation,... ".Readily.,. .available bio
graphicaJ.infqrmation" .is.· information
drawn frqtp~ecustOrner'~.life .. l1istOry
and lI"rcludessuc)1-thin~asBt1ecus
t:omer's~9ciat.~ecuritynurn.ber,'orthe
last fOurdi~i!$ of·tha,tnumber:rnoth:
er'smaid~Bname; .hom!; addreSS; Or
date of birth;

(ti) Subscriber. list information. (5L!).
The term .. I·'subscriber list .information
(SLIJ' 'has the san:erneanirtggiven .to
suchterrn. in~eetion.Z2.ZIh) (3). of the
Communications Act of lS304., as amend.
ed, 47 U.s.C. ZZZ(h,)(3).

(qj TelecomaJunicationscamer or- cat"
rier, The terms "telecommunications
carrier" or .. carfiet"shal1 have the
same rneaning .•. as ,'. set forth in .section
3(44) of .the Communications Act of
1934., as amended. 47 U.S.C, 153(44), For

§64.2005

the pUrP0se~ of this subpart. the 'term
"telecommunications cartier' 'or"car
rier' 'shall inc.ludeanentitythat pnr
videsinterconnected.VolP service,as
that 'term i~ defined in section 9.S of
these niles.

(p) ·Telecommunications... service, .. The
term'..... ' 'f.elecommunica,ttons service"
has the; same meaning g±ventosuch
t~rrnipsection3(49).bf .·the. Commu...
nications Act of 1934, as amended, 47
tJ.S ,C. 153 (11:6),
'(q)Telephone number of record,The
telep~one nurnberasS?ci~'tedwithth~
gnderl~ingservict;,notthe, telephone
number supplied .·!iSa custElmeris.. ,con
'tactinforrnation, ,j

Cf)Va}idphotoIl). A "valid photoTO"
is .~ .. governl11ent-issuedmeans of per..
son€tlidentification with a phOtograph
suc;hasa dri'Ver's1icens~, passport. or
comp~rableID1:hatis/TIot e~ired.

[7:ZFR~19!:il, JuneS,2007l' .'

*E.;4.~~005/tJs¢of·cuBtome.r ·llI'opri.et~r
network information with.out .cue..
tomera,pproval

(arAn~telecommun.icationscaITier
may USe,. tiisclose, or permit access. to
CPNIJor . the purpose .of .providing •. 0t
marketing service offerings •among .'the
c.:ategori~ofservice(Le;.local,inter
exchange.andC~R~)towhicpthecus

tomer .alreaqy .sllbs'cribes. from .. the
s~ec.arrieri... V{itl10U''tcust0rrter·..·ap-
pl?pVal i .···· .••.·.'<' ..•.•..•.....•.•...••.............•• ' .•...•..•......... '. ,.......•..••..•....•..••....•..•.•..•

(1..)lfa .telecoromunic~'ti0r:§ •• cattier
prpvidt;s differentcat~gDT:i.esofs;~ryice;
and "<;1.•• customer subscribes ,tq;more
than one category ofservice offered by
the-carrier,tbecarrierispermittee .to
share .CPNlam0n.g. the carrier's ,affili-'
ateden.titiesthatproViq~a.serviceiof~

ferin~i:othe customer.
(4) ...~atelecommupications carrier

prpyidesdiffe!"en.t .categoIi~pfs~~c~,
but?+customerdoes .not .s1.1bscribe. to
mor~thanoneoff~rin,gi:!ythecarrier,

the cazper i r.. nOtpermitted .toshare
CPNI withitsaIfiliate~, except as pro,;
videdin§64 ,Z007 (b).

(b) A telecommunications carrier
may not use, disclose, orpermft access
to CPNI to· market toa CUSi:omer servo
iceofferingsthat.are within a category
of service to which the subscriber does
not already subscribe .from that car
rier, unless that carrier has customer
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§64.2007 47 CFR Ch.l (10-1-08 Edition)

fraudulent, abusive, or unlawful use ot
or subscription 'to. such services,

163 FR 20338. Apr. 24, 1995, as amended at 64
FR 53264. Oct; 1,1999:67 FR59211, Sept. 20;
'Z002; 72 FR31962, June$.,Z007] .

approval to. do so, except as described
in paragraph (e) of this sectioD;

(1) A wireless provider may' use, dis-,
close, orpermit access to CPNT. derived
from its provision of CMRS ~withou~

customer approval, Jar the provision of §64 0 7 . . .aJ elf . . f
.~CPEand~infClrV'ation·'SeI'Viee{~),··'A·c ..,'.,'.'~~om~PWrcip:n7~~riet~o~'~'ili:'"

wirelil}E:carrierma,y \.ls~TdiscloseOr formation..
permit..•. acee.5.5.. to ,.0,PN.. I derived. fr()r!lits, () A 1 .. .. '

'. f 1 1 h ..8, teecommunicatlor:9 carrier
prOV151Ono ,.... 'ocaex.c ,.angeser\flceO[ may. obta.iri. approval'througl1 written,
interexchange '... service, ...'Without· .• eus- oral or electronic methods,
tomerapprovaJ., '•. for the provision of mA telecommunicationsca,rner 1"e.
CPEand caJ.l.answering,voice mail.oT' lying. oralapproval·sha.llbear the
messaging, voice storage andret:rieval burden demonstrating that such ap"
services, fax store .and .forward, .and proval has .been . given •. in .. comp.liance
protocol conversioIl. with CommlSsion's rules in this

(Z) A 'telecommunications carrier part;
may not use, .disclose or' permit. access (2). Approval or disapproval to use..
to CPNI to identify or :cracl<. cuswmers disclose, orpermi:t acces~to a cus
thateall··ooI"rlpetingservice.·prqvidens, tomer's ... CPNI·•. 6btaineg bY'. ct tel.e~

FmexaITIple, .~localexchaI1:ge .carrit?f eammunieationscarrriermust· remain
mEJY .. not.·..·..•us~ •. loca1 ....•se:rviqr;... CPNX .•·tp ·in·effect·llIltilthe.f:tls'tprr~rrevokes·or
trap1<- .a.j.lcust9merf .... ~~t.call+oca.l limi~.sucbapprpva1.or' disapPF·ovaL
servicecomj)etitors; ......•..•.•...••......•. i ........./ .•... ($)1\. telegqrnm\lI1ic.ati.?nscarrier

(0.)·•.... A.·.·.··..•.... t.e.'le.. co.m.mu.nicatio.·.•·.m,··carn.'e.r musB·rnaintaiI)..records .. of. •approval ,
d 1 '. whether oral, written or electronic, fat

may use, .isc.ose, or permltaccesst~ atle:ast~neyear:.
.9PNI,withoutcustomerapprova1" ,as (b) Us£: of Qpt-Durand Opt;'Jir Ap-

described inthis.paragraph (.c). provaJ Pracesses.Atelecornmunications
(1) Atelecornmunicationscarrier carrier ma)/•.. sUbject to opt-out ap

ma,jluse, disdose. or permit access to proval oropt"in approval, use.its eus,..
CPNl, With~utcustomerapproval.. in tomer'S individuailyidentifiable CPNI
itspro"ision.·ofinsirje wiringinstall~~ for. the. purposeqfmarketing •. commu"
tionIITlain~enance"and... repairservices. nicatiqns"relatedservioes t9 that eus..

(e)q~Sprovider'SmC1.y'us~,~isc1o~e,· torner,.4'telecomm\ll'licat:ior1$. carrier
prperm.itaccesstpOPN1;.f9r~eP+Jr.:'mCly,subjecttq()pt.:out... approvajot

po.s.e.......•........... o.J .•.....c.•...o....•.n d.U.'.cti.n..•.
g
....•'•.......re.. s.. ,.e...•..,.ar.•.•.•, C,h..•..........•...•.·..o.......•..n....••....•......•'.th.....•••.••....•.•. e........ oPB"'i!'l~ppr~va1.>disclose its customer 's.' healllieffectsof CMRS. .'. ..' imiividuaByicientifiableCPNl" •for' the

(3)LECs., CMRSprovitlers.andenti- purpose of rparketingc0rn.rn.unications
ties thatprovicl€'.interconnectedVoIP. related s:rvices to that .custqmer, •to
servic,e as that term is defined in §9.3 its ageIlts and its affiliates thatpro
ofthis chapter. may useCPNl,without videcommunications"related services..
customerapprovaj, .~9 marketservises A telecommunicationS.. carrier .may
formerl"'.. kn.. · 0..·wn...' •.• ·.as..•.• '.' '.' a.'OJ.'.. unc.t~,.:t.o basic.. also permitsl.lchpers~nsorentitiesto

. J. ., ..' obtain access '.' to such CPNl .for suchservices,sucnas., but no! hmiteq to.,
purposes. Except for use and disclosure

speeddialing;,computer-p~9vide~direc.. ofGPNlthatis permitted withoutcus-
tory .. assistance" ea.llmm:litorln,g;, ·.call '.. tamer .approva.1under.section§64.2005.
tracing.caIlblqCking.ca:pret~·T~..orthatisdes~ribeliin.ti1is paragraph,
peat dialing,caU tracking. call. wa.i:P-or as .otherwiseprqvided. in s~etion .222
ing, caller 1.])., call forw~rding, and. of theComrnunicationsAct of 1934. as
certain centrex·features. amended, .a telecommunications car.

(d) A telecommunications carrier rier may oruyuse. disclose, or permit
may use, disclose, or permit access to acceSS to its customer's indiVidually

. CPNIto protect the rights or property identifiable CPNI subject to opt~inap

of the carrier, Dr to protect users of provat
those services and other earriersfrom 167 FR 59212. Sept. 20,2002. as amended at 72

FR 319£2, June &,Z007]
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§64.2008

all portions of the notification must be
translated. imothat language. .

(7) A .carrierrnay state in .' theno~ifi,
cationthattlre customer'sapprova:Jto
use CPNImayenhancethecarrier's
abilitytoofferpl"oQuctsand. services
tailoredtoc1-:lecust()mer'sneeds,.Acar"
rieralS()rnaystateinth~.notification
that it1'!la7/bec()l.npelledto disclose
CJ,?N!to any person •. upon .. affirmative
written request by 'tpecu.stomer.· '.'
(8)Acarri~rmay not include in the

notificatioI1 a.I1¥ staterneI1tattemptmg
tP. '~c::ourag~'a'custcimer .tQfreeze
thiI:'d"parryaccessto CPNL

(9) The notificationm1.l.s1state .that
any approval, 'qrdenialpfapproval fpr
th~useofCPNIoutside .·of theservic~
towhicl1 '. the .. customer already . sub..
scribesfroITrthatcarrier is valid unt.il
thecuswmeraffirmatively .revokes. Dr
limits ;suchappro:valor denial,.

(10»AtelecpmrnunicatiCl,ns ·carrie~'S

sclicit:ati0I1f9La;pproval.rnustbe .. prox.i"
mate •. ,t?the:'fiotificat.iOI1ofa cus~
'tomer's CPNlrights.

(d) N0ti;ce Requiremenrs .BpeciJ1cto Dpt
Out. •... ft.>.telecommunicatioIls, .. carrier
mustproyide:notification .. ·to·.obtaiIl
opt'outapprovalthroughelectT'~niCOr
written methods ,butnot. byoratcom,
munisatiqn '. (excep:tas p~OVideQ .'. in
paragraph.(f) of this section), The .can-
:tentS; .pf.a.I1Y stlch..·!1otificatiOn .. must
90mpl3''Withtherequir~rn:nts.afpar?-
grapp.(c;)ofthis,section,;,.«/> •...••... .....( ..

(t)Car;riersry;ustwait~l30~day .miD:
irnUITlperiodQrtirn,e.aft~rgivingcus.

tOITlersnotio~,andan,opportuni,tY' to
opt~out.beforeassurning.customerap-
prova:ltous·e,. disdose..9rpermitaccess
tpG?Nl.Acarriermay, in itsdiscre
ti0!t,pr0vid~Jor<ilonger period, Ca..r-.
rier$m~'t:notif5'Cl:!stamers.as to the
applical:.lle waiting period ....fora
spons~:beforeappr9'Valisassumed.

mInthecase.ofanelec1:ronic form
ofnotification. the waitin,gperioashall
begittto run Jromthe .. dateol1which
thenoti~ica.titlPWC1Ssent;and

(il)lpthecaseof'natification .t1Y
maiL the waiting period shall begin to
run anthethirdday followin,g the date
that the notification was mailed,' .

(2) .Carriersusing the opt-out meoha
nism must prOVide notices to their cus
tomerseverytwoyears. .

(3) TelecornmurUcations carriers. that
use e"mailto provide opt..:out. notices

.-.:'" - :"", ",;

§M..2008Notice.reqtI.lred_<for use .of
customer ,.·proprietary .network in·
f0l"mation....•..•.•..••..•.....•..·.•.•.•....•• ·

(a;) Notification. Ge,!era1Jy; (1)Prior to
anysolicitCltiol1 Jar customer approval.
a' .telecommunications ·.carrier.·.. must
providE;notificatiol1:tothe-ctlstom~rof
the ". customer 's :r~ghttorest:ric:tuse of,
disclosure' ·of'aI'I):l ..a~c~~>t9 .tha.tcus~

tom~r'sC!,~lo ..i.·.».<;'<.>:·.···..·
(2) AtelecOIn!I1unic~tionS. carrier

mustmainuq!1 .• recardsofnotification.,
vvhetHe~.o~a+i·.•·'!Nritten.·.•.oI.·.el:~l:I".o.n. 1.·C~. fa.•.!".••..
at .. leastolleyear.·.·........./>'....,

(b) Individual .notjce.tocustomers
must.be,provide9""hensolicitingap-

pro.'V.aJ to....•.•.u.. s.e,·..d is..C.19
S

.•.•......
e
.....•..\i..•.Q.•....·•..·..•.

r
'.' per...•....•..•..m......•....•••.i.....•.t...•...:ae.. c.es.. '/:lto customers 'CPNI.

Ie) Content· of lVotice.Cusl:0rnernotin
cationmustproyidesuffic:lentinf0!"T118" ".
tiOntOen.ablethecustomerto make an
infarmeddeci~ion.·.as•. to·whether toper,
I'PitacCiITier~o.u.se,disclose.o~ permit
access-tQ. thecust:orner's" CPN~j....

ll) 'The notification must s1:ate tha.t
thecustomer?~arigh'C.andthecar.

rierhas'Cl;duty.uI'l~erfederC1.:11aw,'Co
, protect .•the,·corificlenti~lit)7.ofCPNl .•

(ZlTheuotifica1:iopP'll.lSt .•specitY the
t:ypescfiriforrnatianthat .cons;it\lte
CPl'Uandthespecificentttiesthatv,rill
receive the, eRNl•.·descdb~the_purposes'
fOfv.'hich ·,.CPNI"fillbe1:i~ed.'aI1.d~,

.fOrmthecustom~tofhi~,or ••..h:rri~h~
l:p:dis~ppr9vetf1t)seuses,.a!1t1del1ryqf

withdr~yvaccesstPCE'NI.at·~~t~iTfl.
(3) .T!ienotifica1:1oI") .. rrlUS~ .. ~t1viseth¢

customer of tile .. pr~cisestepsthec\ls~'
tamer must •. take ·inordertogral:'1.tor
denyaccesstoCPNI.andmust clearly
stat~ thatadenialofa.pproya.l~Hlnot

affeCftheprovisiunofanyosepv,lcesto
wmch.the .. custorner .·subscr~bes.'H()'V>1~

ever.. carriersma.y>. pr{)l>(idea . brief
stat:ement.. iIl.dearanOneutral .181)'
guage, .... de,spribing ... ·conseguenc~.. di..
rectly resulting fro1l1 the 1~9k'of access
toC:PNI. /i> ......,

'(4).·. Th~nctl.fication· .•. rnust he 'com~
prehensible ..and must .. T1ot be mi~~

leading,
(5) Ifwritten notifitationls pr?vided,

the notice must be dearly legible, use
sufficientlyJargetype, andbe placed in
an area so as to be readily apparent to
a customer.

. (6) If any portion or a notificatiopls
translated into another language. then

3Z7



· §64.20D9 47 CFR Ch.10 0-1-08 Edition)

Carriers'neednot advise=cus
'tomersthEitjfth~yhaveopted-out pre
viously,noactionis needed to main
tainthe opt-out election;

(ii) Garrierp.neeC:lnotadvise cus
tomers that the,ymayshare' CPNlwith
t:hei(~filiatesort~irq parties . and
need not name those entities. if the
limitedCPNlusage .Will not result.· in
use. qy,ordi~clDsur~to'aIl.affiliate.. Dr
thirdpartyi<'> .' .

(iii) ..,.Garriers .. neeO not .. disclose ... the
means 1:lywhic:h;acustOrnercan deny
or withdraw Juture access .tQ ·CPNl, so
long as ... ,carriers 'e~'Plain. to customers
that the scope ofthe approval 'the .c~r

rierseeksis .1i~itedtoone-timeuse;
and·

(IV). CarriersmaVomit·. disclosure of
theprecisestepsa·cusnomermusr take
inDrdert(j~rant,ordel1Yaccess to
CPNr.as longas'th~. carrier dearly
communicates thatthe'cusr.omercan
denJ!acce~stQhisCPNJforthecal~,

·167FR<5!lzii.s~pt..ZP,2[}GZ'j

~G4~OU~ .SafeguarCisregtiired "fo~use
of '. :customer-",pr9prietaliYnetwork
in:f0rma.ti()~ ••••·..•.•· ·•

($,)<". Telec.ommunications . carriers
'n1Ustimplement .•as?/stem bywhicpthe
Statusafa customer's CJ?Nlappro"al
canoe dearly established .prior to the
use.of CPNt ••.......•.......••...•.................. :

".' "'{b) •.•.·...•..•.Telecommuniaatio~ .... ·.carriers
!I1us.ttrain .:ilieirpersennelas.·.·towhen
thE!y,anerint1El.renotauth?rizedtp~se

QPNI,andcarriersmus:t;ha",e' "'an >e;.r..
press.·dis.ciplinaryprocessin'place;

(c) AIL carrierS shall maintain a
recoro.,electronicallr orjn'Someother
manner,of'the~1;.own ancltneiraffili.,
ates'sales ..··andmarketin~ .campaigns
thatu.se<theircustorners' CPNI, All
carriers ... shall.maintain.a Tec~rd... ofaU
insnan.ceswhere.CPNI wasdisdoseCi. or
provided to third parties. or Where
third parties ·..·were .allowed .. access .to
CPNL.Th~record.m1J.Stir1pludeade~

scription?feachcaI!l,paigI+,th.especrric
CPNI that was used in the campaign;
andv.;hat products and services were
offeredasa part .of the campaign , Car
riersshallrer.ain the record fora min
imum >dfone year.

(0) Telecommunications carriers
must establish a supervisory .' review
process regarding carrier compliance

must .campI;r with ..... the .following .re
qUlrements In ad.dition .. ·to the require
mentsgenerallyappHcable tonotifica-
tion: •...•...•......•......•.•... ' .••...•....•......•.•..•...•..•.•...•..•.....

(i) . Carriersmustob~ain .... express,
verifiable,. prior .approvalJromcoD
stlmersto .send.notices '. ",iae-mail .. 1"e·
gardingtheir .. setv~ce .ingenerEiJ"ar
CPNLinparticu1ar; .....• ( .. ·.····.··.·.··.·i<

{ii)Cllrrier.smus;~a11o'l,V cUSltomerstp
reply .·d11"ectlyto ·e-mailscom:aining
CPNIl1oticesinord~rtooPt-out:

(iii) Dpt.oute-mcrilnoticesthat a~~

returned to the '. carrierasundeHverabie
rnus'tbesenftothrcustomer in .• <3.11.
other.forrn.. l;efqre .car:iers .. mCiY.co:q
sider thecu~te)!I1~rilohay~rec.eivedno·
tieer .....< .....•.................•.•...............•........

(tv) Carriersthatusee:-,mail. tbsen¢
CPNlnotices mustemurethatthesub-.
jectli118 .. of the messageclear~yand'.' ac-

;~i~~e~~~~l~;::;s.•..••• re .... '~u.~Ject ·.·· ..matter

(v).<T~lecqITlIT1unicati0T<.cap-iers
must.mak~... ··Cl:Ya+1Cl91E:.no·every... ~us~
'tomerarnet:hodtoqpb'outthatisorno
additiolle.} cost to .the .. cUStomer .". and
thatts aV~i~llbl~.24,hours a day I seven
days;aweel(,·. Carriers may. satisfy. this
req~iT'eITlel1ttI1rough.acp!I1binatlpI1of,
methom:, solongasall.·,cllstornershav~.
theabi1ity1:o~pt-outatno.costa.nei

areable·tp.eff~stuane .·thatchoice
wh~neverth~Y\;~Oose......

(e).1V~ticeRe.ql.1irrmentsSpecifietoC).pt"
Ih~. lA'tele~or:n~UJ}icEltioIJSCarrier1Tla,y
proviqe .. notific~~ionto 'obta,inqpt-in
approvaJ..thrClug~·orat.·written,·Or·elElc.
troI1icmethocis'iThecoIJtentsof .• can'v
sucJ;inotificati0I} !Tl~tcpmplY\Wi~

.~~.·.~:~ti~~~\H~.·•..,Oti·••~.•~rClgfaph, to) Of
(f)NDticeR.equi['~meT1ts. Specific.' to .One

Time{JseofCiP!i/{iH).Garrie~$ .. rnClY.t.lSe
qra.l.noticetpobtliinlimited; ·.one.:time
USe ofCrN,lfor~nboundandoL1tbound
customer ,tEllephone, contacts for.thEl
d.~ration'ofthe ca11','regardless..of
whet.he~.. carri~r~ ..··US6qpt-'out ..or~cpt-i~
apprqvalb~ElCion the .'nature .or the
COl1taet.' .•. c•... ' . .........../,.

(Z)The contents Of(i!1ysuch notifica-
tiop 'must complywit1;the require"
ments.of paragraph (C) of this section.
except that teleC-0I'I'lITluniCati0Tls ca,r
riers may omit anY of the following no
tice provisions if not relevant .to the

.·limited use forw:hich the. carrier seeks
CPNl;
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§6{~OlO Safeguardsontne disclosure
'of customer proprietary network
information.. -

fa) SafeguardingCPNI.Telecommuni
cations carriers must take reasonable
measures to discover .and protect
against· attempts to gain unauthorIzed
access' ·to .eRN! ,Telecommunications:
carriersrnustproper~yauthenticatea

customer .pfior.t.o .·.di~clDsingCPNT
based on '. custom~r-initiatedtelephone

.' contact, online account access. 'or an.
in-st:orevisit.

(b)TelephoneaccesstoCPNI. Tel~

communicationS.carriersmayonly di~h

dose ca.l1.detailinforrnation over the
telephon~,.·based oncustomer-initiat.ed
telephomo cantact, if the customer first
provides the .carner with a .password,
asdescdbedin· paragraph (e) of this
section, that is not prompted by the
caI'rierasl.cingforreadilyavailable biu
graphical information, or .account in
formation.· Jf·thecus'tOmerdoes .not
provideapasSVf:ord.thetelecommi..mj.~

cations carrier •. may only disclose .call
detail information. by sending!t to "the
'cus1:orner'saddressof record,orby
calling thecust.orner .at thetelephom:
uiJ,mberof.record, . 'if the . customer .is
abletpprovldecal1detail information
to the t.elecornmunicationS.. cartierau.r
in~.a .customjr~initiated..'callv,rjthout
ti1e .telecommunicationsoaITi~r'sas- •.
sistahce..thenthe.telecommunicatio~
carri~rispermittedtodispussthecaLl

detai1infDrm~ti~I'l. providedbyth~cus - '.
tamer:. ".< ..•.... ' ..•. ....

(q) Online.acceSSiro CPNLAtele-
comm1.1Iiications· carrier must authen
ticateacustomer 'without the .use of
readily ·availa.blebiographicalinforma
tion, 'or .account.iriformation, .prior .·to
allowing the customer online access to
CPNJrelatedtoatelecommunications
serVice ·account.Q:nce: authenticated,
the customer.nt?yonly 'obtain online
accesstb CPNl· relatedto;a tele..:
communications" service account
through .. apassword,as...descrih~cl .. in
paragraphfe) of this .sect.ion, that is
notprornpted by the carrier asking for
readily available biographical. irtforma~
tion, or account information.
. (d) In..,srore access .to CPNI. A tele

communications carrier may disclose
CRNI to a customer who, at a carrier'e; .
retail location, first presents to the
telecommunications carrier or its

with therulestn thissuboart for out,
bound marketing situatio~a.ndmain
tainrecordsofcarrier compliance for a
minimum periodd( one year. Specifi
cally, .sales personnel. must obtain
pervisory approva.l()fanyproposedout~

bound~a~1<.eting.r~questforcust:omer

approval. ii.· ..... :
(e) .A.telecommunicatlons

must·.~aveanofficer, as anagertt ofthe
carrier, sign and fHe witbtheDornmis
sion a compliance certificate on an an,
m..t~l basis:Theofficermusf,state ir'\
the. certificationthath~orshehasper.
sona.1.lq10wledgethatthecoITipanyha s
establish~doperatingpr:ocedures that
are adequate .. tb ...·ensure compliance
with the rules in.thissuboart. The car
rier mustprovid.e· a .stat~mentaccorn
panying the certificate .' explaining. how
its ..operatingproceciuresensurethat it
is or isnotiricompliancewiththe

. rule~tnthis:subpa!t, Jna?di.tion,the
carriermust:includean e~planatipn"0'[;
arw actions taken against .dat.a.brokersand a summa.rvdf all. customer. com
plaim:sreceived in the past year con.
cerTling .. the .unaut.horiz~dreleasee>f
QPNI. This fihngmusi .• be madea.rmw
alkYWit.h~he.Enforcement.. Burea\;i ".0'11
or .before Marcn.l in.EB .Docket No. Of>."
S6\lor'datap~rt:ainingtpth¢previDus.
calendar-year:
(f)Casrie~rY)ust.. prpvide.written·FP.

ticewitl1inf~yebt.lSinessda~tothe
Commission.·.. ClfaI!yinstElnc~w~erethe
0pt-outmechanisms'oonot work-prop'
erl.y,tosuch)adegr~ethai:ccmsu111~r£'
inability to opt-out is more than an
anorna4y·

(llThenotice shall.' be in the of
a lett..et,andshalI indudethecartier 's
mime., .E,.....de7crip~~(mof .the ... opt-ou:~
mechanism{s) used, the problem(s) 'ex,
perienceth .the .rernedyproposetl .and
when .. itwi1~ '. be/was implementep,
whether· the .relevant state commis-,
sion(~)hasbeen notified and whether it
has taken .anyact.ion..acapY .qf .the no
tice prOVided to custpmers, and contact
information..

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out..

163 FR 20338. Apr. 24. 1998,asamended at 64
FR 53264. Oct. 1,1999: 67 FR59Zlp, Sept.ZO,
2002; 7'2 FR3196Z, June 8, 20071
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agent valid phcJt:o matching
customer's account information.

(e) Establishment of El .Password and
Back,:up Authenticatiotl Methods far Lost
or Forgotten. Passwords. Joes1:ablish a
password,.!,- .. telec(Jmmunications car.:
rier mustauthe!lticatethe cuswmer
Withoutth~useofreadilyavailablebi

ographicalimormatiop, 'oraccoul1t .in,.
formatio!).... Telecommunica'Cions . car.:
riersmaycreate .aback.:upcustomer
authentication method in .theevent ·of
a lost<orforgot'Cenpassword, out .such
hack-iup .. customer .authentication
rnethodmGiynotprornptthecustomer
forreadilyavaila.ble biographical infor
mation,or accountinfarmat.ion. If. a
cus1:0mercannot. •• providfthecorrett
password or '. the correct .response for
thebGick,.upcustomer authentication
method" 'the customer must establish a
nev;'pa$sViord Jis.described in. this para
graph'i\. ..........•.•.•...•••••... ·.·····i

(f) ..NotificatJoT) .ofaccQuntchanges:
Telecornrnunic~t:ionscarriersmust'TIl)"
tify .cust0r.nersirnIrlediately .whenever
a passwon:t.. custo!!1er repponsetq .'8.
hack.:up .means .... afauthenticationJor
lostar fqrgotten passwords, onlineac:~

courtt, 'or address of record is crea'teoar
changed. Thisnotificat:ipI1isnot. re"
qUiretl .• when the .' custOITler .initiates
service,. incltlding.tht:selection .of .(i

p8Ssvvord ... atservice irtitiatiol'l' This no·
tificatipn, may be tiliroug;ha carrier-.
oM.ginatel:! •. voicf'.lmaH •. 'prt~xt •. meSSGige
tothetel~phonenuI11berqf;rec~rri\or "
by <Tail to the ac:ldress of record,and
must '. not'rElvealthe.changed ·informa,.
tiaDqrhe~entto thene",' /accauntirt·
farmatiot).. ... ) ..../

(g) .. Business customer exemptio!'l. Tele
communications. carriers. may biI'l0
themselves .. contractuallytoauthen
ticati~n regimes other •than those .de~

scribed in this section·· for services they
prOVide to. their .business customers
that hci've both .a '. dedicated account
representative and a contract thatspe,:
cifical~yaddressesthecarriers 'protec·
tionof CPNl.

172 FR,3196Z, June£,2007}

*64.;2011 'Notification of customer pro
prietarynetworkinformationsecu.
ri1;y breaches.

(a.) A' telecommunications carrier
sha.ll .notify law enforcement· of a
breach of its customerSi'CPNI as pro-

47 CFR Ch. I (1Q-;l-DSEdition)

vided in this section. The carrier shall
not notify i't$customers or disclose the
breach publicly, whe1:her voluntarily or
under statearlocallawor·these rules,
until it .has completed the praces$ of
notifying law enforcement pursuant to
paragraph X?) .?fthissection.
'. (P)Assoohaspracticable,and innD
event.later1:hanseven (7) business
davs, after reasonable determination of
th~breach\ . the ·.telecommunications
carrier shallelec1;ronical1ynotifythe
Unitec}StatesSecretSer'\rice '(USSS)
and the Federal Bureau of Investiga
tion (FBi). through·.a central reporting
facility. The Comrriissiont,Tyill maint8:in
a link to the reporting facility at http://
www.fcc.gov/ebJcpni.

(ljNotwithst.anding ..any .state law.to
theconttar:;y, the carrier snap. not no
tify cus'CDrnersprdisdose.the breach to
thepublic:u!ltiL7 ful1business . days
havepas~ed.after.notification .·tQthe
lJSSSandt!leFBJexcer'~~pr~vid~d

in Par.a gra.•.....F..•. hs.........•...•....•.•..•.••.{.••..b..•..).. C..•..,•..l....•....•..an....•...>.tl...••....•..•.... (b.•·.) (..3).•..• •.........0£··thissection, '. • . ".
(4}Ifthecarrier believestha1:there. is

an extraordinarily urgent. neeg .to no
tify any class. of affected .customers
sooner than otherwiseaUowed under
paragraph (blUY cifthis.section•.. in
order '.' to avoid immediate .andirrep
ara.ble harm, it shall so iooicatem its
notification ..and·mayproc:ed to .•·imme
diately .. notify .its .. affecteq.. customers
onl~l.after.. consL1ltatioP.VfitI1 •. th!? rel
evant. iI1vestiga.tingagenqy, The carrier
shallcooperatewlththe. relevarJ.t·in~
vestigatiI1g agency'S request' 'to mini ..
mize .any. adverse~ffects of sucpcus
tOT!;!' notificati911.'.. '.

(3) If the relevant investigating ageh:
cy determines that public. disclosure or'
notice."tC,') .custorner$ '. would .. impede' .. or
compromise an ongoing < otr'0tential
crimiDaliI1vestigatioI1 or .national Se
curity, s\.1cb.a,g~ncylTlay .directti).ecar
riel:" nat to so disclose .or notify for an
ini~ici.l peripp.pftlp to 30 da,ys .. SuChpe
riod ma,ybeextentledby the agency as
reasonablynecessarw in .the judgment
of the agency. If such direction is
given, the agency shall. notify the car
rier when it appears that public disclo
sure or notice to affected customers
will no longer impede or compromise a
criminal .investigation .or national se
curity. The agency shall provide in
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