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certification, in accord with 47 C.F.R §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.
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CPNI CERTIFICATON
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Delta Valley Radiotelephone Co., Inc.

Licensee's FRN: 0004513636

Name of signatory: Robert LaRue

Title of signatory: President

I, Robert LaRue, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNL

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed~~



Delta Valley Radiotelephone Co., Inc.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



FederolCommunicctions Commission §64.2005

provided using Interne1: Web sites (such
as •travel. reservation services or. mort..
gage •lending .services), .whether or not
such.services may otherwise be consid~

eredto be information services.
U) Local' exchange carrier (LEC); The

term •"local." exchange carrier '. (LEq."
hasthe?amemeaning given .tosuch

, term. in ..s.ectio!+ .... 3(26) pf. the ·.CC)!!lrnu"

nic.a.. t..i.on.• sA.. ct.•. Of...••. 1.•.93.. 4. \.as·..•.••.....·.a.m.e!lded,. 4.7.'U.S.C.153(26L . •
(k) Opt~in approvaL The term.' 'opt-in

approval"refers.to .a methodforob­
t:aining;fus~gmerconsenttouseidis.,
close, .. or perrni1:a~cessto.thecus-
tomer's .·.S:pN1; Thi~ .. appwva1 ..• method
requirestnat ·thecarriey.obt.ain from
the cust9mer affirmative... express ·co.n~

sent allowing the requested CPNI
U'sage,disc:losure, .or access . after ··the
custorneri.?·prpvidedappropria:t:e .. noti­
ficationofth~.Carrier's .. 'request. can..
siste.n.twith. theregl.1irern.en...·!SsetJor.,m

. in this sU9part'>Ji. ••.•.••.
(l)OEt..outapproViil,Theterrn.·'O:pt~

out approval" refers to. a methoq for
obtainingcustorner consent to'use,dis~
close,prperrnitaccessto>the "cu~­
tDmer'~ .9-pN1.· .• Under ,this •appr0val
rnethqd.a,customer .is deemed·.toh?v~
consent~dtothe use,disclosure ,orac"
cesstothecustomer'sCPNlifthecus­
tomerhasfa.iledtoopjeet there1:Q¥iith­
in. the waiting period descrioe{i ip

.§64.2008(d)U)aftEl!"the .,customer is pro­
vided... aPPl:'ppriate ..... notification .. ·oime
carrier·s.·request·.f9r.,·consentcoI1S~ten1:

with the.rules inthissuiJpary.
(m) .R.eadilyavailablebiographit:a1 in..

formation.. ."Readily .availablf: bio­
graPh.ical information". is information
drawn frorythecustomer'slifehistory .
and includes. such' thingp <as the cus­
tomer'ssq,cialsecurity nUTper,or the
last foura~gi1:S oftha.t nurnber~ moth~
er'smaiden.name: home address; Or
date of birth;

(n) .•. Subscrif!er. list information .(SLIp..
The' term' ..subscriber list information
(SLI) ,'has. the, .same .meani1'1ggiven 1:0

suchterIl1 .. iIt~eetion •. Z2Z(h) (3).ofth~
Communications Act ·of 1934., as amend..
ed, 47 U.S;C. ZZZ(h) (3).

(0) Telecommunications carTier Dr car­
rier. The terms "telecommunications
carrier" or "carrier"shall have the
same meaning as set forth in' section
3(44) of the Communications Act of
1934., as amended, 47 U.S.C. 153(44). For

the purposes of this subpart. the term
":t:elecommunicationscarrier' 'or "car­
rier' 'shall includeanentitythat pro­
vides 'interconnectedVolP service, as
that 'term is· defined in section 9.3 of
these rules. . '. .. ..'

{p)Teleco111munications. service. The
terrn"telecommunica.tions "service"
has tile· same rneanmg given to such
termi:psection3(46)Qf the .C0rn.mu~
nications Act: .of 1934, asam€lnded,47
i,J.S.C;153(Al)).
'lq)Telephone number .. ofrecord''rhe
tehiphone numberassocia'Eed with the
ttngerlying ·servic~.no't .. the telephone

k~~~:r:~f.t:~.~acustomer's•. 'cop·

(r}Valid photo JD.A."valid photo 11')"
is .~government~issuedmeans ofp.er­
sOTIe:tlil::lentification with a photograph
Buqhas ia driver!s. hc~ns7' passport, or
camp~r4-bleIDthat. is not expire{i.

[12fR~19!il, JuneS, 2007)',

§~:2005Us~ofcuStOmer.proprietatir
network information without .. ens­
tomera,ppr<JvaL

(a:Y,AnY •telecomrnunication$carrier
may. use, disclose,qrpermitaccess .. to
c:P 144 for the purpose of providing ... or
m?rketing. service offerings.·among'ti1e
c,ategariesafservice. (Le., .local, .tnter~
exchang7,andm.1RS)to whicr) tllecus~
tom~r . alrea.dysubs·crihesfrqm . the
samecarrienwifh,0u't.customer>a,p­
prpVal l

i
'

(l} ..tf i~ ..teIecOrnmtrriicationscartiet
prpvio€lsdifferentcateg°ri·esqfseryice.
and? ·.customer sUbscribestp:more
than one category ofservice offered by
thei'carrier, the carrieri!' perrrlitted .to
shareCPNl>aIn0ng thecarner'safflH­
a.tedefl1:itiesthatproVid,~ aS€lrviceof~

f~ring;.t:othecustDJner; ..... .... ......•
(Z)'ifateleccmmunicatioT1S •. can"'ier

proyidesdifferentcategoti.~(Jfse~ce,

but •.·".cusromerdoes not s'ttbscribe to
mor~thanoneofferl.11gj:,yth~ carrier,
the .caI"lier .is •. nctper.mittedto ..share
CPNIV/ith its affiliates, except as pro­
vided in§~4 .2007 (b),

(b) A telecomrI"nmicationscarrier
may not use, disclose. orperrnit access
to CPNI to mar'kettoa customer servo
ice offerings that are within a category
of service to which the subscriber does
not already subscribe from that car.
rier, unless that carrier has customer
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§64.2007 47 CFR Ch.l (1 D-l-{)8 Edition)

fraudulent, abusive, or· unlawful use of,
or subscription to, such services:

[63 FR20338, Apr. 24, 199!Las amended at 64
FR 53,,64, Oct. 1,<1999;67 FR 59211, Sept. 20,
·2002; 12 FR31962.Junel\,20071 .

jL~.2.·.•. QQ7.•..AI!..J.l..•'J:'.0.YB1._....•. _r-e..:....9mr...·.••·...•. :C!.....li..•.•..f.q~~~~ .•()fCU5l;omer . proprIetary ·networJ>. .m-
formation. ..•.'..•...• '. .... > •.

(a) A<telecomrnunicationscarrier
may obtairi.approva.lthrough .. written,
oral or electronic methods;

CnA teHecommunicationscarner re­
lying on. oral approva.l.shallbeart!lf:
burdenpf·demo11Stratingthatsuch ajJ..
prova.l has been given in .. .compliance
with the Commission's rules in this
part.

(2.) Approvalordisapprova.l to .use,
disClose, or permit accesl;toa CUSe

. tomer's. CPNI .obtaineCi!?Y·. a tele­
communications carrier must remain
in effect until thecustornet revokes ot
lilTlitssuch. approval. ardisappr.oval.

(3,) 1\ teleGornmunications .' .caI'rier
must mamtain <records<ofa.pproval.
whether·'oral.writtenoreJectronic, for
at least c.meyear,<i

(b) .. Use of.' Opt-Durand'•.Opt-.]i} Ap­
proval Processes,A.telecommunications
carrier . may, '. subject .t? •opt-out .are

provaloropt-inapproval,use.its Cus­
tomer's individually identifiable CPNI
for the. purpose·. Of .• marketingcommu"
nications...relateqsfilrvices.tp thatcus­
tomer, A 'telecornffiunica.tions .carrier
may,. ·subject .. tClopt",out .. approva.lor
opt"inCl:pproval,discloseits customer'l;
individually identifiableCpNJ:, .·for ·.tl1e
purpose. of. marketing communications..
related services. to ·that .oustqmer, to
its ..agentsandits ·affiliates •.• that. pro..
vide· cornrnunications-relatedservices..
A .telecommunications carrier. may
also permit sllchpersonsor entities to
obtain access to such GPNI for such
purposes. Except for use and disClosure
of CPNl.that.i:s permitted .without ·cus­

.' tomer .. approval.under.section§64..2005,
or that is described in this paragraph,
o~ .asotherwiseprovideB in· section. 222
of the Communications Act of 1934. as
amended, a telecommunications car­
rier may only. use; disclose, or permit
access to its customer's individually
identifiable CPNI subject to opt-inap­
provaL

167 FR 59212, Sept. 20, 2002. as amended at 72
FR 31952, June B. ZG07j

approval to do so, except as described
in paragraph (c) of this section;

(l) A wireless provider may use,
Glose. or permit acce~s toCPNI •derived
from its. provision~f CMRS, .... without
customer approval, for the provision or

...·_.cQJ?E -and' infor.~atiClF1Serviee{~)~:··A'c

wireline carrier maYl.lse,.disdose. 01"

permit access to CPNlderivepfrorn iU>
prqvision.oiloca1 e"cnanrse.service.or
interexchange .. service, .withoutcus­
tomer-approval. . for the provision of
CPEand callaTlswerin~,·voicernail. or
messaging, voice storage .·and .ret:riev8.l
services; fax store .and .forwarti,and
protocol conversion.

(Z) A telecommunications . carrier
may not USe, disclose qrpermitaccess
to GPNI to identify or uaqkcusr.omers
thatcaU.competing service prqviders.
Forexample,aloca.lexchange carrier
may .. not use local.·. service GPN:I1:p

t.raek all iC. .u..•....stoI!ler...•~..••... th......•.. a..•....t...•......•.•..•..•...c.•...al l........•........•.1.••.0.0.•.. al.....••.servicecompetitors. •..•. •••• •.
(0)' .. AtelecommunicationE,i .'.. carrier

may use,. disdose, or permit access tp
CPNl, ..wittioutcus'tomerapproval"as
described in this paragraph Cc}.

(n. AtelecomITlunicati~nscarrier

may use, disclose, or permit access to
CPNt .without .custom.er approval. in
its provisioI1 of inside wiring installas
tion,maint.enance,and rep~r:services,

(Z}ClVfRSpro....iders may 'us¢,disclo1?e,
Qrpem1.it .·.accesstoCPN1fql"''!:hepufi
pose .of conducting .research .on th~

.. hea1theffects of CMR$'i '. :.•.•...•......
(3)LECs, CMRSproviders.and enth

. ti~s that providf:' .interconnected .voIP
service as that term<i~ defined. in§9.3
of this chapter, may useCPNI,without
customer approval; .to mark:etservic~s

formerly. known ...~'..•.. adJunct~to~~asic
services, sllchas, but not limited to..
speeddialing,comPllter-pr9videcldirec­
toryasststance., call. monitoring, call
tracing, call blocking, ..'can return, rf:~'

peat dialing, .. cal~ tracking,call .. wait·
ing, caller I.D., call forwarding, an¢
certain centrex· features,

(d) A telecommunications carrier
. may use. disclose, or permit access to .
. ePNI to protect the rights or property

of the carrier, Dr to protect users of
those services and other carriers from

326



Federal Communications'Comrnission

§64..2008N-t1ti~~reqUired~forUBe. of

.f:;:tirin.P~~pI:i~tarynetwork . in·

(a.) Notification, Generally.(l) ,Prior to
anysolicitatiorrforcustomer approval,
a ... teleCommunicatiCl~carrier . must
prQvid~notificatioI1totpe,custDmer of
the ". cust.0mer's.rightto restrict use of,
disclosure of, .. ~~da98es~.t8;hc~tcus.
tomer's ..CPijLi; /' ··.i> >••....•... '.'

(2) ...··f\teleeomrnunications· .. carrier
mustmainta4nrecordsof notificlltiOI1.

:il::{6ri~y~:t~e7·~r.~1~cfr,~~iC' .•f~r
(p)Ir:dividua.1notice1:o •. customers

musf:be.provideclw~ensoliciting.ap­
provwtouse, disclose, or perITlitacces~
to customers 'CPN1.

(C;) Content of ]'t/otice.CustDrrrer .notifi.
cation mustprO\'id~sufficientinf0!11la"
ttontpena.ble the eustomertomaKe an
informed.decistpnas.;1:p.V/hether to .per­
roita c(j,rrier ~o use, ,disclose,.or permit
access·to.~.. the·cust.oiner'sCPN~ ..

(l)Thenotificationmusts-cate that
the.custorner h~a right, and the car­
rier hasaduty,uI1derJederallaw,to

. protectthecorificlen~ialityofCPNl,.
(2)yhenotifica-ci0!f}Tlustspeciryfhe

'l:"ypes .ofinforrn.ation that constitute
CPNI andthespecificentitiestnatwill
receIve the .CPNI.describ~the,purposes
for which CPNJ will be us,ed •. and in~

'fornttheeustornerof his,or~erri~ht
tP:disapprRvetl19seus.es, ..•.'ap.qdeI1Y:Clr
withdravvacc::~ssto ..•..Cf'~,IiatanY:tilJle.

(3) .The .notifica'tiog must.advise ,:th~

customer<of'tile ·.precise,stepsthecus~
tamer must take .in. order •to grant or
denyaccesstoQPNl..a,ndmust clearly
stat~.that a denial of (j,pproval wiUnot
affe~theprovisionof anY sepvices .to
which the .. ctlflt()J:ner subscribes.How~
ever,camersmay'provideabrief

'statement, .. in .. clear...·andneutral.. 1an..
. guage, .. describiI1gconseqllences di­
rectly' resulting frarp the lack of access
toCPNl.

(4) .. Th1 notification .. must llfh corn..
prehensibleandi mustp.ot be I!liS'~

leading. .• "., .... ,
(5) If written notification is provided,

the .notice must be dearly legible, use
sufficiently large type, andbe placed in
an area so as to be readily apparent to
a customer.

(6) If any portion of a notification is
translated into another language,then

§64.2008

all portions of tfe notifi~ationmust be
translated. intothatlanguage. "

(7) A carrier!j1aystate in thenotifi­
cationthatttlecustomer's approval to
useCPNI mayenhCl,I1cethecarrier' S

abilityt(). offer products. ~d services
tai1oredto,thecustorner'sneeds.Acat~

rier alsp may .' state)l1.therl0tification
thatitITlaybr.c0I'rlpelledto disclose
CPNlto ·ai!yperson•• uponaffi!1'native
written request by tile .custorner,

(8)Acarrierrnayp.ot include in the
ndtificatio.n. any star:emeI1tattempting
tPenc:ourage a'customer to Jreeze
thir.d~parIJ'aecess.to' CPNL.

(91 The'no~ificationmu§tstatethat
any approval, or denial.ofapproval fpr
meusebfCPNi outside of .the service
to which the . eustomeraiready .sub­
scribes from that carrier is valid until
the.cuswmeraffirmatively revokes or
limits,s)lchappro:vw or denial,

(lP).,A. ... relecpffirnunicatipP5carrie,r's
solicitation for. approval ITlust b~.pro:l{j.
rnate.tp ·the'notificationofa ..'cus-
tomer-'s CPNlrights .......•........ ' ..'

(d).' Notice RequiremenrsSpeciJ1ctoQpt.
Out: 'A; telecommunications carrier
mustpfoyiqenotificationtO obtain
opt-outapproval'tilr?ughelectr0!1iC. or
written.·methods. bu~no't.by oral..como;
munication(excep~as prOVided in
paragraph(f)iofthissec~iDn), The con­
tents(Jf'l:ny~ucp. notification must
~omply'With.•'tht;.·requireI11entsofpara~
grapl1(c) of this•.•·section,. ·i'·" ' •.............'.,'

0) ··.Carriers must wait .a.JO"dayrniD­
imurn. period qItifBe •aftE!rgiving. eus­
t.omersnoticeand ·anopportuni.t:y to
opt~outbefore assumingcustomerap­
provaltouse,. disclose; prpermitaccess
to CPNL A. .carrier may; '. in itsdiscre­
tion.. pro"id~fora, longer period, •. Ca,i""
rier?IntlStnotifyC1.lstomersast9·the
aPBlicaplewaitingperiod.. JOf ..• a re­
spons'e' before approvaLisassumed.

m·lnthe.caseof anelec-croIiic form
oLrlOtification.the waiting. period shall
begi?tprunfromthe. date. 011 which
thenotificatloI1'was. sent: and

(iii) .. 1pthecas~of'notificatiorJ... by
maiL .the waitingperiod shall begin to
ronan the third dayfollowing the date
that the notification was mailed.'

(2) Carriersllsing the opt-out mecha­
nism must provide notices to their cus­
tomerseverytwoyears.

(3) .·Telecomrnuriications carriers that
use e~mailto provide opt~out notices
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Federal Communicctions Commission §64.2010

with the rules .in .this .. suboart for out"
bound'. marketingsituatio~ancJ"main"
tainrecords ·of carner compliance for a
minimum period of one year, Specifi­
cally,salespersonnel must obtain su"
pervisory·approval. ofany proposed .out:-

b.ound.. ma..r k...•.. e•..'t:ing:.•.•.requ.e5.t.......•.f.0....•..1'.•......cust om....•.•.•....e.. rapproval. •.... .' .'.
(e) .' A. t.elecommunications .carrier

must have an officer, as an agent ofthe
carr-~el:', sign••··and .·filewiththeCommis.,
sian a compliance certificate on an an­
nua.l basis,:Theofficer,muststat~ in
the .. certificat.ion that.J:1eorshe .has pep
sonalknowledgethatthecompanyhas
establish7dopera,ting . procedures .that
are adequate to . ensure compliance
With the J'ulesinthissubpart. The car­
riel' must provide 'a .staterI1entaccam­
panying the certificate explaining how
its .operating procedures. ensure that .it
is or is not. in corTlp1iance with .the

. rule~ .in this .subpart. Jnaddition,the
,ca~ier mus't:indud~an·explan<itipnof
any actionstCikenagainstdata.brokers
and a .summar'yof all customer com­
plaints received in the past year COD.

eerning . the ...unauthorized ..•. release.of
CPNl.This filing must he. madeannu­
any ... witl1 ·BheEnforcement.Bureau ·011

or before'.March lin. EB·.Do?ketNo..•Op..
36, for. data pertaining tathe .previ()us
calendar year . .

(f)Carriersmust providE; .. wd'tten no­
tice withinf~ye business daj1!1 to the
Commission.·.. of any instanoe where the
opt-out mechanisms do Jlot work prop­
erly,tosud'l.adegreethat consumers'
inability. 'to opt-out . is more than an
anomaly.

mThe notice shall be in the form of
a letter, andshcillinclude the carrier's
name•. ad~script~on .i of· the opt-out
mechanis!Tl(s)use~,theproblem(s).ex"
pertenced, .. the remedy proposed .and
when it.wi11 be/was implemented;
whether the relevant state commis­
sion(~)hasbeen I10tified and whether it
has taken any action, a copy .qf the no.
bee provided to customers, and contact
information.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out,

103 FR 20338, A.pr. ~Ai 1998. as amended at&!
FR .53264. Oct. L 1999: 67 FR59213, Sept. 20,
2002; 72 FR31962.. June 8.2007]

§64.201QSaieguards on the disclosure
of customer proprietary network
informatioIl.. .

(a) SafeguardingCPNI. Telecomrnuni­
cations carriers must take reasonahle
measures to discover and protect
against attempts to gain unauthorized
access' ·to .. CPN:J:,Telecommunications
carriers must properly authenticate a
customer .. prior> 1:0 ". di~closing CPNI
based on '. custo!Tl~r~initia'Cedtelephone
com:act,orilineaceountaecess, or an
in"storevisit.

(b)7elephoneaccess .. to .. CPNI. Tele-­
communicationS.catT~ersmay only dis­
close call detail information over .the
telephonl:•. based .' on customer-initiat.ed
telephone contact, .ifthe customer first
provides' the carrier with a password,

. as describedtn paragraph{e1 of this
section, .•. that· is not prompted 9Y the
carrier asking.forreadily available bio­
graphical information, or .account in­
formation. If thecust:omerdoesnot
provide a .passw:ord, .. the •telecomml.lnl~
cations carrier. may only disclose call
det:ail tnformationby sendingitto 'the
.customer's . address .of .. recordior .•.. by
calling thecusto~(;ilr.at thet:elephone
nttmberof record, If the .cusr:omer is
able to provide call detail ..• inform:ation
to the telecommunications carrierdur­
inga. custom~r~initiatedcall·VI'i~hou.t
the· telecommunications . carrier's as­
sistance,. then the. telecommunications
carrie~ isperrnittedtodiscussthecall
detailinformatiorlprovided' bythecus-
tamer,. . '. ...<'

(q) Online access 'to CPNI tele-
communications . carrier . mustauthen­
ticate a customer withou.t the use of
readi1?,:.available.biographicalinforrna­
tion, or account. information,prior .t9
allowing the customer online access ~o

CPiWIrela1:ed .·to(i1. telecommunications
servtceaccount. 'Onc~authenticated\
the custornerm~yonlyobtainonline
access toCPNl' related to;e, tele,.
communications service account
through .apassword.as descrtb~d in
paragraph (e) of this section. that is
not prompted by thecaI"rier asking lot
readily available biographical.' informa,;
tion, or account information.

(d) In-store access to CPNl. A tele­
communications carrier may disclose
CPNI to' a customer who, at a carrier's .
retail location, first presents to the
telecommunications carrier or its
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videdin thisseetion. The carrier shall
not notifytts cusmmers ordisc1ose the
breach publicly, whether voluntarily or
under stat.eor·locallaworthese rules.
until it. has completed . the .process .of
notifying law enforcement pursuant
paragraph (p) .of this section.

(1::1) 'As. soon as practicabLe. and tn no
event .• later .than.sevE;n. (7)· . business
days, after reasonable determination of
the .• breacn,the .telec0rnITlunications
carrier shall.· electronically . notify the
United States •SecretSer'\flce(USSS)
and the Federal Bureau of Investiga­
tion (FBi) .through.a .central'reporting
faaility ... TheComrriission~ill maint~in

a link tothere:porting facilii:Y at http;!!
www.fcc.gov!eb!cpni.

(1) No.twithstanding any state law. to
the contrary, th€.\cartiershall n,ot. no­
tifycus~orne!'2ordisclosethebreachto
the .·.• publicunttl.7 full business .. days
havepas~ed. after .• notification· tQthe
ljSSS ·andtrye··F'BIe"aep~.?-SBr~vided

in •·•.paf agra...•...p,hs...•.•.••••.••.....•..•..•.•••...•..(.·.b...••.....)C·.
1
....•.••... I...••.•.•. an.....••.••..•....·..d.•...•...••... {b..••..}.•.•..{.•.•,~.I.•...·..••..of. thissection;" ••.• . .. •

(2) IfthecarrierbeHeves that there is
a.n •.e.xtraordinarilYurgentneed to no·,
tifyany .. class .. of ..·.affectecL .' custome~
sooner •thaIil.ofhervviseallowed under
paragra.ph .(p) CU•. of •. this section.. in
order .. to avoid immediate and irrep"
arapleharm, .. itshallsoindicate .. in. its
notificationand?1ay proceed to .imme·
diately notify itsaffectedcustorners
onlYafterponsultatiorl;.Witl1 .. tbel"el­
eVi3J1tinvestigCiting .a~encry. The carrier
sha11cooperate witp.the ·.fele"ant .in..
vestigating .. agencY'$Tequest· to .mini~
mizeanyadverseeffectsofsuc:n cus­
tomer notification. . "

(3) If therelevantirtvestigating agerh
cy determines that public disclosure or'
notice .1!o ... CustornerswDuld. impede or
comprornisean.·ongoing· or potential
criminal. investigatiop . or national se...
curity. suchagency may direct the car.­
rief not .to so disclose .Of· notify for an
initial periodoftJp to3n ~ys. Such pe­
riod mC3cybeextendedby the agency as
reason~blynecessaryin ..the judgment
of the agency. If such direction is
given; the agency shall. notify the car­
rier when it appears that public discIc.-
sure or notice to affected customers
will no longer impede Of compromise a
criminal .. lnvestigation. or national se~

curity. The agency shall prOVide in

§ 64.2U11 Notification of customer prt:r­
prie~rnetworkinformatioll secu·
rit.y breaches.

(a) A telecommunications carrier
shall notify law enforcement of a
breach of its customerS'CPNl as pro-

agent.a. valid photo ID matching
customer's accoum:information.

(e) EstEiblishment of a .Password and
Back·up Authenticatlotl Methoqs for Lost
Of Forgotten Passwords.Jo eS1:ab!ish a
password... atelecommunications car..
riermustauthenticate the customer
Withoutth~useofreadilyavaHablebi­
ographicaLinformation.. or.accou!'),t .in'"
formation... Telecommunications. ·.car·
rie~smaycreatea back-up customer
authenticationrnethoclintheeventof
a lostorforgottenpassw.ord,but· such
back,,,-t.tp .. .cust.omerauthentication
.rnethoci.may. not prompt •the customer
fOf readilyavailabl~ biographical infor­
mation,or accoUnt: infor.rnation.<Ifa
customer cannot provide, . the ·correC1:
passworci .orthecorrec:tresponse for
the ... back.t.tpcustomer .... authentication
method,. the customer must establish a

n.e"'' .. p.. ass.word as.· ·.de.s.c.f.ibed.•....••. l..•·.n...•.....•..........·.t.h.is.....•.p.••. ara-.graph.> ..•..••...•..•....•........••....•......<.. .• •.• .
(fJ •..... Notification .ofaccQuIJt . changes.

Telec0l11lnunicat:ioT1Scarrier~rntlSt..no~
tify .·custo!1:'1ersimI'11ediately ·."'JVheneve.r
a pass'V\'0rd, .custoITlerresponseto .a..

back·upmea,ns .•. of .authem:ication .J9I'
lost or forgottenpassworOs,onlineac;"
count. or address of record is creal:edo!'
changed...·This.notification .is .. not •. re­
,guiredw.ben .the cu.stomerinitiates
service•.. including the .selection of a
password. at service inifiation.. Thisno­
tifioati?p...mayp~ phrou~hacarrier ..
orj,~inateg •voicemaH·or.· text ·.rnessa,ge
tpthl;:tel/9phonenumber;ClfI"e'cprd, or ..
by <Tail toihe<i3.ddres$ Clfrecord.and.must not revealthecbangeti inf0rma~

tion prbe sent to the ne'W;account iu-
formation,. ..••.• ' ... >........•......•.

(g). Business customer exemptlPrJ, Tele·
commurrications. carriers may bind
themselvescontraetually>tpauthen­
tication .. regimesotherthanthose .. de.
scribeelin this section for services they
provide .. to· their bustness cllstomers
that have both a .dedicated account
representative and a contt-aetthat spe~

tifically addresses the .carriers 'protec­
tion of CPNl.
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