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CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Southeastern Cable Products, Inc.

Licensee's FRN: 0001938158

Name of signatory: William Burden

Title of signatory: President

I, William Burden, certify that I am an officer of the eompany named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirenlents set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI



SOUTHEASTERN CABLE PRODUCTS, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regard ing the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



FederolCommunicctions Commission §64.2005

the purposes of this subpart, the term
"telecommunications carrier" or' 'car­
rier "shall include an entity that pro-:
vides· .interconnected '. VolP service. as
that term .is· defined in sectian9.3 of
these niles..

lP)TeJecommunication$ service. The
term u telecommunications service' ,
has the, same meaniI1g given to such
t~rrri in section3(4ij). of the Gommu­
nicationsActof 193~,asamended, 47
tLS ,e: 153 (A6) .
'(q) Te'lephone number .of record. The
telEiphonenumber associa-ced wtththe
underlyingservic¢. not the telephone
n,urnbersup.pliedas a .customer'S "con·
tactinfgrmation,"

W')'V'aJid photoJD. A "valid photoII,')"
i~ .fl· government-issued means dLper..
s.onal identification with a photograph
suqhasa driver'S license, passport, or
comp~r,a.~lemt!1atis note~ire.d,

[7ZFB~J9!rl, June £,2007j

§l>4:20(}5Us~>of cuStOmerpl'Opriet~T
network information withoutcus-
tomerapprovat .

(",)Any .... telecommunicatio:ns. carrier
may use. tiisclose.,>or permit access to
qPNl.··forthe.purposl:: .of prOViding .. ar
marketing service offerings among 'the
categories of service .. (Le;, local. tnter~
ex.change,·andCMRS)to :which thecus..
tamer alreCidy . subscribes '.' from. the
samecarrieri .. without ... customer ·.·ap-
proval, , .......•.

(l) ...:r.r·a.. telecoInrnunications·Carrier
pro\tidesdifferent categori.esof.~ervice.
and. a .... customer subscribestO;IDore
than. One category ofservice offered by
the·carrier,.the carrier is permitted to
shareCPNlamong the carrier's afflli ­
atedentitiesthatproviqea service of..
feringt;o thecustorner. . . .

(?):if atelecommunicatior:s.Carrier
prpyidesdifferentcategop~ofservice,
but a cust:omerdoes not sllbscribeto
mor~thanClne()fferin:gby thl:: carrier,
the... carrier .'. is. notpennitted to .share
CPNlwith its affiliates, except as pro,;
vided· in§64,2007 (b).

(b) .A . telecommunications .carrier
may not use, disclose. or permit access
to CPNI to marker toa customer servo
ice offerings .that are within ,a category
of service to which the subscriber does
not already subs.cribe. from that car­
rier, unless that carrier has customer

provided using Internet Web sites .(suth
astr;;l.velres~rvationservices or mort­
gage lending services), whether or not
such\servicesrnay otherwise be consid­
eredto be' information services,

(j) Local exchange carrier (LEe) ,The
term .·.·local. exchange carrier .(LEO)"
hastp:e .• same. meaning .given to such

. term inseetion3(26)qf. the Cornmw·
nicationsAc~of 1934, as amendeQ., 47
U.S.C.153(26j,

(k) Opt-il?approva1.The ferm"opt -in
approval"refersto a method fQj"ob­
taining~us~qmerconsentto use, .dis.,
close, .....'orperrni1:afcessto the cus­
tomer's '. QPN1., This, appr?valmet:h0d
requiresthatthecarrierabtain from
the. custpmer affirmai:ive, express COD.
sent aUqwing. therequesteg .CPNI
usage, disClosure,' or access' mer the
customeri;;pr.pvided ",ppropriane .noti..

I fication of <the. carrier'sreques1: .. con-

S is.t.en.. ,twi..t.. nt.h e..........•..r....•...•...eq.•....,.u.......•..l,,.·r,...•.•,.•.e.•..•m,.e....•.....n.....•.•.ts...•....• ~et for..".t..•.h.,.inth~s subpart,
mOpt"0l1tapprovaJ.'theterrn"opt..

outapprova+" .refers to a m~thodfor

obtainingcust011'ler consent to 'use , dis.,
Close. ..or . permit •access to .• the '.' cus­
tomer's •CPNl. ... Under .this .. approval
method, .•·fl customeris deemed:co have
consent~dtotheuseI disclosure,olrac.,
cess to the customer's CPNI ifthecus"
tomerhasfailedtoot>jeet thereto~ttD­
in the wa;iting period described in .

.§64 .2008(dHl)aftElrthe ,customer iElPT,'D­
videdapPf9priatenotifica:tiop of .the
carrier's.' reguestJorconsent cons~stent
with the rules in thi$subpaq.

(rp.) .R,eadllyavallablebiograrifi1daJ in­
formation, .. . ·'"Readily . available bio­
graphical information". is information ,
drawn'. rrolJl.thecustomer's .. life •history
and inc1l;1des •.. such·thing§ as ·t1"J.ecus­
tomer'ss9ciCl1~eFurity·.number, 'or the
last. four ··digits of that ·.number~ moth..
er'srriaidel'iname; home' address;. or
date of birth.

(n) Subscriber liSt; information (SLlj.
The' term "subscriber list information ....
(SLI) ,'has. thesaITle .' meani~ggi ven .to
suchtenn in~eetion.ZZZ(h) (3) .of the
Communications Act of 1934,' as amend..
ed, 47 u.s.C. 2Z2(h)(3~.

(0) Telecommunications camer or' car­
rier, The terms "telecommunications
carrier''' or .. carrier"shall have the
same meaning as set forth in section
3(44) of the Communications .Act of
19.34, as amended, 47 U,S.C. 153(44), For
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§64,2007 47 CFR Ch.1 (10-1-08 Edition)

fraudulent, abusive, or unlawful use of,
or subSCription to, such services,

163 FR 20338,Apr, 24, .1998,.as amended at 64
FR53264., Oct.,1,199~;67 FR59211. Sept, 20,
'200Z~ 7'2 FR 3196Z.June£, 2007] .

approval to do so, except. as .described
in paragraph. (c) of this section,

(1) A wireless provider may use, dis­
(,:lose, orpermit accesstoCPNI. derived
from its proviSionofCMRS j without
custornerapproval, for. theprovisi~nof *64 7 .aJ .. cl f f

'·'-·qP.B· •. and~,inf°I'fDat;i9f\··se1'Yice{sh,,·A·. ·,··••···~orii.~~PWr~Iin~~~ne~orlf~ili~
wireline carrier 'maY1.lse,disdose Of formation.. <' ...•

permit accesstoCPNlderivedfromits (8.) .~telecommunicati0!1s.carrier
provisiqn .. ofloca,lexd1a.nge .• seryiCeor may obtain .approvalthrougpwrttten,
interexchange .. service, .'\I\!ithollt cus- oraJ or electronic methods,
tomerapproval, fOrth~PI[Jvision.. of (l)Atelecommunicationsca,I'rier re;­
CPE'and ca11answeriI1~,voic:emailor lyingql')oralapproval shaJ.l bear the
messag;ing, voice stcmage andretrieval burdefl.0f demonstrating that such ap­
services, fax store ,and forwarti,and prova,lhasbeen given in comp.liance
protocol conversion.. with the Commission's rules in this

(Z) .. ~telecommunicationscarrier part.
may not us~.,disclose QrpermiLacces's (?) Approvalpr diSapproval to use,
toCPNItoidentifyortracl<.customers disclose, orperm.it acces§to acus·
tha.t cCi,llSPI11,peting s~rvicepr9viqers. 'tomer's> CPNl"btainecI .!?y' '6.., tele­
For example, a localexch,angecarrier communicationsca,rri~r,must remain
may ... I1ot •... use .•10081 .. serviqe . QPNI' to 'ineffectllntHtheql.lstDrnerTe"okes .or

tra.ck...•.......aJ........•...l..... a..ll.. ~f.. O.,.m.e,.r..5....•.....• "th..•..•.•... ~t.•..........<.ca..•....•.l..•.l..•.............•.10 c.....•••.aJ................ ~imitssucbCi,pprovaJ. .o,rdisa,ppr.qvaLservice competitors, •... .' •• . .•••..• (~)Ate1ec:qrnITlunicl:ltior+scat'fier
() A t 1 ' t' ,must maintain records .o'fapprovaL.

C ", .. e ecommumca, l~n? . carner whet.he.r 0.r.a..l.. ,.wri tt....•..........en.•.....•.,or e1.ect.. r.oni.•..C,.·.farmay use, ,diSclose, or perrnitacces$ at least one year. •••• •.• • • .
CPNl,vlithoutctlStomerapproval" (b) ...• Us~ of •Opt-Our and Dpt.ln Ap-
described in this .para,grapp (c) . provaJ Processes, Atelecomrnunications

(1) A.. telecommunications carrier carriermq:l"sUbject .ta .opt-out ap­
mayuse,disdose, or permit access to provalor qpt,.;iniipproval.,use .its cus~
CPN~, .•• Wi£h~utcus'Come1"apprqval. ip tomer's indiVidually identifiable.C;PNI
its pro\,isio~n .of insiqe wiringinstalla. for the. purpose pf .• marketirrgcommu'"
tion'rrlainttmance,and repairs~I"\lices, nicatians"related$ervicestq thatcttS'"
(?)GMR-Sproyid~rsmay' u.s~,disdo~l:, tom~r, ..•lj .' 'telecornmunica,1:.io~carrier

o!"peI'ITlit . access '. tpeJJ?NI. for i~h.epl.1rf mCi:¥ isubject .. t() .op.t~outapprovalar

p.DS.e Pf...•..........c..•......o.•..n.d U c.ting..•.•.......f•....ese........•..ar,.•....C.•..h.........•..••0........•.n th.....•.•. e.......... 9pt"inqpproval,disclo~eitscl.lstorner's.' healtheffects .ofCMRS, • •.••• . individuallyidentifiableCPN:t, •for the
(3) .L,ECs,.· CMRS .providef~,. .andenti. purpos~ofrnarketingcornmunicatiDns­

ties that .provide' .interconm::c:ted. Vol? related services. tothCi,t .customer, to
service as that termi~defined in§9.$ itsa,gentsanditsaffiIiates thatpro,.;
of this.d1apter, •may' use CPNI .. without vide communications"related services.
custom~rapprova.l, ·tqmCirketservices .~. telecommunications .... carrier •.• mliY
fOrmerly,.' known as ••.. adjunct...ta-basic also perrnit.such persons or.entities to
se)"'Vice$, such as, .butnot limited to, abtainaccess to such <CPNI for such

d d' l' . "d d d' purposes. Except for use Cinddisdosure
spee ..•·la ing,comP1.1ter-p\ovle ••••..·•. lrec- of CPNlthatis perrnittedwimoutcus-
tory assistance., caJ.lmonitoring, call ,tamer approva1under,sect ioI1§6A.2005,
tracing. call blocking, .. cap return, rE?~' or that is desctibeqin+:hisparagraph,
peat dialing, call tracking, ca.l1 wcrit-o[ asotherwiseprovidedins~ction222
ing, caller 1.D.,callforvvarding, and of the Communications Act of 1934. as
certain centrexreatures. amended. a telecommunications car-

(d) Atelecomml.lniCations carrier rier may only use; disclose, or permit
, may use. disclose, or 'perrnitaccessto access to its' customer's individually
. ePNI to protect the rights or property identifiable CPNI subject to opt-inap'"

of the carrier, or to protect users of provaL
those services and other carriers from 167 FR 59212. Sept, ZOo 2002. as amended at 72

FR 31962, June 8. Z007]
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§64.2008
.' ", '..

","',"'- ".' -'. "..,

all portions of thenotificatiali must. be
translate.d intothat language...

(7)Acarrier rI1ay state in thenotifi.
cationthat,t:hecustClrner'sapprova.l. to
useCPNI mayeriha,ncethe . carrier's
abiliiq't() Clfferprod1Jctsand services
tail()redt().t~ecustomerJsneeds. A car­
riera.lsop1l3.?s~ateinthenotification
thatit,:rnay···b~cornpelledtodisclose
CPNl.EP .. a1))' .persop ..• upon.· affirmative
writ:tenTequ~st·.bytl'1.e·.cusr:omer.. .... .,

(8) A s:aJ:TieJ:" rnaynot incli,lde in the
nqtificationanys1:a1:emeI1tat:tempting
to . £:I1couiagea . customer to . freeze
thiJ:"d..partyaccesst() CPNl,
(9)'I]~riotification.mu~tstate•that

anyapprqval,or denia:lgfapproval· for
theuseofCPNI out~ideqf.. the service
to which the cuStomer already sub­
scripesfromthatcaIT~eris valid until
the.cusr.omer.affirmatively re\Tokes or
limits ,such approval or denia+,

(lP) •....• A·.telecClm1'!lunicat~op.s.carri~r's
~Cllicit:.ation .•forapproval.·rn~stbe ..•proxi.,
rnar:e, .tp ·.then0t.ifieaticm .of a" cus­
tomer's CPNI. rights.

(d) Notice Requiremenr.sSpecif'icto '. Opt-
Out: ~ tel~communications .•... carrier
mUstPT'oyi~enoti~icatton..to •.. obtain
opt-outapprovalthroughelectropicer
written ·rryethods,bu~nQtbyoral.com.

munication ....'(except as .... prOVided. .• in
paragraph(f)of this section}; The Gon.
feI1t$r.()r8:l1ys~e)"lI1Cltif~Gationmust

e.omp1
Y
..•.w· i t h,......••.th.•.•... e".1'1.e.

q
u :L..'..r e...•. rne..........••..n..•..ts.......•...•......0f para-graph (c) of this .section•.

(0 ·•.. YCigiersrpust.. vJait .a30~day
imumperiod0{ ,tirne ·.aft~r.giving .ellS.
torners..notlceam-i.an opportunity to
opt..outbefore assumingcustomerap­
provaltoiJ.Se, disclose,.orpermitCiccess
toCJ?NLAcaIT~e.rmay,'. in itsdiscre-­
tion:,pr?~deJor.alonger.period. Car..
r'ie~i5.· ... mtlS't:notifyc}lstomersas t~the
applicable ·•. ·waitingp~riad.. 'f()r ....a re­
spons'e' before appr?val tEl .assumed.mIp thecClSeof an elecrronic form
ofnotifkation, the waiting.·.period .shall
begi:pt9J'unJromthedateorl which
the natificCltiC>I1 Was sent: and

(it) .lnthecasf!0fnotification. by
mail. the waiting period shallbegin to
run an the thi,rdday follOWing the date
that the notification was mailed.' .'

(2) Carriers using the opt,.out mecha­
nism must provide notices to their cus­
tomersevery .twoyears.

(3) Telecommuriications carriets that
use e-mail to prOVide opt-out notices

§64.~008 .J~otice:requiredtorUBe .. of

C.....•ustO•.....m•.........er.........•......·..p..•...........•.r.•.•.....,O.........•.•..p.....•......•.......n,•...·e..•, t...•.....•...ary.•.....•.........•......•........•.... ,n....••..e,twark..• i.n".formation.

~~)'Not1fication, .Gerl:erallYi ... (1) .Prior to
anyso1icitCl~iorlJor.cus~Clmerapproval,
a telecommunications carrier must
provid~n'?tificatioI1totl"1e'~L1stome;rof
thec~~t01'11!:r'srigtlttpreS1:rictu~eof,

disdpsureo[. .·Cll)d>a~~ess~9t~atcus.
tomer's •. CPN~,.. ..C/"ie' .................; '...'..'•.•...•.

(2) A, .telec0rI1rnunications.· ..'. carrier
mustmaintai1'1·records.of notificatic.m"
'!Vl"1eth~ro~Cl,l;VI!'itteliOr.ete?r:ro~iCj for
at leastoIleyear.· ·.·······:i'··:'

.' (b)JT1dividual .n.0tice ... toctlstome~
must. be .provideOV;ihEm .•. solicitingap-
prova.l to.·use,. disclas..•£:. '. D..•.. r p.~rm..if.access
tocust0rrlers 'OPNL

(c).pontenr··.Clf Notice.Cus1:.om~r •..notifi•.
.cation rnustproyideslifficient In.f0!'ma•.
ti?ptpenabletbe cus1:omer1:o make an
informed~ecision.'.as to .;whether toper·
rnita cClrrier~DlJSe, disclose ,orpermit
acc~7s···ta'.the cus1:.C)f!ler's .• CPNl,i •. ·..

(1) .The notification must S1:ate tha,t
the .customer hClSartght,and .. the car·
tier hasfduty'UI1der federal law, to

. protectth~corifid.7I"lFialityofCPNl
(Z)The·notificat:ioIi ..1Tll.1st .specifY the

yrpes of information that constitute
CPNI .and ihe specifiS entities that wiIl
receiyethe CPNI,.·descdbet:h~,pu:rposes

f01" ..·Vv'hich.CPNJ:.V;ii.~lbe . ..;~~d;and.ip'
'forrnthecustorn~rofhiS orh~rri&ht:
t:p·ciisClPprovetppseuses,ap.qdeqyqr
wi'thdraVJ.·ac.cess··to.c1)~n..:at·and{t.irn~.

(3) .T-he.not~fica~iOrl.rnus't .. aq"ise ..:th~
customer~rtfIe ... pr7cisest£:psthe .eus..
tornermust take in order to grant or
denyaccesstoC,f'NI, and must clearly
state that a denialofapproval wHInot
affee'l:thepro"isionofany>sepvicesto
whidlthec}lst()1'nersubscribe~.H\)w;

ever, .caITiersma;yprCJyidea brief
statemen,t:.in Glear an.0, neutral Ian.
guage, 'dest:ribing 'conseguences di­
rectllY'resulting from the lack'of access
taOPNI.

.' (4)Thf notification . must be cortl­
prehensiblel3.Ild rnustnot be mis,.
leading,

(5) If wrItten notification is provided,
the .notice must be clearly legible, use
sufficiently large .type. and he placed in
an area so as to be readily apparent to
a customer.

(6) If any portionef a notification is
translated into another language, then
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Carriers .. need not advise cus­
tomers that. ifth~yhaveopted·autpre..
viously,.noaetion is needed to main.;
tain the opt-out election;

(ii) .Carriers.need. not advise cus­
tomers that they may share CPNlwith
their •affiliates ·.ar . third .' parties and
needI"l~tnarnethoseentities,if. the
limitedCl?NI usage will. not result in
use by;ordisclosureto.anp.ffiliate or
,tbirdpartyi./ '.' ... '..... .' ., ..,
(liiLCarrier~needn()tdisdase the

meanspywhicnacustorner ... can '" deny
or withdraw future access to CPNl,.· so
long as carriers .·e:xplaiI) tocustD!'Ders
that the scopeof the .. approval the car"
riersee\<s 15 .limited to.qpe..timeuse;
and>...>....: ...·....·

{iv)Carri.ers niayomit. disc1osureof
the 'precisestepsa¥cus1:omermusr t(j,ke
inordf:rto~rant,ordenyacces:S ··to
CPNI,as long as thl',l.carrierdearly
communicates' thattheeusi:omercan
de?j!•.• ~fCT!s ...tO~iS7P:~IJqt·the •.call,
'I.6TFR59Z1Z.Sepf-.2Q~·.. Z90~1

§64~009 •...·Safe~a:rds .·~equiredfo:ruse
of .. customerprpprietaryttetwork

.... iJJ:f0pmatioll····· i..•....... .•.•..•...•.• ..•. ..•. ...i ·..· i.·.·· ·..·..· .

(a1> Telecorprnunicatiol1S .·.··carriers
'must-implement a system by which the
statuspfa CiJSt0rYler'sC:PNI approval
can~e clearty established prior .to.the
use of CPNl, ..•.....• •...•. . '

,(b), ,...... TeleCOmmunications '..··.carriers
rm.1sttrain1:11eirpersonnel .'·i"'~ .•. t()when
they,areand(lI'eno:t~utl1~rizedtPtl~e
CPNI. and carriers must have ·.·ane~¥

pressclisciplinaryprocessinplace,
(c}A,llcarriersshallmairitain a

recard.electronicaHyorinsomeother
mann~r, ofth~iL0wnandtheiraffili~

ates'sales·.andmarketin~campaigns
that us!:theircustorner~' CRNT. All
carriers· shalL maintain a record of all
instances'Wher~CPNlwasdisClosed.' or
provided. to ..'. third. parties.· ·01' where
third parties were allowed access to
CPN~... Th::reccmd must. inc1uciea de-
scription ofeach '. eampaign,tfiespecific
CPrm .that was us~dinthecampaign;

and ~hatproductsand services' were
.offered as a pan: of the campaign. Car­
riers shall ret.aihthe record for a min­
imu!n<of.one year,

(OJ Telecornmunicati011S carriers
must establish a supervisory review
process regarding carrier .compliance

must .compl~ with .... 'the ... following. re­
qUlrements m addition to the require­
rnentsgeneral~yapplicablet~notifica.

tion:...,',.' ..... <.

(1) .• Carriers mUSt 'opr"ain'" express,
verifia~le,prior.·approvCiLJromcon.;

sumersto send notices . vi.ae~mail re"
ga,rding .:sheir •.·se;fVfc~,lfl~~ner~ ..••. or
CPl\JLinpartieu1i:tri·.Xi<i· ..,......•.••...•.•.••.. ) ••'

(ii) CCirriersmtllSt a11o'W customers to
reply . directly to .e';l'Tlail~ .. tom:aining
CPNInoi:~CesjnordertPopt.~uti

(iii) .Opt~out •.... e--l'Tla.i1 notices. that are
returned totheearr~er"l.s llndelivE;rable
must be sent to .' th~customer in ..•flfl~
other JOqn. before .:C:arr:iersmCly.cqp~

Siderthe211~t()TIle'\t+o.h"rvereceived .np­
tiee; .iii·.·•. .. ' 'i'"

(iv) .Carriers thatuse.~ma.il·.tbsen¢
CPNlnotices. must ensure that the sutr­
ject line. ofthemessagedE;arlyand.ac­
curat:e1yidentifiestJ;1~$ubJeetrna'tter

ofthee.;maili·and··.·.·.i.····
(v) .T~lec?rn.muni~atioI)S: CCln::iers

must .mak~a:va.ilCiB1e tQeverycus~
tomer· ;:J.meth;od&o·op~.;outthatisoInp
additiona1c?s~f0th.e.customer·.. and
that is '. a'VEiilCib1e24 '" howsaday . seY.(~m

dClysaw~ek.·Carrie!'s'may s(;ltisfy.tbis
requiremept. ~roughCl.Com~inatioI1of
methods, s9 long·...t:!.S.. :a.rl.·.·cust0!TIershave
theabi~i't)'toopt ~out;at .. pocostancl

:,r~en:e~~'th~y·.~~;~~i~t~.···.•ttlClt ••••.....c~oice
(e)NpticeRequiremeI1tsBpecifir;tD Opt..

In .. AtelecornmUl"lip~tipnqC~~rrnay
proviqenotifica~iontDOlJta~ngpt~in

appr()val.throug~oral,writte!1, 'cOt:elec~
tro!1icmeth0Os, ..The c:ontentsofany
such .. notifi ca:tio~ .rn~tcpmplywith
the .reqtlir~trr7n~of .pCl!'a~~a.B:n '•. \.0) ...of
this section" "•......•..•.•.......•.• ; ." ••..•...............•.... ". •....••...•....... ..•..•..•...•••..... •

(f)NotlceRequirelIlents. Specific to One­
Time UseofQPJX/7,(l) Carriers may use
(Jralnotice·. tpoptGl.in nmiteci.one~time

use of C¥'Nlf(Jrinbound.and outbound
customer . telephone contacts for. the
d\1ra.tion .:of··.•. fl;1e . .call, ... regardless .of
whethercarrie1"s .useppt"out or 'opt-ip

~~.~~~i.l"b;ed.o~the·natur~ ... Of ..... the

(2) The contents of any such notiflca.
tionmust camply witl\the require~

ments ofparagr;:J.ph(c).of this section,
except that. telecommunications car­
riers may omit any of the following no~

tice provisions if nat relevant .to the
limited use for whidh the. carrier seeks
CPNI:
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§64.201.Q Safeguards on .the disclosure
of· .•customerproprietary .. network
informa:tion. .

fa) Safeguarding CPNI. Telec01:nmuni~

cations .carriers must take reasonable
measures to discover and protect
againstartemptsto gaitl. unautho~ized
access ·to .CPl'Nl, .Telecommunicati0n.s
carriers must p:coperly authenticate a
customerpriortb •di$¢lD~ing ·.CPNT
based on '. custoITl~r"ini tiatedtelephone

.. contact, online account access.' or an
imstorevisit.

(b) Telephone access to CPMI. Tel~
comrnunications.carriersmay only dis"
close .. call. detail .. information. over .the
telephon~.based'. on. customer"initiat:ed
telephone contact. tfthecustomer first
prOVides .' 'the carrier with<apas~ord,

asdescribed~n paragraph (e) of this
section, .•. that is .not .• prompted .by . the
carrierask:ingfor .. readily available biQ.
graphicalinforrnation.:pr .account .~!1•
forrnatipn.. lf~he . customer . does not
provide a ·pas~Clrd.. the>telecomrnuni7"
cations carrier may only disclose·' call
detai1inforrn.ation .by sendingittothe
'customer's address of .' record, .or .... by
calling .the .•custo~er .at the '1:elephone
m:mbepoLrecord.lf thecuswmeris
abletp ·.. provide.caILdetail .. informa~ion
to the telecommunicatiorjS carrierdur"
ini5.a. customer:-initiatedcalIV\'ithm.tt
the· .telecommunications carrier's as"
sistance •. then'.'. the.telecomrnunicatiOn$
carrier tspermittedt.pdispuss the.can
detailinformatio;'l"provided •.1JVth~ cus·
tamer,. .....> .' .....'

(q) .. OnlineaccesstoCPNLA tele­
communications carrier mustauthen·
ticate acustome.r Without the use of
readil;yaVailaplebi?gra.phicalinform~­

tion, .or.·account. information, prior .to
allowing the customer online access to
'(:P~Irela1:ed.·toa.·.·telecommunications
service account. .OncE: authenticated.
the .. customer .' may only obtain on.line
access .tb CPNI' relatedto:atele­
communications service account
througbapassword, as describE:d in
paragraph (e) .afthis section,tha'f: is
notpromptedby the carrier asking for
readily available biographical informa~
tion, or account information:
. (d) In.,srore access to CPNI. A. tele"

communications carrier may disclose
CPNI toa customer who. at a carrier's
retail .location., first presents to the
telecommunications carrier or its

with the rules in this suboart for out"
bound .'. marketing '. situatio~sand·.main­
tain records of carrier compliance for. a
minimum period of •oneyeat.Spec:in­
cally. sales personneL must ·.ohr.ainsll~
pervisory approva1 ofany proposed .o~t-

b.Oun..d m....•..ar•....•..k.. e..•.....t i ..n g......••,., ,•...r......•.e qu.,es.t....•....••...,.f,..or.........•.c.,ust..,o.•........m'.•......••e r,approval, '. . .. , .
(e)#. ...' telecommunications.carrier

must have.anofficer , as an agent ofthe
carrier. sign and file with the .Cprnmis"
siana,compliance certificateonanan~

nuaJ basis:Theofficermust~tateirl
the·.certification.that he.orshehasper­
sonClll<.n0wledgethatthecom.panynas
estabIishedoperating ·.procedures that.
are adequate to. ,ensure . compliance
with.therulesin .this subnart.The car­
rier mustproyide 'a .stat~ment .accom­
panying thec~rtificateexplaininghow
its operating procedures ensure that •i t
is or is I10tin compliance witll the

. rule~ in this subpart, Jnadditionit:he
,·can-ier .. ITlustinclud~a.n ·e"plarlCltio!1·.·o~
any actions taken against. data brokers
and a .st.trnmary .' of .all customer •com·
plaiD'csreceived. in the past. year com
cerning .the '.. unauthorized .... releas~Qf
CPNI. Th1sfilingmustbe made .• annw
ally With.> the Enforcement Bureau on
or before MarchJ in .. EB Do~ke;tNo,.Of}­
36\fof data.p~rtainingto the previous .
calendar;year. . .

(tlGarriersmustpr'ovide wri~tenp0"

ticewit:l1.1Ilfivebusiness daY$ to thy
Commissionofanyinstanoewhere the
opt-out mechanisrnsdonotWQrkpr0p­
edy. to sucrl,adegreethaf' consum.ers·
inability. to opt-out .is morethapaI)
anomaly.

(1) The .notice shall. be .• in the form of
a letter, and shallinclu~e the carrier's
name ••·... a..descriptioI1 .of .. the . opt-out
mechanism{s)qsed, the problem(s) ex­
perienced, the remedy proposed and
when. it will .be/was implemented.
whether the relevant state commis­
sion(s) has been I10tifiedand whet~er it
hastakenanyactian.. a.copY .of· the no·
tice providedt.o customers. aI1d contact
information.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

I63FR 20338. Apr.?,4. 1998. as amended at 64
FR53264. Oct. 1. 1999: 67 FR59213,Sept. 20,
2002; 72 FR31962,. June B. 20071
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agent a valid photo ID matching the
customer IS account information.

(~) Establishment of a .. Password and
Back-up Authentication Methods for Lost
or. Forgotten. Passwords. To ·es'Cabhsh.a
password, 8 telecommunications car­
rier mustautheI1.ticate the customer
Withoutth~USe()freadilyavailablebh
ographicalinformation., ·oraccount .in!"
formation.· •• Telecommunic.ations.. .car~
.liers .may ..·createaback'iupcustomer
autnenticationmethodin .theeventof
alosto,rJorgouen .password, but .such
back'iup •...•. customer .... authentication

.. method may .not.prompt .t:hecustomer
for. readilyavaila,ble biographical infor­
mation, .. or account infqpmation.:. Ira
cus'Comer . cannot provide . the .correct
pass""ordort:hecorrectresponsefof
the. back'iup .cust:0merauthentication
method, the customer mustes'Cablish .(;3.

newpassv,rcmdas·describ~d.in~Fispara-
gra:pl:l, •.•.••;..< > .. .........,

(f) •..• ·Notif3catiop ..of.accoul1(changes;
felecorrlIr~unicatiClTlS.carrier§l."I1ugno­
t~fy ..C\.1st9lJ1ers ...iI!ll"l'1f~diately ·V{henever
a passworti,custorner. response ·toa
back·uPtneans.of. authentication for
lostor fprgotten passwords,onlineac~

count, ·oraddressofrecord iscreaT.ed· or
changed... Thi~natificatiqIl ·.·is .. not .•. re­
.guired when the customer lnitiates
service, ..• inc1udingthe selection •. qf .a.
passvvox-d atseT'Vic~ i'nitiation.Thisno~

tificatipn .maYj;)e t:hrougha..carri~r-<

originateq .vpicernaH.'or textrnessa.ge
tp thl:tel~phonenl4lTlberCJfre.cClrd,ar

bYTailtothea~d.res?9frecqrci,and
rnust .. not reveal the .. ·. changed· il1formCl'
tionprbe sent to. thenewaccQuntin-
formatiC):t'l. •.... ..........••.•... <... ..•..

(g).BusinesscustomerexemptioI'J"Tele­
cornmurlicatioT1$ carriers .may .. bind
themselves . contractually tp authen­
ticatipnre~imesot:herthanthose .. de-:
scribed in this section for services they
prOVide to· their buSineSScust0n:'lers
that ha.ve: both. a dedicated.. account
representative and a contract that spa"
cifically addresses the carriers 'pratec­
tionaf CPNI.

172 FR3196Z. June i R,2007]

§64.2011. Notification of customer pro­
prietarynetworkiJiformation secu·
rity breaches.

(a) A telecommunications carrier
shall notify law enforcement· of a
bt'each of ir.s customers'CPNI as pro-

47 CPR .Ch.1 nG-1-DSEdition)

viried in this section. The carrier shall
not. notify it:; cus'Comers or· disclose the
breach publicly, whether voluntarily or
under state or local law or .these rules,
until it. hascomp}etedthe proces?of
notifying law . enforcement pursuant
par~graph (p)of.this sectio.n.

(b) .•As. soon as Px-actic(ible, .and .in .no
event ..laterthan~even. (7) ... business
davs, after reasonable det~rminationof
thebreach.tthetelecomrntmications
carrier shall. electronicaHy notify the
Unitee.tState§ Secret .• Service. (USSS)
and the Federa.lBureau of Inyestiga"
tion (FBI) ..through. a. central reporting
facility .. The GOr:nniisston\Vill maint8:in
a linl\. to the reporting faciltcyat http://
www.fcc.gov!eb!cpni.

(1) Notwithstanding any state lawtb
the contrary,.th~carrier§hau.not no­
tify cus'COlTIersordisd9setpe breach to
the public urltn 7 .full business days
h?vepassedaiter notificationtQ the
lJSSS· and tnefBle"cePt.as. pr9vid~d

tIl· •..J?a.r...•.a..gra]).hs ·.(..0..:...•.)(2.••... ).•...•...•.... i.an.......•.•...•.. cl...••....•.•..•.•. (0.)•.......(3...•......) ..•....·•..•...0f t h.issection,. 'i/ .. . ....
(2}lfthecarrierbelievesthatthereis

an extraordinarily .urgent neeq to no-.
tify any class afaffec1:e~t customerS
sooner thanothe~iseanowed.under
paragra.Pll .(b)U)qf this section, in
order to avoid immediate .and irrep~

araple harm, .itshalLso indicat:e in .its
notificatianandlTIay .proceedto imme­
diately . .notify its. ·affected .customers
on.1yafter .constiltaticmWifhthet;el­
evant inye1>tigfiting a~en.cy. The carrier
shall cooperate with the relevant in..
vestiga1:ingagency',ste~uest: .tprnini­
mizeany adver$~·effeetsof sucli cus­
tomer .notificatiqn.· •.•. ·.•.•..'.

(3) If the releyant investigating agen­
cy deterrninesthfit pubE\:. disdosure or
notice to cUStOrnerswauldimpede •or
compromise an,ongoing .or .. potential
criminal iIwestigatioll .. ornational. se­
curity,sucha.gen.cy ma:y. directt.r;s car­
rier not ·tosodiscloseornotifyfor an
initial periodoft;p to SO d?ys. SuCh pe­
riod mii!:ybeexr.endedby the agency as
reasonably. necessanyin .tl1e judgment
of the agency. If such direction is
given, the agency shall. notify the car­
rier when it appears that public disclo­
sure or notice to affected customers
will no longer impede or compronUse a
criminalinvestiga'tion. or national se­
curity, The agency . shall provide in
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