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CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)
EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15, 2011

Name of company: Commercial Telephone Exchange, Inc.
Licensee’s FRN: 0001594373

Name of signatory: Kent Steglich

Title of signatory: Secretary, Treasurer

I, Kent Steglich, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission’s CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company’s
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 ef seq. of the Commission’s rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed ‘L w‘*’éQJ(




COMMERCIAL TELEPHONE EXCHANGE, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission

(FCC). Allemployees, agents, affiliates and subcontractors are bound by these policies

regarding the use and protection of customers’ CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1.

A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such

use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

Customer approval is required for use of that customer’'s CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,

portables) to deliver existing services that we are providing that customer, using that
customer’'s CPNI.

Under no circumstances will anyone track a customer’s use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

A Customer’s CPNI can be used to protect that customer’s safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

When a customer’'s approval to employ its CPN! is required, the request should
normally be made in writing to be signed by the customer, however, oral’approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



10.

1.

12.

13.

In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPN! will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers’ rights
granted by the FCC.

Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer’s concern, and that record will be maintained in the company’s files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make natification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company’s employees and any questions arising out of future compliance
with these policies shall be communicated to management. inthe eventthat any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer’s CPNI.



Federal Communications Commission

provided using Internet Web sites (suc¢h

as travel reservation services or mort--

gage lending services), whether or not
such:services may otherwise be consid-.
ered to be inforrmation ‘services.

(j) Local exchange carrier (LEC); The
term “local exchange carrier (L.EC)"
has the same meaning given to such’

- term in section 3(26) of the Commu-
nications Act of 1934, as amended, 47
U.S.C.153(26).

(k) Opmn approval, The term opt in
approval' refers to a method for ob-
taining customer consent to use, dis-
close, ‘of permit .access te the cus-
tomer’s. CPNL This. approval method’
requires that ‘the carrier obtain from
the customer affirmative, express con-
sent .allowing = the requested CPNI
usage, disclosure, or access after. the
customer is.provided appropriate noti-
fication of the carrier's ‘request con-
sistent with the requirements set fm‘th
in this subpart.

(1) Opt-out approval, ‘“The term “opt-
out approval’ refers to a method. for
-obraining tustomer consent to use, dis-
close, or permit access to the - cus-
tomer's CPNIL. Under this approval

method. & customer is deemed to have -

consented to the use, disclosure, or ac-
cess to the customer's CPNI if the cus-

tomer has failed to.object thereto with-
in -thie" waiting period described ‘in-

. §64.2008(d) (1) after the customer is pro-

vided appropriate notification of the

carrier’s request for consent consistent
with the rules in this subpart. .

{(m) Readily availablie biographical ir-
formation. “'Readily available . bio-
graphical information™
drawn from the customer’s lifé history
and includes such things ‘as the cus-
tomer's social security number, or the
last four digits of that number: moth-
er's thaiden riame; home address; or
date of hirth:

169 Subsmber list information {SLI)

The term ''subscriber list information .

(SLI)" has the same meaning given T
such term in section 222(h)(3) of the
Cammunications Act of 1934, as amend-
‘ed, 47 U.S.C. 222(h)(3).

(o) Telecommuniications carrier or car-
rier, The terms ‘‘telecommunications
carrier” or ‘‘carrier” shall have the
same meaning as. set forth in section
3(44) of the Communications Act of
1834, as amended; 47 U.S.C. 153(44). For

3

c.rerm

number

is information ;

§64.2005

the purposes of this subpart, the term
"telecommunications carrier’’ or '‘car-
rier” shall:intlude an entirty that pro-
vides interconnected VoIP service, as
that term is defined in section 8.3 of
these rules, )

(p) - Telecommunications. .service. The
“telecommunications. service'
has- the: same ‘meaning given -to such
term “in . section 3(46). of the Commu-.-

_nications ‘Act of 1934, as amended, 47 -

T.8.C'1583(46).

*:(q) Telephone number of record, The-
telephane number associated with the
underlying service, not the telephone
supplied as a customer’s 'con-

tact information;”

{t} Valid photo ID. A *'valid photo ID"
is & government-issued theans of per-
sonal identification with-a photograph
such as a driver's license, passport, or
comparable ID that is not expired. -

[T2FR 31961 June &, 2007]

642005 Use of cnstnmer propmetary
network information without cue-
. tomer approval,

(d). Any telecomrmunications. carrier
may use, disclose, or permit access to
CPNI for the’ purpose -of providing or
marketing service offerings among the
categories of serviece ({.e., local, inter:
exchange, and CMRS) to which the cus-
tomer already subscribes  from. ‘the
same- carrier; w1thout customer. ap-
proval, ) '

M Ifa teleccmmumcamons carner
provides differsnt categories of service,
and ‘@ customer subscribes . to: more
than one category of service offered by
the carrier, the carrier is permitted to
share CPNI. armong the carrier's. affili- -
atred entities that-provide a service of-
fering to the customer.

2. If a relecommunications carrier
provides different categories of service,
but -a customer does not subscribe to
more than one offering by the carrier,
the carrier is not permitted to share
CPNI with its affiliates, except as pX‘O‘
vided in §64.2007 (),

(b) A telecommunications carrier
may not use, disclose, or permit access
to CPNI to market to a customer serv-

-ice offerings that are within a category
of service to which the subscriber does
‘not already subscribe from that car-
rier, unless that carrier has customer

3



§64,2007

approval to do so, except as described
in paragraph (c) of this section.

(1} A wireless provider may use. dis-.

close, or permit access to CPNI.derived
from its provision of CMRS, without
customer approval, far the provision of

~CPE- -and~ information—-serviee(s): A

wireling carrier may use, disclose or
permit access to CPNI derived from its
provision of local exchange 'service or
interexchange service, -without cus-
tomer approval, for the provision of
CPE ‘and call answering, voice mail or
messaging, voice storage and retrieval
services, fax store and forward, and
protocol conversich. '

(2} A xelecommurications carrier
may not use, disclose or permiit access
to CPNI to identify or track custorners
that call competing service providers.
Tor example, 4 local exchange carrier

may not use local service CPNI to .

track all' customers that call ‘local
service competitors.

(¢} A telecommunications carrier
may use, disclose, of permit access to
CPNI, without customer approval, -as
described in this paragraph (c).

(1) A telecommunications carrier
may use, disclose, or permit access to
CPNl, without customer approval, in

its provision .of inside wiring installa-

tion, maintenance, and repair ‘services.
{2} CMRS providers may use, disclose,
or permiit access to CPNI for the purs
pose of conducting research on the
“health effects of CMRS,
* 13) LECs, CMRS providers, and enti-
. ties that provide interconnecred VoIP
service as that term is defined in §3.3
of this chapter, may use CPNI, without
‘customer approval, to market-services
formerly “known as adjunct-to-basic
services, such as, but -mot limited to,
spead dialing, comnuter-prowded direc-
tory assistance, call rnonitoring, call

tracing, call blocking, call return, re-"

peat dialing, call tracking, call waite
ing, caller 1.D., call forwarding, and
certain centrex features.,

{d) A telecommunications carrier

* may use, disclose, or permit access to

CPNI to protect the rights or property
of the carrier, or to protect users of
those services and other carriers from

'
i

47 CFR Ch. | (10-1-08 Ediition)

fraudulent, abusive, or unlawful use of,
orsubscription te, such services,

[63 FR 20338, Apr. 24, 1898, .as amended at 64

FR 53264, Oct. |, 1988: 67 FR 53211, Sept 20,
2002; 72 FRI31962, June §, 2007) - ’

§64.2007 - Approval reqguired for use of

customer propnem network R

formation.

(a) A tele_cbmmunications carrier
may obtain approval “through written,
aral orelectronic methods:

(1) A telecommunications carrier re-
lving on oral approval shall bear the
burden ‘of demonstrating that stch ap-
proval has been given .iri compliance
with the Commission's rules in this
part. - i

{2). Approval :or disapproval to use,
disclose, or permit access TC a Cus-
wmer's CPNI. obtained by a tele-
communications carrier must remain
in effect until the clistomer revokes or
limits such approval or disapproval.

{3) ‘A telecommunications: -carrier

‘must maintain -records ‘of. approval,

whether oral, written ar electronic, for
at'least one year.

(b) Use of Opt-Our and Opr-In Ap‘
proval Processes. A telecommunications
carrier may, subject 0. opt-out ap-
proval or. opt=in approval,-use.its cus-
tomer's individually identifiable CPNI
for the purpose of marketing commu-

nications-related services to that cus-

tomer. ‘A telecommunications carrier
may, subject to opt-out approval -or
opt-in approval, isclose its customer's

" individually identifiable CPNI, for the

purpose.of marketing. communications-
related services to that customer, to
its agents and its affiliates that pro-

© vide commmunications-related services.

A telecommunications carrier may
also permit such persons or entities to
obtain access to such CPNI for such
purposes, Except for use and disclosure
of CPNI that is permitted ‘without cus-

. tomer approval under.section §84.2005,

or that is described in this paragraph,
or as otherwise provided in section 222
of the Communications Act of 1834, as
amended, a telecommunications car-
rier may only use, disclose, or permit
access to its customer's individually
identifiable CPNI subject to opt-m ap-
proval.

{67 FR 59212, Sept. 20, 2002, as amended at 72
FR 31862, June 8, 2007]

326
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§64.2008 Nntxce reamred for use of

customer prnpmetary network in-
- formation.

(a} Notification, Gengra]]y. (1) Prior to
any solicitation for customer approval,
& . telecommunications -carrier must
provide notification to the -customer of
the customer's Tight to restrict use of,
disclosure of, and access to that cus-
tomer's CPNL : ‘

2y A teleccmrnunh_amons carrier

must maintain records. of notification,
whether oral written-or electromc for
at least one year,’ :

“Ab)y- Individual notxce je) customers(

must be provided - when soliciting ap-
provaltouse, disclose, or permitiaceess
to. customers' CPNI. :

{c) Conrent of Notice. Customer notifi-
‘cation must provide.sufficient informa-
tibn to-enable the customer To make arn
informed decision as to whether to per-
it acarrier to use, disclose, or permit

' -actess to, the customer's CPNL- "

{1) The notification must state that

the customer has a.right, .and the car-

- rier has & duty, under federal law, to
“protect the-confidentiality of TPNI.,

(2):The notification must specify the

*‘rypes of information that  constitute

CPNI and the specific-entities that will
receive the CPNL describe the purposes
for which CPNI will be used, and in-
" form the customer of his.or ‘her right
1o - disapprove .those -uses, -and deny ar
withdraw access to CPNI at any time,
{3). The notification must advise ;the

customer. of :the precise steps the tus-
torner must take in order to grant-or
deny access to TPNI, and must clearly
. state that a denial of approval will not
affect .the-provision of any services to
which 'the customer ‘subscribes. Hows
ever; carriers may provide @ ‘brief
statemernt, in clear and neutral lan-
guage, . fescribing -consequences di-
rectly resulting from the lack of access
to CPNI. - )

"{4), The nptification must be com-
prehensible .and  must not be mis-
leading.

(&) If written notzfxcatxon is provxded
the notice must be clearly legible, use
sufficiently large type, and be piaced in
an area 5o as to be readily apparent to
a customer.

(68) If any portion.of a notification is
translated inte another language, then

§64.2008

all portions of the notification must be |
translated into that language.

(T).A carrier may state in the notifi-
cation that the customer's.approval “to
use CPNI may enhance the carrier's
ability to.offer products and services
railored to the customer's needs, A car-
rier also may state in the notification .
that it may be compelled to disclose
CPNI to any person upon affirmative
written request by the customer.

(8). A carrier may not include in the
notification any Statement attempring -

to encourage 3@  customer to freeze

third-party access to CPNI .

{8) The notification must state that
any approval or. denial of ‘approval for
the use-of CPNI outside of the service
to. which the customer already sub-
scribes. from:that carrier is valid until-
the customer affirmatively revokes or
1imits.such approval or denial,

{10) A relecommunications carrier’s
solicitation for ‘approval must be proxi-
mate o the notification af a. cus:
tomer's CPNI mghts .
(d) Notice Reguirements Specific to Opt-
QOut. A telecornmunications carrier

S rnust prov1de notification to . obtain

opt-out approval through electronic or
written methods, but. not by -oral “com:.
munication. (except’ .as- provided in
paragraph (f)«of this section): The ‘con-
tents. .of any..such notification must
cornply ‘With the requirements of para»

graph (&) of this section;

- (1) Carriers must -wait ‘2 -30-day min:
imurd -pericd’ of time- after giving cus:
tomers notice and ‘an opportunity to
opt-ouit -before assuming customer ap-
proval to-use, disclose; or permit access

to-CPNL A carrier may, -iri its discre-
- tion, provide for a longer period, Car-
‘riers’.must notify customers as to the

applicable waiting. period ‘for .& re:
sponse:before approval is assumed.
{1} In the case of an electronic form

‘of notification, the waiting period shall

begin ‘to. run from the date on which
the notification was sent: and

(i) In ‘the case ¢f notification by
mail, the waiting period shall begin to
run on the third day following the date
that the notification was mailed.’

(2) Carriers using the opt-out mecha-
nism must provide notices to their cus-
TOmers every two Years.

(3) Telecommunications cartiers that
use e-mail to provide opt-cut notices
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must comp]y Wlth the fohowmg re-
guirements in addition to the require-
TNEnts generally apphcable to nomﬁca-
tion;

(i) Carriers must obtam express;
verifiable, prier -approval from: con-
sumers to send notices’ via e-mail re-
garding “their ‘service in general or
CPNL in particular: ;

(i) Carriers must allow customers to
reply directly t6: e-mails containing
CPNI'notices in order to opt-out!

(iii) Opt-out e-mail notices that are
returned to'the carrier-as undeliverable‘

rnust be sent to the customer in. an-
other ‘form befors - carriers may ‘con-
sider the customer to have received no-

. tice; .
(iv) Carriers’ that use e~maﬂ to-send -

CPNInotices must ensure that the sub-
Ject line. of the message clearlv and ac-
curately -identifies the sub_)ect matter
of the e«mailiand "

i {v) . Telecommuriications’ - carriers
must tnake available to every ‘cuss
tomer a.rmethod. to.opt-out that is of ng
additionial cost to- the customer and

that 15 available 24 hours a day, seven.
days:a week. ‘Carriers may satisty, this -

requirement through a combinatiorn ‘of
methods; §6 long as-all ‘clistomers have
the a’bility o opt-cut at 1o .cost arnid
are able’ to “effectuate 'that “choice
whenever they chogse;” "
(€) Notice Reguirements Specific to Opt-
<-In, ‘A telecommunications carrier may

provide, notlfratmn o obtain opt-in _Iust train thexr -personne] as to when

-approval throughroral, writter], of elec-
tronic methods. The contents of any
such notxf:catmn thust cpmply Wwith
the requxrements of paragraph &) of
this section.:

{f) :Notice Reauxremem:s Spec!f' ic.to: One-
_Time Use of CPNI. (1) Carriers may use
oral notice to.obtain limited, one-time

“customer “telephone . contacts for ‘the
duration” -of the call,. regardless of
‘whether carriers use opt-out or opt-in
approval based on thée ' ‘nature of the
contact: A

(2) The conterits of any such notifma-
tion must comply with ‘the require:
ments of paragraph.(c) of this section,
except that telecomrmunications car-
riers may omit any of the following no-
tice provisions if not relevant to the
limited use for which the carrier senks
CPNIL:

.. “that “usé their ‘customers’
use of ‘CPNJ for inbount and-outbound *

47 CFR Ch. | (10-1-08 Edition)

(1) Carriers need not ad\}ise cus-
tomers that if they have opted-put pre-’
viously, no:action 'is needed to main-

tain the opt-out election;

(ii) Carriers -need not -advise cus-
tomers that they may share CPNI with
their affiliates or third parties and:
need not name those eéntities, if the
limited CPNI usage will not result in
use Dy, dr disclosure to, an affxllate or
third party;

(iii) Carriers need not ‘disclose :the
means by ‘which a tustomer can deny
or withdraw future access to CPNI, 56 =
long as carriers explain to customers
that the scope of the approval the car: .
rier seeksis limited to one-time lse!:

{iv) .Carriers ‘may -omit disclosure of
the precise steps a CUSTOMEr must take
in order to grant gr deny access to
CPNI, as 1ong as ‘the tarrier clearly
commiunicates; that the ‘customer can
deny access tohis CPNI for the call

“{87:FR 5921 - Sept. 2. zmm

564.2009 Safeguards requxred for use
of ‘customer: prppmetary ‘network
informatiox.. )

(&), Telecornrnunications © carriers

‘must.implement a system by-which the

status of a customer's CPNI . approval

.gan be clearl Y. estabusned pnor to the

use of CPNI. i
by Telecommumcatlons carriers

they are and are not-authorized to use
CPNI;. ang carriers must ‘have ah.€X-
press discipiinary process in place.”

(¢} All carriers shall maintain &
record, glectronically or in:some ather
manner, of their own and. their affili-
ates' sales’ and marketmg campaigns
CPNI. All
carriers shall maintain ‘a record «of sall
instances where CPNI was distlosed or
provided to third parties,. .or where
third parties were allowed access to
CPNI. The ‘record must include a des
scription of each campaign, the specific
CPNI that was used ifithe campaign;
and what products and services were
offered as a part of the campaign, Car-
riers shall retain the record for a min-
imurmn of one year.

(d) ‘Telecommunications carriers
must establish a supervisory review
process regarding carrier compliance
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with the rules in this subpart for out-
bound marketing situations ‘and main-
tain records of carrier compliance for-a
minimum period 6f one yedtr. Specifi-
cally, sales personnél must obrain su-
pervisory ‘approval of any proposed out-
bound marketing request for customer
approval: :
ole). A telecommumcatmns carrier
must have an officer, as-an agent of the
carrier, sign and file with the Commis-
sior a.compliance- certificare on an an-
nual basis, The officer must :state in
the certification that he:or she has per-
sonal knowledge that the company has
established. operating procedures that
are. ddequaté tTO ‘ensure compliafice
with the rules in-this subpart, The car:
rier must provide ‘a statemert accom-
panying the certificare explaining how
its operating procedures -ensure that it
is or is.mot:in compliance with the
‘rules in this subpart, In.addition, the
carrier must: include dan explanation . of
any ‘actions taken against data brokers
and a summary of all customer com:

plaints received in the past vear con--

cerning the " unauthorized reiease of
CPNL This filing ‘must . be made annu-
ally with the Enforcernent Bursau an
or before March 1:in EB Docket:No, 08+
38, for data pertaining to the previous
calendar year,

4h) Carriers must provme written no-

tice within five. business days to the.

Commission of any instance where the
opt-put mechanisms do not work prop-
erly, to such & degree that consumers’
inability to opt-out is more than an_
anomaly,
(1) The notice shall be in the form of
a lerter, and shall include the carrier’s
name;; & description of  the optsout
mechanism(s) used, thé problem(s) ex-
perienced, the remedy proposed and
~when 4t will befwas impiemented,
whether the relevant state commis-
sioni{s) has been notified and whether it
has taken any action, & copy of the no-
tice provided to customers, and contact
information, : .
(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

{63 FR 20338, Apr. 24, 1998, as arnended at 64
FR 53264, Oct. 1, 1899: 67 FR 58213, Sept. 20,
2002; 72 FR 31862, June 8, 2007) :

a

3
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§64.2010 Safeguards on the disclosure
of customer proprietary networL
information.

(a) Safeguarding CPNI. Telecommuni-
cations carriers must take reasonable
measures . to. discover and . protect
against attempts to gain unauthorized
access to CPMIL. Telecommunications
carriers must properly authenticate a
“customer “prior- To: disglosing CPINI
based on customer-initiated telephone
'cnncact online account access, or an
-in-store visit.© .

(b) - Tels phone aceess to CPNI. Tele-
communications carriers may only diss
close call detail information over the
telephone, based on customer-initiated
telephone contact, if the customer first
provides the carrier with & password,
as described iri- paragraph (e} of this
section, that is mot prompted by the
carrier asking for readily available bio-
graphical information, or account in-’
formation, If the customer dess not
provide 2 password, -the telecormnmiini-
cations ‘carrier may only disclose call
detail information by sending it to the
‘customer’s adtiress .6f record, or by
calling the customer at the telephone
~number -of record. If the cusromer is
abile to:provide call detail information

" ro0.the telecomrnunications carrier qur-
‘ing a customer-initiated call without
the' telecommunications carrier's: as-
sistance,. then the telecommunications
carrier i perrnitted to discuss the call
detail: mforrnamon provided by the cus’
tomer.

{€) . Online access o CPNI A tele-
communications carrier must authen:
ticate .a.customer Wwithout the use of
readily available biographical.informa-
tion, or account information, -prior-te
allowing:the customer online:access to
CPNI related to 2 telecommunications
service -account. Once authenticated:
the customer may only obtain online
access to CPNI related to .a tele-
communications service account
through a password, as described in
paragraph (e) of this Section, that is
nat prampted by the carrier asking for
readily available biographical informa-
tion, or account information.

(d) In-store access to CPNI A tele-
communications carrier may disclose
CPNI tc & customer whe, at a carrier's
retail location, first presents to the
telecommunications carrier = or its
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agent & valid photo ID matching the
customer's account information.

(e) Establishment of a2 Password and
Back-up Authentcation Methods for Lost
or- Forgorren Passwords. To establish a
password, & telecomrnunications car:
rier must authenticate the: customer
without the use of readily available bi-
ographical “information, or account in-
formation, Telecommunications car<
riers rnay create a back-up customer
authentication method in the event of
a lost.or forgotten password; but such
back-up.. customer- - authentication

- method ‘may. not. prompt ‘the customer
for readily avahable biographical infor-
mation, or account informacion, If a
customer cannot provide the correct
password. or the correct response for
the back-up: customer authentication
method, the .customer must establish a
new passworci as described in this para-
graph,

() Notification of account changes.
Telecommunicarions ‘carriers rmust no-
tify customers immediately whenever
a password, .Custorner response to a
back-up means of authentication for
lost ‘or forgotten passwords, onliné ac:
cournt, or addrass of record is creaved or
changed. This notification is not re-
quired when the custorner initiates
service, including ‘the selection of a
password at service’initiation, This no-
tification may be through a carrier-
ariginated wvoicemail -or text rmessage
to the telephone number of record, or
by mail to the address of record, and
- must not revedl the changed informa-
tion or be sent to the new account in-
formation.

{8) . Business cistomer exemption. Tele-

communications’ carriers. may bingd
thernselves contractually to authen-
tication regimes other than those de-
scribed in this section for services they
provide to their business customers
that have both a dedicated account
representative and a contract that spe-
cifically addresses the carriers’ protec-
tion of CPNI. :

172 FR 31862, June§, 2007]
§64.2011 Notification of customer pro-

prietary network information secuo-
rity breaches.

(a) A telecommunications carrier
shall notify law enforcement of a
breach of its custemers’ CPNI as pro-

3

.

47 CFR Ch. | (10~1-08 Edifion)

vided in this section. The carrier shall
nat notify its customers or disclose the
breach publicly, whether voluntarily or
under state or local law or these rules,
until it has :completed the process of’
notifying law enforcement pursuant to
paragraph (B) of this section.

(b) As soon as practicable, and in no
event later than .seven (7) business
days, after reasonable determination of
the breach, the telecommunications
carrier shall electronically notify the
United States Secret Service (USSS)
and the Federal Bureau of Investiga-
tion (FBI} through a central reporting
facility. The Commission will maintain
a link to the reporting facilivy at htrp./
www. fco.govieb/cpril,

(1) Notwithstanding any state law To
the contrary, the carrier shall not no-
tify customers or disclose the breach to
the public until' 7 full business days
have passed after notification to the
USSS and the FBI except as provided

in paragrapns (,)(2} and “(b){3) of this

section.

2y 1f the carrier beheves tha* T.here is
an extraordinarily urgent need to no-,
tify - any- class of affecred customers
sooner than otherwise allowed under
paragraph “(b)(1} of this section, in
order to avoid immediate and irrep~
arable harm, it shall 'so indicate in its.
notification and may proceed to imme=
diately notify its affected custorners
only after consultation :with the  rel-
evant investigating agency. The carrier
shall -cooperate with the relevarit in-
vestigating agency's request to mini-
mize any adverse effects of such cus-
tomer notification.

(3) If the relevant mvestxgatmg agen-
cy determnines that public disclosure or
notice to customers would impede or
‘compromise an ongoing of potential
criminal investigation or national se-
‘curity. such agenicy may direct the car-
rier not to so disclose or notify for an
initial period of up to 30 days. Such pe-
riod may be extended by the agency as
reasonably necessary in the judgment
of the agency. If such direction is
given, the agency shall notify the car-
rier when it appears that public disclo-
sure or notice to affected customers
will no longer impedé or compromiise &
criminal .investigation or national se-
curity. The agency shall provide in
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