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certification, in accord with 47 C.F.R. §64.2009(e); \vhich certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.

A
Robert H. Schwaninger, Jr.

RHS:tg



CPNI CERTIFICATION
Annual 47 C.FeR. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Commercial Telephone Exchange, Inc.

Licensee's FRN: 0001594373

Name of signatory: Kent Steglich

Title of signatory: Secretary, Treasurer

I, Kent Steglich, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and we Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed ---+-T'''---'------------------



COMMERCIAL TELEPHONE EXCHANGE, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
.(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's ePNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its ePNI is required, the request should
normally be made in writing to be signed by the customer, however, oralapproval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their ePNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under47C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their ePNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 e.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 e.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's ePN I.



FederclCommunicctions Commission

provided using Internet Web sites.' (suth
as· travel. reservation services or mort~

gage lending s~rvices), Whether or not
such'services.may·. otherwise be. cqnsid~
eredto be information services,

mLocalexc:hange carner (LEC) ; Th~
terrnHlocal. exchange carrier .(LEq"
hastbesamep1eaning. given .tosueh
term: insectio~3(26) qf theComrnu"
nicatioru;Actof •. 1931, .asarne~ded.,. 47
U.S.c. ·153(26), .....•....................' ....•.••.•... } '

(k)Opt~.ir1 approval, The term "opt-in
approval" ...r.efersto a .. method for ..ab­
taining .cuss-qmercansent to use, dis..
close, or pel:"mitaccesstothe eus­
tomer'sCPNt<Thil3,approvalme.thad
requires .' tha'tthecarIier. obtairyJrqrn
the •customer affirmative.... express·· con­
sent .a1l9wing< therequestegCPNJ
usag~, .. disdosure, or access mer .the
custornerfs' pLCJvided .ctppropriatenoti­
ficatiopof the. carrier'srequf:,S.t. con-

s i.S.t.e.nt W.''. i.th t.he f .··.e9.•.............u.•.·.....••..l'.. r........•..em......•...... en ts............•. s..•.•.et•.•.•..f....•..o.rt'.h..in this subpart. . •..'
(l)Opt~ol1t ... app~Dval.weterrn·'oPt~

outapprova.l" refers to a method for
abtainingcust0!1"ler. consent to 'use , dis,.
close, or permit access tothe.cus­
tomer'sCeNI.... Under ,this. approval
method,a.custorner is deemed ·.. M have
consent.r:dtothe use, disclosl.lre,orac~

cess to the customer's '. CPNlif thecul?­
tomerl1asfa.iled.to.objectthereto.¥lith­
irrthe.· .'\\laiting . period .describe<i .• in '

,§&4.2008(d)(l')aft~rthecustomer i~ Bro­
videdCiPppopriate notification of .the
caFrier's request for conseI1tconsistent
with therulesinthissul:marr.;

(111) ReadilYfivailable. bJograpHJcalin;.
formation. .•. •'Readily ... available bio~

grap~ical .information" .is information
drawnfroITl .thecustomer'~ lifehistorw
and. includes .. such' things as t'tlecus­
tomer's .s~cialsecurity.numbet, 'Or the
last four digits of that .' number:.motl1­
er'smaiden name; horne address; or
date of birth;

(n) Subscriber list information (SLIJ.
The term ·'subscriber·list infoI"rnation
(SLlY"has the same meaning given, t.o
such term in sectionZ22{h)(3} of the
Communications Act of 1934, as amend­

.ed, 47U,S.C. ZZ2(h}(3).
(0) Telecommunications carrier or car~

rier. The terms "telecommunications
carrier" or "carner"shaU have the
same meaning as set forth in .section
3(44) of the Communications Act of
1934, as amended, 47 U.S.C. 153(44). For

§64.2005

the purposes of thiS subpart, '. the term
"tele~ommunicationscartier''qr"car·
rier" shall include an entity that .pro­
vides' .interconnected' VolP service. .as
that term is defined in section 9.3 df
these niles,

(p) ····TelecommunicatJons . service. ...·The
term ...··telecommunications .... service"
has the;same meaning gtven tosucn
t~rrn in section 3(4~)C1fthe C0m.mu~

~~~go~s3(~~:Of.1934Ias .. 'amended, ...• 47

, (q)Te'lephone <num~eroI record. The
telephanenurnber associated with the
lJ..nderlying service, nOt the telephone
numper supplied ilS acustCJmer's. ··con·
tabtinfqrmation,"

GtrValid photoTD.A"Valid photo Ir::r'
is ?government·issuedmeans of per­
sonalidentification witba photograph
sucl1 as a dtiver'slicens~, passport, or
co~par~bleID.that. is not expired.

172.FF.$J9\il, J une 8,2007) "

§64.~2005·..·.UB~cof .·cu8t()mer .propr,ieta:n'
network information withoutcus·
tomerapproval,

(aY .. Any. telecommunications' carrier
rnayus~, '" disclose, orpermitaccesstro
gPNlforthe . purpose of .providing or
ma.rketing service offerings .·.arnongti1e
categories .of. service .(Le., locaLinter..
e~change'and C¥RS)to;whid~1 th~cus~
tomer already •. subs·cribesfrorn the
sarnecarrier, ... wit.h0ut.custornerap~
pro~al, .

(l).'If i·~ ..telecornrrlUnica.ti0n.~ .ca.rriet
provides different categoti,esof~eryice,
and. <1 '.. customer sube;cribee;... -yp .·more
than onecategoryofserviceoff.ered by
the carrier, .the carrier is permitted to
shareCPNlcunong thecarrier'saffHi­
ateden~ities thatprovid,ea service .of·
ferin~t:o t:h.ecus't;omer, ..... . '.•

(2) 1£. a telecommunications .. carrier
prpvidesdifferentcategorie.s0fser\fice,
but .·..~customerdoes not stlbscribe. to
1110re than one afferiI1g l:JY th~ carrier,
the. cazperis notperrnittedto share
CPNlwithitsaffilia:tes, except as pro­
videdin<§64.ZQQ7(b).

(b) A telecornmunications .ca.rTier
may not use. disclose, or permit access
to CPNI to market to.a custoIl1er.serv­
ice offerings that are within a category
of service to which the subscriber does
not already subscribe .. from that car­
rier, unless that carrier has customer
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§64.2007 47 CFR Ch. i(1 0-14)8 Edition)

fraudulent, abusive, or' unlawful use of,
or subscription to, such .services,

[63 FR 20338, Apr. 2'4.1998, as amended at 64
FR53Z64, Oct. 1. 1999;67 FR59211, Sept, 20;
Z002; 12 FR31962. J.une8, 2007J '

approval to do so, except as described
in paragraph Ce) of this section.

(1) A wireless provider may use~ dis­
c:iose, or permit ·access··to.CPNl. derived
from its. provision of CMRS, ,. without
customer approval, for the provision of . . d
Op-E" ••. and~.inforrnatiort·""s~~yiee(s}~·"··'·A, jiM~~om~iPW~~nr:~~rie~orli~ili.~'
wirelint:caITiermay .' t.lse,disclose ,or form.. a.tion...".','."" ' '."'.," ••"..•.. '
permit. a,ec.essto· CPNld.erivepfr.orpits ( ) l'

" f 1 1 h "'.·C1.Ateecommunicati0!1~ carrier
prpvlslOn 0 ".' '.. oca .e~c, ange servlCeor may obtainapprovalthrougb written,
interexchange , service, '. without cus. oral orel~etronicmethods,
tomer approval.• fqr theprovisiolJ of (1) .A t~lecommunicationscC1ITier !'£:­

CPE'a11d callarlswerin~''10igemai1, or lying an ore.). approval 'shallbeC3,r tne:.
messaging, voice: storage\:Uld retrieval burden of demonstrating that such ap­
services, fax store .,and fo l'Ward, and proval has been given incompliance
protocol conversion.. with the Commission's .rules in this

(Z) telecommunications carrier part.
may not uS!i:.disclose orpermitacces's (2) ApprovaJor <disapprova.lto use,
to CPNI to identify .or 1:rac~<. customers disclose,. or permit access. to acus­
thatcal1sornpeting service pro,viders. . tomees CPNI .obtaine.tiI:1Y' ,1 tele­
For. exaITlple. ·.·l;.•.. loca,lexchange carrier communicationscan:'ier. must. remain
may . not .·USt; . local servi,cepRNI to oineffect ~tiltheSUS1:0rnerrevokes .ar

tra.c..•.·, k ,.a..•.l1..•.. · c..ust.0.m..er.•.T i:h.......a..•· t..·.·....•....•••..... Ca 1.1.................•....10..•....cal.·........ limits such .approval or disaPJJI·
ovaL

service competitors. ...•• .•• ., . • • (~) AteleC:CJrnml.trliC(ltions ca.!"rier
() A t 1 . t' . must rpairltainrecordsdf.approval,

.c.··.·· ..\ .. e ecomrpuruca .10n$ "carrler w,h.,.e.. t h.e.r. ara.l.'. writt,.,en or....•............e,l.·.e..c,.1:1"0.'..,.n..i.c. ' f..01"ma:yuse, disdose,orpermit access atleast one yea!'. • .•.••.••. ".
CPNI, without customer approvw., (b)U!)eofOpt-O~t and Opr"-ln Ap-
described. in this para.gr~pn(0) . provaJ .. Processes, A telecommunications

(J.) Atele~omrpunications carner carrier ma,y. subject toopt-outap­
may ·.use, disclose,or perrnitaccess to proval.aropt~inapproyal,'. use .' its cus­
CPNj" without iC1Jstomerapproval, in tomer's individual~y.identifiable QPNI
its provisiopof insiqe' wiring inst.an~~ for the. purposeqf niafketingcommu"­
tion, rn,aint~nance,and.repairs~rvices. nications~relatedservices.tQ that cus~

(?)CMESpro"idersmay' us~,disclose, tamer. A .'t:elecornmwrica,j:ions .carrier
orperrni,taccess }9 CJ?j\JI for~epup mCiY, subJeetto optfout . approval or

pos,e....•....' o..J· c..•....o.. n.d.U.Ct.in.. g.••..•.....1"es..,e......•.....ar,•..•....•.c.•.•..h: 0.....•.•. n , '.th....•.......•..•.. e......... opt,.ina.pproval ..•disc1ose its. customer's'healtheffectsofCMRS,.. .••• . indi¥idual1yidentifiableCPN+,for the
(3)LECs, .' CMRS .provider$.andenti. purpQs~ofmarketingcarn.rnunications­

, ties that p1"ovid~",interconnecr:edVoIP related services . to tha.tcust9mer, to
s.en.. rice as tha.t. t.errn..... is.. d.. ef.in.<ed in§9 .. 3 itsa.gentsand its ·affiliates •.. thatpro~

f th o ch CRNI 'th vide ·communications.;relatedservices.,OlS apter, mayuse. Wl out
customer approv;#, •t9. mCtI'ketservices~lsot~~~~~~C;~~~:s.~:U;~f~tieii~
formerly .. knowncrs .adJunct.;to-~asic obt.a.ma.ccess.•.. t:a .'5.ucij ··.CPNI. f.0.1".•. ·such
services,. such as, but not limited to, purposes. Except for use and disclosure
speeddialing,comP1Jter-provideddirec- of CPNI thatfs permitted without cus-
tory assistance,callm0:I1itoring,call. tamer approval under.secj:ian§64.2005,
tracing. call blqcking,caJJ return. l":-orthat isdescrihetiin this paragraph,
peat dialing, .. call tracking,~al1.wail- or .asotherwiseprovidedin .seetian222
ing, caller I.D.,· call forwarding, and of the'Cammunications Act of'1934, as
certain centrex features, amended,a telecommUhicatiol1s car~

(d) A telecommunications carrier rier may only use; disclose, or permit
, may use, disclose, orperffiit access to aecessto its customer's individually
. ePNI to protect the rights or property identifiable eRNI subject to opt~inap­

of the carrier, or to protect users of provaL
those' services and other carriers fram 167 FR 59212, Sept. 200, Z002, as amended at 72

FR 31962, June 8.2.007J

326



§64.2008
:,',' ;',' "'",:,,-,',

portionsof.thenotific::ation must be
translatedintothat language...

(7) ACi'llTier may State in theno~ifi~

cationthattheeustomer'sapprovalto
use.. ·.CPNI .... mayenhance .the.carrter·s
ability to offer produets and services
tailored to,thecust()rner's needs. A car­
rier.alsolTlaystateinti1enotification
that itITlazi .• becornpelled.·.·to disclose
CPNI~oa:rl;Ypersonuponaffirrnf,ltive
writtenreg\.lestby.:t1"tecustome):'. ............•...
(8)Aean-i~rmaynotincludein .the

natificati0!l an:ystatement attempting
toenc;ourage'8.· customer to freeze
tb.ird-paITj/aecess tpCPNI'i .......•...........' ......•

(9)Then01:JfieationJTl.ll~t state .' that
any approval, or denia.lC)fapprova} f9l"
theusecif CPNlout~ide.ofthe service
to .. which .the. customer already sub­
scribesfr01'nthat earrieris .valid until
thecuswmer.affirmatively revokes or
limits ,such approval or denia~,

(10) •..... 'Ateleeoffi!!lunicatioIlScarrier'$
~olicitatiopf()tapprovalmustbe •. proxi-.
mate .tothe'notificattonofacus.
tomer"sCPN1.rights.

(dl Notice Requiremenrs Specific to Opt.
Out. A: telec9mmunications '. carrier
mustp;r?yici~J)otification.toobtaiI'}
9pt-0tJ.ta1:lproval·.~rougn..·electron.icOF
written meth()ds.but .• not.by oral·.com"
municatiqn (except as prOVided i~

paragraph(f)af~issection). Theoon­
'tents•. 9fEtny>spch,.notification ....must
comply.'withtherequrrements·. ofpara-
grapl.1.·(c;) of thiS. section.i> •••.•. ·· .... ". .

(l).Car:riers 'l11ustwait .aSO.day min..
imum period oJ ti'rn.e after giving .eus­
t:omers notice and an . opportunity to
opt-out befQre assuming .customer ap­
proval't:CJuse, .. disc1ose.,.or permitaecess
to CPNLAcarr!ermay, .. in its disere­
tion:.:prpyid~for.Cl,.longer.p~riod,.CGi.V.
rier~imt1S'tnotifYCllstornersas .•.·.t~the
applic13.jjl~ waiting .Period .. for ....·..ll
spons'e before approvaU~assumr=d.

(l) In th(: case of an electronic form
ofnotification. the waitiI'}gpenodshall
begif:l.tC)Tun.from·the date.·oI1, .vvhich

be corn- thenot~ficatit?l1was sent: and
be mis- (ii)lpthecas~ofnotification by

mail, the waiting period shallbegin to
run on the thi,rd day following the date
that the notification was mailed.' .'

(2) Carriers using the opt-out mecha­
nisrpmustprovide notices to their e~­
tamers every .. twoyears.

(3) TelecommurUcations .carriers that
use e-mail to provide opt-out notices

':"',,.

§64.:200BNoticerequi:t-ed.fofuse .of
customer proprietary network in~

. formation.

(a) Notlfication,Geqerally.. Priorto
anysolicitationforcustCrr11er approval,
a telecommunicationscarriermust
providenotificatiopio. thecBstomerof
thecust9ITler'srightto restrIct useef,
disclosure of..aI"ld.<ascess.t9t~at. cus­
tomer's S~NI .•··.:.\,·......•...........•.•........

(2)'....·p.,telecornI11unicatio!}S .carrier
must maintain records of notificCition,
whether ..o~al;:!Nritt~:por.elec1:r0rlic,. for
at least oneyear, .
(~)lnciiyidua1notlce •. to ·..·cust9rners

mustbe.providetivvhensolicitingap.

.pro..·valtouse.diScIos.•...elo...•••....r p.erm•.•..•i t..•.....a..cces.qto customers 'CPNl;
(C) Content of Notice,Custo~erl1otin­

cation must provide sufficient .mfOJ:ma•.
tionup;enablethe customerx.o .make an
informed.decision ...as.to.w~ether t():per­
mitacarr~er~01.lSe.disclose,orperrni~

access'to,the.cust:prn.er·s CPNI' i ....•.•.•.............
(1) The notificationmustst:ate that

thecustomerhasa·.right,and ..·the.car­
··rier has a dutY, .under federal law, to
, protectthecorificie!1.~ialityqfCPNJ.i

(Z)The.notificadon: ••.must.·...speciry the
typesofinf0rmation '. that constitute
CPl\II andthespeoificentities that will
receiv.ethe CPNI.."describ~the.puI"poses
for which, CPNI.will· .betlse~. aJ'.1d in.

.. form the customer of .'hi~orher .. 'right:
tp'disapprovethClse" uses, ....• anqdenyqr
withdrawacq~sst~CF.'l\IIat·aJ.1xtim~.

(3). The. notificatioI1 .must·acivisethe
customf;rofi:h.e .precise steps .. the.. cus~
tomer must take inorciertograntor
denyaccess't9 'CI?Nl,andmust cl~arly
state thatadeni'alofapproval Will not
affeettheprp\risiqn ofan~IServices to
which .thecl.tstqmer...'subsc:ribe~,:H0'\IV~
ever,carriersmay·prqvide.a .. brief
statement. in dear. and neutral la!}~

guage.•... describil1g. .' COnsequences di­
reatly resulting from th~ lack 'of access
to·CPNI.

(4) . The notificat.ion .. must
prehensible.ana must not
leading.

(5) If written notification is provided.
the' notice must be clearly legible. use
sufficiently large type; and be placed. in
an area so as to be readily apparent to
a customer.

(6) If any portion.ofa notificatiqn is
translated into another language,then
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§64.2010
• '0- •

§64..201£1 'Safeguards on .the .disclosure
of customel' proprietary network,
informatioll. -

(a) Safeguarding CPNI. Telecommuni­
cations carriers must take reasonable
measures . to discover. andpro'tect
against .attemp.t:Sto .. gain unautho~ized

access ·to. CPN1, .Telecommunkation;s
carriers 111US't properlyapthel1.ticatea
customer ·priop.to '.' disclosing CPNI
based On '. custorner,initiatedtelephone
contact, ·.anline accoun'taccess. or an
in"storevisit.

(b)Telepnoneacces:;toCPNI. Tele­
cOffimunicationS.catTiersmay only dis­
close .call. detail .. information over the
'telephone•. based '. ODcus1:omer·initiated
telephone contact. if the customer first
pr?vides .' thec<irrier with a password,

.' as described in" paragraph (e) of thiS
section, that· is not. prompted .by the
carrier' askingfor >readilyavailable .bio~
graphicaliriforynatioITj .pr •account in·
forrna,tipl),lfthE;cuptOl.11er . does POt
provide'£l passvvord.thetelecmnmunl.~.
cations carrier rnayonly disdose<cal1
det.ail tnformati.on by sending ittothe
·cus'tomer's·acidress .of .. recordjor .'. by
calling. the custOl:ner •. i?ltthetelephone
npmber or record. If 'the .. customer is
able tp.· proviciecall .detai1infol"ma~ion
to the telecommunications carrierduf·
ing,. a .customer:-i!litiatedcan .. wi~hmlt
the· .telecommunicationscarrie,r's .as·
sistance.. then the. telecommunications '
carrier·.ispennittedtodiscus~the:.call

deta.,.il ·.inf...••.....o..•.....rm..........•.. at.. i OI'1.•...•.. pr.ov..•... i.ded..•....•..by...•..............·..th.....•...•.. : ..c us ..tomer.· , " '.,
(q)Onli.qeaccesstp. CPNL.A t~le­

communication,s carrier must. authen·
ticat~acustomerwitho~tth~use ~f
readi~;Y.a\failable·.. biographicalinforma­
tion,praccol.lntlmormatian, .ptlor.t;0
allowing the customer .online access 'to
,QPN,Irelatedtoa. telecommunicati0rts
service account. .Qnceauthenticated.
the customerma::Y only obtain online
access to CPNI related to;a tele­
communications service account
ihroughapassword.as describe9 in
paragraph. (e) .of.this .section. that is
not prompted by the carrier asking for
readily available biographical. informa"
tion. or account information,
. (d) In-stare access to CPNI, A t.ele·

communications. carrier may disclose
CPNI to' a customer who, at a carrier's
retail location. first presents to the
telecommunications carrier or its

with the rules in this suboart for out,
bounl:lmarketing s1tuatio~sEU1d 'mairh
tain records of carrier compliance for· a
minimum .period .of. .• oneyeat..'Speciri,
caHy,sC\.les·personnel must.· ob'tainsll~
pervisoryapprovalof .. any proposed .out-

b.Ound.,ma.. r......•.·.K.•....•.e.t..•...l.'n
g

1".,e.quest £...•....0 1"..........•.cust O.•......ffi.......•.............e..••.r.approval,.'" '.<.' ..• ..•..••.•..

(e).A ·.·telecomrnunicatiqnscarrler
must have an officer,as ·anag.ent ofthe
c;:uTier, sigpand .. file with the .. Cpmmis,
si0 t1 acompliance certificate on. an an·
nualbasis~,+h~officermust~tat~in
thecertificatiopthatheorshehasper­
sonall<.powledgethatthecoffipanypas
established . operating . procedures that
are adeq"IJate.... l:q·..•. e!JSurecompliance
with the rules in thissuboart, Thecal'­
rier must provide a stat~mentaccom.
panying thegertificai:eexplaining. how
It:Soperatingprocedure1> ensure that it
is oris. !lot iri complianCB, with .th~

, rules,inthissubpart,Jpaddition,Jihe
carr;ier.mps't,includean .. explanatippos
any ,·actionstCiKen.. against.databrok~rs,
and a .summal)/of all customerc:oTll,
plaint?re:ceivedinthe past yea.rcpn"
cerningtheunaut.horized .. reIease 'of
QPNI.Tl"qs .fil~ng>mustbernadeannw
an~wttntheEnfq:cementBureaUdn

or before Ma:c:h.lin EB .Do:cketNo.O~
36•.. for .datapercainingtotheprevmus
calendar7fear.

(flCarriers>rnust provide;wfittenI);O"
ti~e ... wit11infi",e; .... b~iTlessda)4lto . the
Commission Of.anyinstanC6wl1evethe
apt-out mechanisrn,sdo <ITotvvorkprap-
erly, to such a. degreefhat constlmers'
inability to opt-out is more tihan .an
anomaly. ...i> ..'...........................•... '. ..... ... .. ......

(1) Thenot1ce shall.' be' in' the form of
a letter, .and shall. inclu~ethecaITiet's
name,. a '.. d~scription .of the .ophoUt
rnechani~m(s)·... tlsed,the problem(s) ex,
perienced, .the rernedyproposedand

. when .. i1:<willbe/was implemented.
whether· the relevant .state commis-­
sion(~)hasbeel111otifieciand whether it
hastakenanyaction, .. 'i copy of the no·
tice providecito customers. and contact
information.

(2) Such notice must .be submitted
even if the carrier offers other methods
by which consumers may. opt-out.

163 FR 20338, Apr.Z4. 1998, as amended at &l
FR 53264, Oct. 1.. 1999: 67 FR59213.·· Sept. 20,
2002; 72 FR31962. June S, 2007]
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agent a valid phCH:O matching the
customer's accountinformation,

(e)Establishmedtofa ·Password' and
Back-up Authentication Methods for Lost
or Forgotten Passwords. Toes'tablish a
password, a telecommunications' car..
rier must authenticate the. customer
without the use bf readilyavallablebi­
ographiCalimormatior\, or account .in...
fOrmation. .• Teiecommt,tnica-cions.. .car"
riers·.·may ..• create .a· back-up customer
authenticati01"lmethod in .. tl)E;eventof
a lost or forgotten password, but such
bacl<A.lp ..customer. •..authentication

-.methodm~ynotprompt •. thecustomer
for re~dilyavailC;blTbi?graphical infor­
mation, .. or •.accountinfCl~mation,. If a.
CUS1:Pmercannot provide . the. correc'i:.
password or the correct •. response> for
the. back..u,pcustomerauthemication
method, .. $ecustomerrollst establish
i~~~h;ss\'Jord•• as. described..•.Inth.is •• para-

(f)-Notification .. ·Of .. 8ccqunt ... changes.
'TelecoI1lrnurliC8ti0!1S.carrier§.rnl.lst ..!1()"
tify.·custornersim!11ediatelywhenever
a pass""ord,customer .. response to . a
back"u,Pmeans . of. authenticationfpr
lost or .forgotten passwords,onlineac~

count, or address of' recordiscreaT:eOOr
changed. Jhisnotificationis .TlDt re~

.guired .when .the· customfer .• inJtiates
service., ... inc1udingtheselection of a
password at service initiatiop, ThisnQ~
tifiGati?n. mayJ:)~'t:hroughacarrier-.
ori,ginateq .",.oicemail-or.· text. ·rnessage
tp .th~fel~phon~nl;lrnberQf.· recprd.or
by rnailtQtheac1dress qf rec0t;c1,and
must. not reveal the changed informa..
tianol' b.e sent to the new account in­
formation.

(g)Btlsinesscustom~rexemption. Tele­
commu!l~catioI1$ carriersrnay. bind
themselves .contractuallytQauthen~
tication. regimes other' tl1an·.·th0sede~
scribed in this section for services they
proVide to their business customers
that have both a dedicated account
representatiye end a contract that Spe..
cifically addressesth.e carriers'proteq­
tionOf CPN1.

172 FR3196Z. June&.Z001j

§ 64.2011 Notification of customer pro­
prie~rnetworkinformation secu·
rity breaches.

(a) A· telecommunications carrier
shall notify iawenfofcement· of a
breach of its customerS'CPNl as pro-

47 CFRCh..1(1 D-1--D8Editlon)

vided in this section. The carrier shall
not notifyiu; customers or disclose the
breach publicly, whether voluntarily. or
under state or local law or these rules,
unti.l ithascomp~etedtheprocess of
notifying law enforcement pursuant to
paragraphJb) of this section.

(p) As soon as practicable, and in no
event later than seven (7) business
days, after reasonabledetermipation of
the breach,. the telecommunications
carrier shal,l . electronically notify the
UnitE!dState$ Secret ..S~rvice.(USSS)
and the federal Bureau .of Investiga~

tion. (FB!) .through (i. central reporting
facilitY, Ti1eCpmrn:is::;ion\1Vill maint8;in
a link to the.r~portingfacih"Cy at http://
www.fcc.govleb/cpnL

(1) Notwithstanding<any. state law to
the contrary. thecarriershaF not no­
tify cusr.ome~qrdisdoset:tlebreach to
the .• public untIl·. 7.ful1husiness . days
have passed after '. notification to . the
IJSSS .and .• tbeFBlexcep!:ElS .prClvid~d

in p.. ·.a.!'agra.P.•. hs...•....•.••.•.)..(..0..•.......•.)...••.. (.....•.•.•.2...•.....•.'.......•.•....•..•.•..an<.•..•......•••...d.•......•.•·•·•.IP.•.l(..p.} Q.. fth.issection..... •.•. '. . .
(2} If$~carrierhelievesthat there is

anextraordinarily.·urgentpeed ·to no·.
tify .anyclass~faffec'te~customerp

sooner thai)0til.erwise.allowed under
paragra.pJ:"l(p)(~J.. of this <section,
order to avoid Immediate and .irrep~
arable harrn. it shaH so indicate .in its
notificationand~ayproceedtoimme..
diately notify its affected custpmers
only .• after .consultationWitJ:"l .. $e .17el~
~vant iI'!vestigatil1g.agenqy. The carrier
shallc~Dperatewith.th~releVcantin..
vestigating •. agenCY'$re9uest· tP ... mini­
mizeanyadverseeffec:tsof sucJ:"l cus­
tomer notificatiol1....•.

(In Ifthe relevant investigating agen­
cy dete!"r!linesthat public. disclosure or
notice .tocustomerswauldimpedeor
compromise .anon.going· .. or potentia~

criminal investigation or national se­
curity, such agency may direct the car­
rier not. to so disclose or notify loran
initial periodofu.pto30 days. SuCh pe­
riod maybe extended by ·theagency .8..$.
reasonably necessat,Yin .the judgment
of the agency. If such direCtion is
given, theagenqy shall. notify the car­
rier when it appears that public disclo­
sure or nooceto affected customers
will no longer impede or comprorrlise a
criminal ..investigation . or national se..
curity, The agency shall prOVide in

330


