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CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Shelcomm, Inc.

Licensee's FRN: 0006401061

Name of signatory: Michael Schelin

Title of signatory: President

I, Michael Schelin, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed-------------------



SHELCOMM, INC.
POLICIES FOR USE OF CPNI

The foll()wing policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval

. is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers ePN I will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 e.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior,
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 e.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its ePNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the Fee regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federal'Communicdtions Commission §64.2005

the purposes of this subpart. the term
.'telecommunicationscarrier"or .'car­
rier"shall include an entity that pro­
vides·.interconnected 'VolP seNice, 'as
that .term is defined in section.9.3 of
these niles.

\p)Telecommunications. service. The
term "telecommunications .service"
has t.he,samemean.inggtveI) to such
t~rm .in section .3(46) ·.()f .' the COr!}mu,,:
~~~go~:3(~};.·.Of.1934,as ·.am~ndeq,47

'(q)Te1ephone number of record. The
tebiphonenurnberassocia1:ed with .the
l111derlying servicr·notlhetelephone

'..Tlurnpersupplieda..sacUS1;C)trler' S "con­
tac~infqTrnation.. ,

(1") Valid photoIfJ. A, "valid phO?oIP"
isagovernment-issuecl. means of .per­
son~l identification With a photograph
suqi) .asa.tfriver'slicense. passport. or
comp.c:J,pableIDthat is not .expire~! '

[7Zf'B~1991,!Junell. 20071' .. ' .

§l;4;20Q$fjst;qfCl1St()m~r~ropriet~r
ne't;work .inf0nnation without. ·eus·
tomerapproval.

(a)·A.n.":I ··.•.. telecomrnunicationscarrier
rnayuse,.disclose,or permit access .t.o
GPNlforthe.purposeofprovidingor
marketing sl;:rviceofferingsamongt}}e
c:ategoriesofserviceU.e~.local. inter';
e"chcmge,and.Cl\1RS)·.. to whicbthecus­
tomer ..... already·.•.. 'subs·cribes .... ftQ.ITl. the
samecarriep, ··.. VfittlOutcustome!"·..Cip·
provai,;' '....••.....~.. '.' ." ..•.. ...•................ ...............'

(l)Jf .'.~ .. telecornmunic(ition~carrier
prOVide;; .differentcategoriesofseryice.
and .....(j,•...... customer subscribes ·.. t~ ; more
than one category ofserVice offered by
ti1e'carrier:. the carrier~permittedto

Sh(1re.CPNl ...• arnong. thecarrier's.affili•.
ated'ep.t;itiesthatpr6vigeaservice·.of~

ferin,gt:o thecu.storner. . ' ..;
(~)lf .atelecorrrrnunic~tions.. catTier

px:p\lidesliifferentcategofi~()fservi~e,
but a customer does notsl1bscribeto
rnoretha.no,neofferiqg ~y tn~Carrier,
the .caxper ". is ," notpennittedto .share
CPNIWith its affiliates, except as pro.,
videdin§64..2n07 (b).

(b) A' telecommunications carrier
may not use. disclose. or permit access
to CPNI to rnarkettoa customerserv·
ice offerings. that are within a category
of service to which the subscriber does
not already subscribe .from that car.
rier, unless that carrier has customer

provided using Internet Web sites .(such
as travel reservation services or mort­
ga.gelendingservices),whether or nOt
such:servicesmayotherwise be consid­
eredto be information services.

mLocaJ exchange carrier.(LEC); The
1;eITIl .··local.··.exchange .•.. carri.er· .(LEC)·.'
hastl:'Yesarnemeaning .given to sucn
term inseetion3(:26}of the Oommu"
nicationsActof .1934., as amended, 47
.u.S.C. :153(26).

(k) Dpr"iIiapprovaL'Theterrn" opt,.in
approval' 'refers to .a method forob­
taining,cus~merconsenttous~.dis­
close, .Or perm,tt •• access to the. cus,,:
tomer'sC;PNL;ThiS,apprpval .. met;}1od
requires that thec(1rri~robtain from
the customer affirmative, express cop­
sent allowing . the ·requested CPNI
usage, disclosur'e, or access after., the
cust0111~rfs'pr.ovided.·c:J,ppropriate·, n,oti"

, ficatiort··of. the c::arrier's .. request. c01'l-

S,1.'.5.t.8.n..,t. wl.'..t.h,.· t.h,...•.e.....•.,1'.,,e,.. H,.,,,p·..•.•. ,l,·r..,.....•".e".."m......•,•. en..,......•.ts... :se.t....•...,,..,f,Ort,.•,',hin this subpart,
(l)Opt.out.approva4·+het~rrp,"opt~

out approval" .referstpa, •. methoo for'
obtaining customer consent to 'use, dis.
close, orperrnitaccess to thecus­
tomer'.sCPNktJnder this. approval
method,acustomeris.deemedtohav~

consent~r.i>to.the use, .. disclosure,>orac"
cess tothecus'tomer's. CPNIffthecu:" .
tornerhas •.failedtoobjeet there'to .with­
in the .. waiting .. '. period·' .described· in '
§B4.2008(d)\1) .a.ftE1rtl1e\,cU$tomer i~ pro­
vided .. apPp9priatenotificati0l'l ... 9£' .the
c.arrier!sreCJ~estfqr.·.consent•• consj.stent
with the·ru1es inthl$fluhpan;..

(rn)R~adjJyavai1ablebjDgraF(J'ii~tilip ..
formation. .·~~eadi.ly ...avaiIable biq~

graphica1inf0tmlation~'.is' information
drawn fn)m .thecustomep's .. lifems'toI')'
and i l1cludes such'thin9~as ttle cus­
torner's.~8cial.~eSllritynumQer,or the
last.· four.di9its ··pftna,t ... number: ....moth..
er' smaidel'lI'laIne: home address.: or
date of birth.

(n) Subscriber list in'formation (SL1).
The term .. 'subscriber list information
(SL1) " ·has. thesarrlemeaninggiven 'to
suchteITl1. irt~ection.Z2Z(h)(~) of the
Communications Act of 1934. as amend~
ed, 47 U.S.C;. 222(h)(3).

(0) TelecomInunicatioriscarrier or' car­
rier, The terms "telecommunications
carrier" or "carrlet"shaU have the
same meaning as set forth in section
3(44.) of theCom:nunications .. ·~ct of
1934., as amended. 4.7 U.S.C. 153(44), For
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§64,2007 47 CFR Ch. I (10-1-oe Edition)

fraudulent, abusive. or unlawfu.l use of,
or subscription to ,stlch services,

[63FR 20338. Apr. 24,T998,asamended at 64
FR 5326k,Oct. 1.1999;67 FR Sept. 20;
2002;.72 FR3196Z.. JuneS, 2007]

approval to .. do so,except. as described
in paragraph (c) of this section.

(I) A wireless provider mayuse,dis-,
c1ose.erpermit access toCPINTderived
from its .provisionef· CMRS, ,. without
eustomerapP~bval,fOLtheprovisionof § .. . ill"c!f f

:-'-.QPB- •.... and:,-i11.fopmation.s~Pyi,ee{~)~A: ..LM~om~~P:~r~pn~~~netiIo-rlf~~:
wireline carrie;r 'may 1.lse,discloseorformatlon..
pennit accesstoCPNlderivedfromits (a.) A ··telecommunications carrier
provision oflocal .exc:han~r;eserviceor may. obtain .approvalthrou~h .written,
in~erexchang!Z.seI"\lice'·VJithout.·cus- oralqrelectroniC methods;
tomer. approval, '.' fort.ht: •.. provision ·of U)At~lecommunicationscarrierre.
CPEa.z;d.call.~swerin~.vOiGemailor lying .qn .. oraJ ·approvalsha.ll ..·hea,r tDe
messaging, voice storage and re'tr"ieval burd~n ofdemo!l$trating that. suchap­
services;fax •.. store.and forward. ,and proval has .. beel1.given .... in .compliance
protocolconversiofi, with theComrnission's rules in this

(Z) .1-\.. ..• telec0m.murtica.tions . carrier part.
may not use, .discloseorpermita.ccess (2) Approval or .disapprovaJ to use,
to CPNItoH:lenttfyor traakcustorners disclose, 'orpepTIit access to acus­
t~at .. call:C)rnpetirIgserviqepro,vid£:1rs. 'tomer's ... GPNl.obtaineq .1?Y',a. tele~
Forexample,c;loca.lexc!lange carrier comrnunkatiouscam'ier .m..u~t . remain
mel)' '.. not use . lqca.lserviqt=.PPJ>J;!: .t.o 'ineffectuntilthecus'tornerTevokes' or
t:ra9~ .. ~Jl cus~0!11ersthat ··call.local lirnitssuchapp\o,va.1 ordisa.pp~.oval.
serVic~C:()rnpetiitoI'~, raj •.••.. ,1A .··teleqprp.l11tmicattO'11..!l··.• ·.· .• carrier

(0)' A telecomxnun1cation§ .' carrier mus~main.tainrecordsQf;a.pproval.

m.. a.J.'.' u.. se.,... ,.d.is.·.d.o.s.e, .·.or.. ' ...pe.r.... mitac.c.e.....s.s. t.o..""betheroral..writtenorelec1:rOnic. for
GPNI h al atleast.oneyeaI'"' ...•

·,witouteustomerapprov., ,as (I:)) Us~ ofOpt"()utandOpt"JriAp-,
described in this .paragr-Ciph Co), pn.o-g.iiJProces..ses.. .. A.... ·, ..·.telecom.·.m.uni.eat..ions

(1) At.elecommunicationsc.arrier' b' tcarnerrnay, .•·su Jeet to, .opt-ou. ap-
may use, disClose. Or permit Ciccess to provaloropt"inapprov8,l,use. i"ts cus-
CPffl;•.• withoutc~stomep .aPProval. in tomer'S.individuallYi~entifia.ble Ql?NI
i~ pr0y.isio,poftnsiqewiring· install~~ for .. the .PUllJOseQfmarketingcommu­
tica, .ITlainten8IlcE:,and r~pa.irs~rvices. nicatio1'1s"relatedservices.tqthatcu.s" .
(Z)GMRSp~OvidE!I'Sm~y:usf;Idisc1o~~. torner, .....·I§.... 'telecornmuplca.t:ions .carrier

orperrnita:ccesstoC?]~J.for~eptlr". mclY,subjee~ '.. to apt-out .. apprpvcUor

p.o.se........•............... q.f ..•e...•...• o..•..ndu'....•.C..t .. in.., i ·•.•.........•.re..,. s,.e..,•.,.."ar.•......,...•.•••...c,h..•....•...•...• ·•.o...•......n.•...............•th..........•.......... e......... opt;;inr;pproval,disclose.its c1,lStomer's.' healtheffeetsofCMRS j individual1yidentifiab~epPN1, for tl1~

(~). ·.LECs, .... CMRS.. provider$.andenti.. puq)Qseof marketingcornmunications"
. tie8that .• pr'Ovid{:o jl1tereonnec~edVolp: related .services to . that. cttSl.:qmer, .' to

s.e,rvi.ceas.•. th.a.t... t.erm.,.· ..... ·.is..•... ·. ·..d..·efm.ed .. 1.·n§.S...3..... it.sa.gentsanditsaffiliatesthatpro~
f th o h GPNI·th vide ,·comrnunieations"relatedservices..

0.' .~sc apter. may use < .' '..,Wl '. out
customer approval. tq mark.et~eI"\lic~sAtelecommunicationScarrier.may
fOf rnerlyknoWI1... '<:l.S...a:dj\.tnct..to"basic alsopennit .suehpersons or-entities to
services, such as. but not limited to j obtain access tosucnqPNl for such

purposes.. Except for use arid disClosure
speed dlalfng,computer"provideddirec- of CPNIthati!s permitted withoutcus-
tory assistance.,ca.11mo~itori.I1.g.call,.tomer approvaJunder,seetion§64.2005,
tracing, .call .blocking, .... c1il1 ret1J.rn.I'~~ or that is described in. this paragraph,
pea:tdialing,call tracking, callwai't-orasotherwisenr:ovidedin section 222
ingicallerLD., call forwarding. and of the Communl'cations Act of 1934., as
certain centrex features. amended. ateiecommu!li cations car-

(0) A telecommunications carrier riel" may only use; disclose. or pennit
. may use. disclose, or p.ermitaccessto a.ccessto its customer's indiVidually
. CPNr to protect the' rights or property identifiable CPNI subj ect to opt-inap­

of the carrier, or to protect users of provaL
those serVices and other carriers from 167 FR 59212, Sept, ZO, 2002, as amended at 72

FR 319£2. June B,2007]

326



§64~2008
,_ ...' ie"'>',' ',:', ,"':'.';. .-'-':.' ,:::::_,~

alLpartiorlsofthenotificationmustbe
translated inFo that Janguage: ..'
·m.·Ii.·c~ierlf1aystate.in.· ... thenO?ifi­
ca~ionthatthecustoI11er'sapproval .tg
use9P N'J· mayenh8:ncethecarrier' s
abHityt?offerproc:lucts C111d services
'tailaredtP,the customer's needs ,. A car­
rier·als()!Tlay.state ..·irl·th~.notification
that it.~.Y•.• bEl colTlpelleci .•·to disclose
CPNl.toany··persoI1.' upon .• affinn~tive
writtenrequ~st. by-el'1ecustorner.

(8)AcarriermaynC)tind'l.ldein .the
nPtifi.caF~?nanYstaterI}ent.attempting
tperlsouragea ' custamertof~eeze
trli~d~parp~access.t()CPNL .....

(9)'I'henofification.rn1f~t state. that
anyapprpval. or denial.pfapprovaJ,fpl"
ttieuseofCPNI out:;>ideof the service
to which the . cuStomer already . suh­
scribesfro;rnthat .. carrier.·is valid until·
-ehe .~us'C.C)rner .affirrnativelyrev9;kes. or
limits ..Si-lchapprovalar denial"

OP)Atelec::pmrnunicati°rtScarrie(S
~olicit.aBfop:.• fC)rapprov<il!Tll.l~tqe •• proxci~
m.ate. tp ·.the'n0tification oracus·
torner'sCPNIrights, ,

(d) Notice RequiremenrsSpeciJictoOpt.
Out. .....Pt>... .tel~communicationscarrier

rnustpfPyicl.enotificatt9n,tO • obtain
ppt.0t.1~..approval.Fhro.ugh ·eleetr~n.ic ·or
wri1:'ten··meth.0ds ,buBnot.bY'oralco!11~.'
munication(exceptasprovided ". tTl
para~raph.(f)of.t:his sec~i()n);' Theca!)."
ten~.9fEillY s~ch.·notifi9atiotl... mus!
comp1Y'With1:ht=riequirem~ntsof'parCl­

gra,Pl1(c}oftliissectiqn.,. '; .•. >.•....•.. '.•.••..........'.,'
mgarriers,I)1ust'Waita30-daY.lTl.in­

irnurnperiodoftiweaftergiving. eus·
t0I'ners .notice.and.anopportunityo to
opt,.out,befqreassuming .customerap­
pm:l7aL'~ouse,disdose;or.pennitaccess
tP.G?!'Jl.Acarr~ermay;in itsdiscre­
t;or::.prp~de:for;<ilongerperiod,..• CCl,r,.
rier~rt1ustnotifY'c}.lstome!"s ·$·.·.t9 the
applica~le wa.itingper~od.,Jor,€!. .re.,
spons'e' before.appro'Vali~assumed.

(i) In the case .ofal1electroniF form
pLnotific::ation.the waltingperiod shall
begi:p:t9runJromthe date. on. v,rhich
thenotificatiqp'was sent: and

(H.D Ipthe case, of notification by
mail-the waitingperiod shallbegin to
run on the third·.day following the date
that the notification was mailed, ' ,

(2) Carriersusing the opt-out mecha.,
nisrn must provide notices to their eus­
tome~severytvvQyears,

(3).·Telecommurncations carrlf:t'sthat
use e-mail to provide opt.,out notices

Federcl.Communications Commission

§64.~008 ...• Noti~~:reqcil"ed.fofUBe.(}f
customer .• propri~1;~network m"

>fo~.~~o~· •. ii;·"'\:···.····",:
(a,) Notifica.tioI1 ,·Gerl;eralJi:',. (1) .Prior~o

any soHcitati?tfJorcustamer approval.
atele~omril\.l~fsati?ns....·c~er .. must
providE:lnotificationto.tl1e.·custome.rof
thec:us~amer'srightWTestrict.use ..of,
di.5c1osureof·and~9Sess~?tl1a.tcU5"
torn~r.:$C:p~+ ..·.<.·i' ...../.. ". .

(2) ..... ~··.· .... telec0rI1rnunicatio!}S ..carrier
mus.t···rnaintail1re.cords°fnatificatiqn,
whether·oraJ..;\ll/!"tttel1 .•·•..~~.e~est~(JIlic, ... for
at least one year' ........::>.\.'\ ......•.•..........••.....•.•......,

(p).·•.. lncii\ridual•. not~ceto .. ctlstorners
rnustbe...·p;ovidedyv~ensolid ting 'ap­
provaltouse,disc1Qse.orpe~ifaccess

tocustorners·CPNI,... ..•......•.•.•.......•....•....••
(c)9onterItofJYotice.Custorn~rnotifi-

,cationrntlstpr9~~id~suf~iC::ientirtfPl1TIa.
t iont9:enablethecustomertorna,Rean '
~0I'111edtiecision .'.~to.~hether toper­
J"Pitaca~r~~rto.us~,disdose,.orpermi~
;a:cqess'to,the.cust()J;'l:ler's '.. CPNJ;,.'

(l)Thenotificationmuststate that
the customer has a right, and the car·
rier has .aduty.. under federcd 1a'W,'to

. protectth~corificlen~i(ili\=yofCPNI..,
(Zl;I'henotifica'Ciop.tnust .•specify the

fues··.·bf· ... irif°l:'I11ation ..·.that .•.. const:it\.It~
CPNIandt.hespecif~~entities .• tnatwiU
recei"e.theCPN~,.describ.~the.Pllt"P0ses'
for. vvhicp .CPN~wi~lbeH~edi ." Sfld .11"\"
'ior1'!!thecustom~r()fh.i§orher ri~ht
tP'd1stiPpr9vetl:'lgs~ ···l.l$e5, .... a~qd~!'1y.qf
Wi'thdra\lv'Cl.csesst?CF),NI...at.• ~~;tim~.

(3) .r:lienotific?ttfo1)rnustadv;seth~
custom~Lof.tl1e .,precisestepsthecl.lS~
tamer must take. in order to .gra,nt Of
denyaccess~oCPNI,andmustclearly
stat~ that a deI'lialofapproval\Villnot
affee;tthe.provisiqnofan;y'sep'dcesto
s.vhid1the.c1lstC)rI1.er ··subscr~q~~.. Hovv~
evet,carriers 'ma:yprovid~ .·a . brief:
sta,ternen,~.,in .clearand.neutra,l 1al)"
guage.de,scribiI1R ... '¢onsegll~nces .di.,
rectiy resulting from the lacKof acces$
toqPNI.

(4) . The. notific€!.t.ion ·.must be com­
prehensibleand .' .must .!l0t be rnis,.
leading.

(5) Ifv,rritten notification is provided.
the' notice must be clearly legible. use
sufficientlyJarge .type, and be placed .in
an area so as to be readily apparent to
a customer,

(6) If. aIlY portion of a notiflcatiop.is
translated into another language. then
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Federal Communications CommisSion §64.2010

§64.201O Safeguards' on the. disclosure
;ofcustomer>proprietarynetwork
information. .•....... . .

(a) .Safeguarding .CPNJ.Telecommuni~
cab6nscarriersmus1: take reasonable
measures to discover andprotec't
against attempts to gain Llnauthorizei:!
access ·.·to .. CPN'.l:, 'Telecommunicatiop.s
carriers must properlYiiuthenticate a
cusmmer . prior ,'Co .disclosing. ePN1
based On custom~r"initia:ted telephone

. contact,onlihe account. accesS,oran
in~st.orevisit.

(b)Telephoneacces:> '. CPNI Tel~
comrru,mications.ca!Tier~mayonlydi!'­
c1bsec:a~l .. detail information .over.~he
telephone,.. based .on .customer-initicmed
telephone contact, .tfthecustomer first
provicies .tl1.e oarrierwith a password,

. as .described.~n paragraph (eJofthis
section,. '. that·. is not prompted by the
carrier asl:cingfor.readily available bie>"
graphica.linfo~ation,or .account .in­
for!11atioI}; .If the .cust:omerdoeSr"l0t
provide. a.pEl.s~ord,th~telecomITllJ.nt~
cati0!'l5 carrier may only disclose call
detail information .by .sending ittothe
'ctlstomer's ·.addressqf .... record,orby
calling thecust0lnera;t .the1:el~phone
fitlmbepof .recordtIfme .. customer ..' is
able···.to··prpvide.cal1detail ... info~rnation
tothetelecommumcatio!'l5 ca1Tierdur~
in~ii .custol11EW:,initiat:edcal1withou:t
the .telecol11municatiprlscarrier's .~..
slstance,. then th~. 'te~~co.mmunicatio~
carrier ispe.rmitted.'Co .·.discus~ •.·the .call
detailinformatiopprovidedl?ythe cus-
tomer.. .'. .,"

(q)Dnlipe .access'tpCPlVL tele-
communications.· carrier must .. auth.en­
ticateacustom~rwithautth~ us€of
readilfY:availaJJle.biogri;l.phic8;linform~~
tion, .oraccou,nt .imormation, prior .t.p
all0v,rin.gthecustpmer o:qlineaccessto
('~Pl)i1r~la1:edtoatelecammunications

~erviceaccount, .Qncr;authenticated\
the customer may .ontyobtain online
accesstoCPNl . relatedto·;a, teIe,;
cOlnmunitatianS service account
furoughapassword,asdescri~~9 in
para,graph{~) of . this section" fha~ is
not prompted by the carrier asking for
readily available biographical irJ.:forma~

tion.or account imarmation.
. (tl) In.,store access to CPNI. A tele­

communications carrier may disclose
ePNI toa customer who. at a carrier's'
retail location, first presents to the
telecommunications carrier or itS

with the rules in thissuboart fprolJ.t­
bound marketing .situatioru,andmain~
tainrecords.of carrier compliance for a
mimrnum period. ·of.. one;year,. Specifi.
cally. '. sales personnel. must.' obtain su­
pervisory approval .. of any proposed out~

b>Ound.·.m, ar,•...k.....•.....e.•.• :.'t..•... i.n..
g
..................•..........r,..equest.•..·•..•.•.f.:...•..o··.r c.:us....•.....:.'t....•.om......••.•.•...e..rapproval.. .' .

(t;J/A .telecornmunicattonscarrier
must ~avean officer,asanageI1tofthe
carri~r, sigp<andfile with the Oprnmis.
siO?aCOffioliance certificateqn an an­
nual basis: The officer .must s>tat~ in
th~certificatiopthat.h.~qrshehasper­
sana.1..l<.n0wledg.etha;tthecompanyn~~
estapIish7doper~ting. procedures that
areadequ~tf: .. 1:0,eI1surecomphance
with therulesinthissuboart. The car­
rier rnustprovid:e ··a .stat~rnentaccorn·
panyingthecertificate ..'explaining. how
its operating procedures .ensure that .It
is 'or is· not in coTTlpliance.·With ..t:he

. \'lle.~· in thiss}lbpaJ."\..Jna(jditian,the
.carr;i:er rn~stinqludean .ex:plfJ.I;l~tiqnpf .
any actions taken .against. data brokers
and a .sLImmaTJ: .of .all .. customer .com­
plaint:s,receivedin.thepastyearcpn.
ce01ing . the .unaut.hariz~q ~elease.. ~f

GPN*.. Tl"risfilirtgmusthe made.armU~
allywitqtheEnfprcementBureauon
or .beforeMardaJinEB DocketNo,Of>..,
36,for datap~rt:ainil"lg.tp-t.heprevious
ca1endaryea.r '.. ..... ...•.. ..... ....• .
(f')Oarriersm.ustprpvi~~ .written no.

tip€ '•. 'Withinf~ve •... b~iness .day§.tothe
CommissionofanDtinstano~wherethe
op~-outmechanismsdono.t"\1,lorKprDp­

erly,tosuch.C1.deE5reethat .co~umers'

inabi.H.t
y
..... to ..'.0.'.p.. t-.out...•...........1S.·......•.•..•....m...•....... o....•.r......•..e th.•....••....• an :.an.

anomaly. ..' .•... '.. •. .'
mT~e notice shal1be .in the form of

a letter, and shall inducie thecaITier 's
n<m\el> .Ci~e~criptipnof t.he.opnQq~
mechanism(s)·.useci,t.he.problem(s) ex.
perienceci. the reI11edyproposed and

. when it .. will be/was implemented,
whether the relevant state .commis­
sion(~)h~been l10tifiedand whether it
has taken any action, ..·i;l.copy.pf .the no.
tice providedta customers. and contact
information.

(2) Such . notice must be submitted
even if the carrier offers other methods
by which consumers may.opt-out,

Ifi3FR20338, Apr. 24. 1998. as amended at&!
FR53264. Oct, 1. 1999: ·67 FR59Z13,' Sept. 20;
2002; 72 FR31962. June a. 2G07J
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ag.enta valid photoID matching the
customer's· account information.

fe)Establishment ofa· Password and
Back.upAuthentication Methoqs for Lost
or Forgotten Passwords.Toes'l:ablish a
password,~ telecommunications car"'
der musfauthenticate the customer
withm.ttthe use bfreadily ·ava.llablebi­
ographica,l>informatiol), ·oraccount .in"
formation. TelecommurrJ,cationscar~

rieI::smaycreatea bac.k-upcustomer
authenttcationrnethod in the event of
a lost or forgotten password, but ·such
back~1.lp . ..ctlstomer authentication

..rnethodffi?ynotprompt thecustorner
for readilyavailable .. biogTaphicalinf0r­
mation, or·· accoUnt . information. Ifa
cus1:0mercannDt provide thecorrec'l:
password or the correct response for
the back..up. customer authentication
methad,$ecustomer must establish a
newpassVo"ardas >described in this para-
gra.Ph, ..., .....•.

(f) ...·.·Notlfication ofaccountchanges.
T;elecon:u:T1unlcations.·carrierr>ffiust .no­
tify .custornerslmrnediately .. v,rhenever
a password, . customer response to ·a.
back"'u,pmeans ... of. authentication .. Jor
lost or .fClrgotten passwordS,anlineac~

count,oraddressofrecordiscrem1:eq' Or
changed.)'hisnotificatioI'rJsnotre"'
quired whenthecustom~r initiates
serviCl;!iincludingthe. selecttonqfa
password ·.atservice·. initiation..·ThisnQ;
tifioati~n .rna.ypethrough<a. .cartier- .
on,ginateq .v~icemail'Qrte~t .·rnessClge
tQthl;! .telePh:on~nurnberpf'rec?rdior ..
bYI'llai~ .. tQ.the.acidress. gfrecord,and
mustnC)trevea~thechangetli:t1fO';ffiCl';
tionorbesentto the new account in"
forma.tion.

(g) .Business customer .exef!lption.Tele­
communications carriers may . bind
themselv~contractuallytoauthen­

tication regimes other than .those de­
scribed in this secttonfor services they
proVide to their buslness customers
that haye. both a dedicated account
representative and a contract that spe­
cifically addresses the .carriers 'protec­
tionof CPN1.,

In FR31962., JuneE,Z007]

§64..2011.. Notification. of customer pro­
prie~rnetwork:iri:formation seeu·
ri'l;y breaches.

(a) A· telecommunications carrier
shall notify law enforcement . of a
breach of its customers'CPNI as pro-

47 CFR 'ch. I 00-1-08 Edition)

vided in this section. The carrier sha.ll
not notify· itl'; customers or disclose the
breacbpublicly, whether voluntarily or
under state or local law or these niles •
until it has completed the process of
notifying ·law .enf'orcementpursuant to
paragraph. (b) ofthis section.

(p) ... As soonasp:nasticable, and. in .no
event· later than seven (7) .. business
days, after reasonable tleterminationof
the breach,(the ·telecQmmunicatioDS
carrier shall electronicallY notify the
Dnited ·.States Secret .... Service' (USSS)
andthe.Federal.Bureauof Investiga­
tion (FB1) ..through a central reporting
facili tY'TIle Commission win maint~in
a linktotherElporting facility at http://
www.fcc.govleblcpPi.

(1) Notwithstanding any state laM/to
t:hecontrary, thecarrier.shall not no­
tifycustomersor .disclose. trw 'l:Jreach .1;,0

thepublicUIltR7 full. business .days
p.avepassedafter notificatipptQ .th;;
USS$ .and .... theFB1'excePFas .·Br9vid~d

iF?af....•..agr.......•a....•p.hs.......•.•.:(0..1. {.z..•...)..•••.••.. an..•........•.d <'p.) (3....••.).· 0.•...•.£. th..iSsection; , .
(2) Ifthe carrier believes that there is

l3.D.extraordinarily.urgent .nee9· .to no-.
tlfY .. any· .class •... of .affec'l:e~t customers
sooner than otherwise allowed under
paragrClph(b)CU .qf .. this ... sectioui .in
order to avoid immediate. and .irrep­
arable harrn~ J~shalLsoin.dicate.in .·i.ts
notification and may pr{Jceedto irnm-f~"'

diately .... notifY it~affecte.c:l.cust0ITlers

onlyaftercons\lltatiotlViitl:4 .. t.he liel­
~Vill1t iIwestigCiting.agenqy..TheC<irrier
shallc90peratewiththerelev8.!1tin~
"e~tigatingagencY'$request· tp .mil1i­
mizeanyadveIgeeffeC1:S .of such GUS-

tomernotification,' . .. .
(3) If the relevant investigating age!"}­

qy. determines that public .disclosure or
notice.. tC)custorners would.lmpedeot
compromise an ongoing or potential
criminal investigationornationa.1 se­
curity, 5ucbagency may.directti1e Gar~

rier not· to .sodisclose or notify for an
initial penoeLofu,p t(j30 d~:ys.. SuCh pe­
riod ma,ybeeX1:endeqbyth~>agenoyas
reasonably.n7cessaryin ..the judgment·.
of the agenqy.. Ifsuch direction is
given; the agency shall. notify the car­
tier when it appears that public disClo­
sure or notice .. to affected cuswmers
will no longer impede ar compromise a
criminal .investigation .. or . national se­
curity. Thea~ency shall provide in
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