
S\Schwaninger & Associates, Inc.
\ ~,67J.5 Little River Turnpike Suite 204

Annandale, Virginia 22003
Phone: 703 256-0637 Fax: 703 256-3578

Attorneys at Law
**Licensed in the District 0/Columbia
**Not Licensed in the State a/Virginia

February 22, 2011

Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

RE: CPNI Certification Filing
EB Docket 06-36
Bolin Communications, Inc.

Dear Sir or Madam:

We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.

RHS:tg



CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNICertification for 2011

Date Completed: February 15, 2011

Name of company: Bolin Communications, Inc.

Licensee's FRN: 0003757721

Name of signatory: Dana Cogburn

Title of signatory: President

I, Dana Cogburn, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission' s CPN~ rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company' ~
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules. .'

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed
--"<rl~fj-=-..::...>04--=-""-,,,:r--st~IUL-..'==---------



BOLIN COMMUNICATIONS, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regard ing the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt.;,out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days 'of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federol'CommunicotionsCommission §64.2005

the purposes of this sUQpart, the 'term
"t:elecommunicationscartier' 'or' '.car­
riel" 'shall include anentitythatpr9"
vides interconnected VolP service, as
that term is defined in section 9.3 of
these rilles.

~p)Telecommunication.s service. The
te~rp"i:elecommunication.s.. service"
has.tile'same meaning~vento·sud)
tlFrmin, s ection3{4t)) Qlthe Co.n1mu:"
nicationsAct 'af1g34,asam~nded,•47
'PIS ,C.. 153(46).

(q) •Telephone number .' of recora.T:qe
telephone ... !lumber.associa1:ed .with the
1.1I1det"llfing .servic¢, .not the telephone
l1\lmbersupplied ..Ei?a customer's' .cop..
tact·•.infClrrnation,"

ff)Validphoto TD, A: "valid photoII::J"
is .~governmentdssuecl.means of per..
sonalidentification with a photograph
such as a tfriver'slicens7, passport, or
cornpaF~bleIPthat.is not e~ire.di

r7:2.FR.~19pl,JuI1ea,ZOO?] 'j
:.:: ',','." -",<,".:.: ,

*~~200tilJse:ofcu8tOmerll~pY:ieta.ry
Iletw,ork' information without .. ens·
tomeraBPl'()val.

(a)A,nY .. telecomTn\lnicationscarri~r
rri8yuse,discIose,arpermitaccessto
GrNlforti1e .pUl"posf=ofprovidingal"
marketing s~rvic:::eafferingsarnoI1gtl::le

categpriesof service •. (J. e:, local,.tnter~
exc:hange,.andCN1REl) to Which. mecus­
tom~F .'. alreaciptsubs'cribes £r.om. the
same carrier, .. 'Wiifho\lt . customer'ap'~
proY;;l,l,' ...., ........• '

(l),..Jr, ~teleco.mrnunication:? .•.cap'i~r
provide~ differentcategori.esC)'f:?~rvicei
and ...'e..' ·... 9ustom~r subscribe? '.1:8. more
than one category ofserVlce offered by
t.he·carrier, theca.rrier .i.sperrI1ittetl to
sha;reCPNI.C1ffiong ti1ecarril;!r'saffili-·
atedeIltities thatproviqea service of.;
feri!lR1:0 the customer. ....•...•......... ".•..

(2)}f atelecornrnunicationS.· carrier
provides .~iffel:'entC?-tegorie~.ofseI'"Vice,
but a customer does not subscribe to
rnor~thanoneofferipg qyth~carrie!',

the caI'!'ieris not.permittedtP share
CPNtwithitSaifiliates, except as pro­
video.in§64 .2007 (b).

(b) A telecommunications carrier
may not use, disclose, orperrnit access
to CPNI to market to a customer serv­
ice offerings that are within a category
of service to which the subscriber does
not already subscribe. from that car­
rier, unless that carrier has customer

provided using Internet Web sites (such
as ···travel. reservation.services or .mort~
gage ,lending .s~rvices), .whether or nor
such 'services may' otherwise be consid­
eredtobe information services,

(j) LocaJexchangecaITierrLEC); The
tert11 ."local. exchange carrier· (LECj "
hastk1:esamemeaning .given to such
tert11 ips~ction3(2,§lof' the ..COrnmu~
nications ... Act of '. ~934.,as .·.amendeo, 47
U.S .<:..153(26),

(k} Dpt-Jr'japproval,T'heterm"opt-in
approval' 'l'eferstoamethod forob~

tB:iningicus~qrnerconsent.touse., dis~

close, orperrnit.a~c~stot:he cus­
tomer's .... GPNl'i):'hi$,apprpval. ·rnet:hop.
requirestrrat·the ·.carrier '.' .obtai1i1. JrqIn
the customer affirmative,.express "cop­
sent. allowing therequesteq CPNI
y:sage, disclosure, or access after .the
customer 'i?'pBpvided .(3,ppropria:ue .flO1:i­
fication ofthecarrier)s.req~es't. con-

s i.St e.nt .•.wi t.p.' the 1".·..·.•.e9....•....Ul..·.re......•.m..•....•.e......•...n !S.•...••............ se.t........••..f.....•.o.r.....•.thintihis su9part ,: •.•....•.•...•...•. '
{l)(J)pt-o l1taPPl"ova$. erne teo/TI.·'opt~

out approval" 'referstoa methotj fort'
obtainingcustorner consent to 'use, dis­
close; ... or .permit . access .. to .i:he.cus­
tomer's ··qpNL ... Under .... this . approval
method,a,customeri,s.deemed ·.t:Cll1a:v~

consent:~dtothe .• u~e, .·disclosure, •.arac"
cesstp. thecustomer'sCpNlif thecus­
tomer hasfailed.to09jeet tileretawitf'\­
i~lth:e waitingperioddescrii:>ed in .

.§64.2008(d)(l)aftl;!rthe .customer ie;. prO­
vided· .a.PPfgptiatenotifi~:tiop... of .the
carrier!s .reguest fprccJnseI1'tcon,S~s1:~nt

with thEl.ru1es .in±hissubpar±'
(m) ...R,eadiJYflvaiJablebiograpMlCa,J.· in"

fol7Tlation,. '\Readi.ly ..availabl~ biQ..
graphical information~'is"information ;
drawn frqxpthecustorrier'slife~istor")f

and in.c1ud~s•. s11ch'ti1ing{'as ·t:qecus..
tamer 'ssqciaJ,sec:urityttuITlt>er,or th.e
last. four.digits .pf th8,t ..number~rnoth­
er 'smaidel.'lnam€;homeaddrElss; or
date'of birth.

(n;Subscriberllsj: .informa.tion (SLl).
The term "subscriber list information
(SLI)' 'has .tpe .satTle '. meani!1ggiven .1:0
suchteI1Tl. in~eetionZ2.Z(h)(~) of the
Communications Act of 1934,as amend~
ed, 47 U.S.C. 2.2.2.(h)(3).

(q) Telecommunicationscamer or' cat'­
rier. Tne terms "telecommunications
carrier" or "carriet"sha.U have the
same meaning as set forth in section
3(44) of the Communications Act of
1934., as amended, 47 U,S.C. 153(44). For

325



§64,2007 47 CFR Ch.l (1D-1-oeEdifion)

fraudulent. abusive, or unlawful use of.
or sub/Scription to, such services,

[63FR 20338, Apr. 24, 199R,.. as amended at 64
FR53264.,Oct., 1,l999:67 FR59211, Sept. 20;
'Z002; 12FR31962. Jun~8,2007] .

approval to do so ,except as described
in paragraph (c) of this section;

OJ A wireless provider may use, dis­
Glose, orpermit access to CPWI. derived
from its. provisionqf CMRS,.without

., "'." ,_ ..,.................. .' _,-,~.us.p ~~m.. an.·.e.rd~~r:.fO.o.v.r....•...~.•...•. ~~f~.n~:.~~~.•~;{~~~ ~.: .. j6:4,~QO_7.App!'(,ly!lt~gt#r~~~~!:_~.~~gf.
. customer .··propnetary 'networn: .m-

wirelinecarrier IDa,Y'l.lse!disclose OT'formatioD... . . .
pe.. rmit a.cce.s.s. to '.C.PN... I d.. eri.V.ed....fr.D.. nUts () A . 1 . .' .'., f 1 1 h . .a,. ·......teecDmmunicati0r"lscarrier'
provlslon D ...·.• ocaexc.a.n~e.ser:vlce.or ma,y qbtaip approva1·throu~hwritten,

ipterexchange .. service, 'MTitnout cus- ora) qrelectronicmethods;
tomerapproval,. for t:h.ep~ovisiOI'l.of (~) At~lecommunicationscarrier reo
CP~andcallarlswerin~ ..voicemail qr lying Qnor'alapprova1shallbeCif tl1~.
messaging, voice storage and .retrieva.J, burd~I'l0fdemaI1Strating thatsuchap­
services; fax store.and .forward, and proval has . been given in .comp.liance
protocol conversion. . with the Commission's rules in this

(Z) A. telecommunicatioI1$ ... cCirrier part,
may not USI;;, .disc;lose or permit access (2). A:pprpva.lor disapprova.l to use,
to CPNI to<identify .Of 1:rac~ .customers di$dose,·· or permit access to a cus­
thatcaU.cpmpeting service .provi*rs, . tomer's '. CPNI . obtained\?:y·. ··p,.tele~
For example, a .1pcaJ, .. exchange 'carrier communications . carrier . must remain
may . not use .local s~rviqe .. CPNl toineffect~tilthecus'tornerrevokes' ot
r,rac~~lcust:0Il1ers that ·.c;alllocaJ. lirnit:S.such appr?vaJ. ordisaPJ?r.ovaJ..
serVic.e.compet:itor~.. (~) .•...·.A·•. ·. ··teleq0l.'IlITlunica,tionsaarrier

(0.).' ' ..A·.· t.e.lecommu..m.. '·cation.$c.arrie.r...... must maintain records of approval.
d' 1 . whether oraL written or elec'tronic, for

may' use,., lScpse, Of perm1t access to at. least?neyea,r.
. QPNt .witii°ut.cusr;omerapprovai.. ,~ {b) .... U~eor Qpt~Ot1:tandOpt~Ji1 cAp-

described in this paragraph .(0), provaJ Processes.. A telecommunications
(1) '. A ..telec0!Tlmunicati~ns· .carrier carrierma3f, ... sUbJect. to ·opt-outa.W

rnayuse, disclose,orpermitaccess to provalor.opt..in a,pproval,'Use .itscus­
Cpm,W!thoutcustomerapproval. irl tomer's individually identifiableCPNI
itsprovisiopofinsidewiring tnstalla- fo.r the. purpose ofmarketingcommu~
tion'rnaintenance:,andrepairs~rvices; nicat~oI1s"relatedsenricestpthatcus-

(2)GlV!RSprovidersmaY'us~Jdisc1o$e:, tomer,,*, .'telecommunicctt:ions carrier
orFerrn.~taccesstoCPNJ:f9r~epurf ma,y,subje~ . tpqpt;,out.approva] or
pose qf~onductingresearch.ontheopt;,inapprovaLdisc1ose i't$customer'$

.' healtheffects '. of CwrRS. lrldivipllallyidentifiableCPNl, .for '. the
($)1.£C5, CMRSproviders, and .entI~ pUqJos~ofmarketing communicationS-

. tiesthatprovid.~' .interco!1I1~cLed .VoX? related . services to thatcustqmer, to

service as that. termi$.definecl .. in '§9,'~ ~dt'~~~~~c~~o;:~~ii:':d~::V~~~.
of this chapter. ma;yuseCPNI,vvithout
customer approval, ~o .maxketservices ~lsot~~~ii~~c;~~~~s~~;~tie~~~
foITIlerly. known •.Cl$·.acljunC't..tO~basicobta. ina.cc.esi; t.. o. such ·.CPNlf.or •such
services, such as, but not limited to, purposes, Except foruseanddise1osure
speeddialing,comPl.lter-Pf()videddirec.. ofCPNlthatispermittedwithoufcus-
tory. assistance.,call.rno~itoring, .call .... tamer ... approva.1under,section.§64..2005,
tracing, call blocking, cri1.1ret'l.lrn,f;e-or that isdescribe¢ln t:hisparagraph,
peat .dialing, .. call tracking, call wai1:~ or. as otherwise .provided 111. s~ction. ZZ2
ing i caller1.D., call forwarding, and of the Communications Act of 1934, as
certain centrex features. amended, a telecommunications car..

(d) A telecommunications carrier rier may only use; disclose, or permit
. may use, disclose, or permit access to access to its customer's individually

CPNIto protect the rights or property identifiable CPNI subj ect to opt-inap­
of the carrier, or to protect users of proval.
those services and other carriers from 167 FR 59212, Sept. 20, 2002, as amended at 7Z

FR 31962. June 8, Z007]
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§64.2008

allpordonSdftfieriotificationmust .be
translated into that language. ..... .'

. fJjAc'¥Tierr-rays-satein then0;tifi.
cationthatti1ecustomer's approvaJto
useCpNI may enhance the carrier's
abilitytCl··qffer .. products.·and services
tailoredt(),thecustClrner'sn~eds...Acat·
rieralsornCiy.sta·tei!1the.I'l0tification .
thatit.rnElY. hr=/SClmpelled.to disclose
CPNItQal1ypersonupol1aff'iqnative
vvritten'req\J:est by·tqe 'cust01ner. .' .

(BjAcarriermay n():t.inclUde in the
nptificat,ion any stat:ement attempting
to.enc:ouiage·a . custcimer ....• tqfreeze
thi10d-pal.'1:Y accesstp GPNI\

.(9}Th~n:0t.ificatiol1rnU~t,st.ate .. that
anyappr?vaJ.,.ordenia.1p·f approval f9T '
the.useofCPNJ .outside of the service
to which the .. custo·mer already sub.
scribesfrPl'I1that.carrier is.valid until
the.cust:OmeraffirmativelyrEl~QkElsor
hmits,slJchapprovaLor. denia~,i .

tIP) .... A:.. /telElcCJmrnunicatioIlS ··.·carriElj"'S
sCl1icit:ati0I'l.•fCl~approva.1rnust ~e .. pro~i.
mate.t?the>notificationofa ellS­

tomer-'sCPNl rights:
(d) .. l\Jotice Reguir:emenrsSpecif1cto Opt,.

Out •. 'A.telElcClmmunications '.. carrier
must ·.J!,l"oyi~eJlotificatiCJn..tCJ.··.obtain.
ppt-oR·tapprovalthroughelectro~icor
VY;rittenrnetfiocts,bu~notbyoralpom~
municatton(exceptas • provided in
paragraph.(f);ofthissec~ton).The con­
t.eI'ltsofi;l.llysucHnotif~r:::ati0t1must

.c:omplD''Wtth't:h~requirementsofpar~~

~rClPp···(c)Qftl'iissect.i~n:;'.'.'i·•.........•...••...........•• ;<.'
(l)9aqters1]1ust'Yv'ait .·..~.30-dc;ymiD"

imurrl'periodoJtirpe .. aft~rgiving. eus"
t.omep$notice aIld.aI1 opportunit.y' to
opt~out.befQre ··as~umingcustorner.ap­
provaI'tDuse, disclose.i.or permit access
tpCPNLAcarriermay, •. in. itsdi~c:re-­

t:ion,.pr~~id~fora,loI1ger .perioCJ,.•C""r.,.
rierp ·rt1L1S'tnotifYctlstornet:sCll)·.·.t9 the
appli~al:He ..wa,itingper~Qd. fora .. re­
sponsebeforeappr~valj.sassum~d.

(~j~l1·thecaseofanelect:ronicform
ofnotification,tfie waiting.·period .shall
begi~tQTunf;romthedateorl which
the!10ti;t'icCitiopw~sent:and

(it) . .1pthe case of'notification .. by
mail, the waitingperiod shall begin to
ron on the third day follOWing the date
that the notification was mailed.' .'

(2)Cartiersusing the opt"out mecha­
nism must provide notices to their eus­
tomersevery. 'tWO years.

(3)'T'elecommunications carriers that
use' e~mailto provide opt~out notices

FederelCommunications Commission

§64.20IlB .•.••••.~6ti~e;eqtlired.for····.u.ge '.01
customer .·proprietaz-y networlt in-

·..•..fm~·Ill.a~o~, ..•...•.•.•..•. ' ....••..•....•..
(a,) Notificatio'n, .Generally..(1) '.'Prior~o

anysolicitEltiorrJot.customer approval,.
a telecommunications carrier must
prOvid~nCltifi~a.tiClD1:Clt~e·.c~s.torn~rof
tOeG~s:t:~rner's,righ.t .tp restri~t:useClft
disdo5,urs' ·of,.• an,d,.~pp.es~J~ .. that .cus~··
tomer'sCPct'g.•...·•.«\> \1
(2j.Ateh~comrnunicatior1S . carrier

m1.1Stmainta,il1T€;cordsof notificCitior1.
~heth~rorcgi.·\Vrttt~n~I" .elecI:I"~l"liC,. for
at. I~astoneye~.•..·......<\\···
(b)Jndiv~dualno~~ce.• to .. cllstoI11ers

Tl1Us'l:.beprovide(1v.rhemsoUcitingap­
provaltouse,disc1ose! pI" permit access
tocustorners'CPNl.

(oj Content of N~tice.CusI:Ornernotin­
catiPn,mustproyid~suffipientiI¥o~~"
tiorltp.enabletheS\J:st0rrlerx.o· make.an
ir1fop;ned~ecisiol1 ...~·tPM'hether to.per,.
rnitacarrV=r.t.9 ..us~, .·disclpse,:orpermi~
acce~~!to,·thecust:.'?rner's·.C:pNl,

{lij1'he notification mustst:a'te that
-Qie customerhCiS.aright, /andthecar.
fier has ·aduty,· .l;lnderfederCi.1 law, ·.to

. prote~t.tb!=~orifici7?t,.iC1.li~.'9fCPNJ'i
(2j'I'heinotificat:ionln\lSt~pecif51.the

'tYpes bfi~ormation·thatconstit1.lte
CPNlandthespecificentttiesthatv,ri}l
receiye the CPNI, ... describ~trl(~!pu!:'poses
fOl:".· .• \'VhiCl1·..CPMI.will.be .••.'l4~ed, ..... anO .. 1.n,

;'forn1theCustomerofru~ qrher ... rig!"rt:
t:p'disC1.pprpvethpse1.1SeS,;Cl!1tide:ny.°r
wi'thdrav,lCl,s~ess.t9C~~lat<p1xtim~.

(3) ..·Th~not.ificat:io9ITIUSt •adyisetne
custome;rof~e.;precises,teps .thecL+s~
tomermusttake. inordertogran.t.or
deny access to .qPNt iandmust dearly
state, that a denial of.apprC\val \Villnot
afi'est ..the.prpvision··.of·a.I'l?Jl.·sepyices '1:9
whicfL.thE! ... cL+sForner ... stibs~r~be~;.Hovv;
evet, .. ;ca!Tie~s .mc;;y ... ·prqvide.a .. ··brief
statement,inc:learanapeutrallan"
guage, ... describing .conseqL+~nces. di~
rectiy resultingfrorn thelc;ck of access
toC;PNI.. . .
• (4)Th~ notif~cati.oI1 mustbe com­
prehensible·and mustI10tbe mi$,.
leading,

(5) Ifvvritten notification is provided,
the' notice must be clearly legible, use
sufficiently large. type, and be placed in
an area so as to be readily apparent to
a customer.

(6) If any portion of a notmcatioDis
translated into another language,then
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Federal Communications Commission §64.2010

§64..201(} Safeguards onthedisolosure
'ofcustomerproprieta.1:'ynetwork
information. .

fa) .Safeguarding .CPN1.Telecommuni·
cations carriers must take reasonable
measures. to discover and. pr01::ec~

against •attempts to gain unal.ltho~izeC:l

access to CPNl.Telecommunications
carriers'must pr.operlyauthenticatea.
cus'Comerpriar.to .displosing .CPNI
based 'on .customf;p-initiated ·tel~phone

. contact, online accountacces$,oran
in-store visit.

(b)Telephoneacces$to CPNI. Tele.­
communkationS.carP~efSl'TJayonly 'dis­
close .. call detail iTIformatipn .. ·oyer the
telephone, .. based .'. on .·customer-initiated
telephone contact, 'ifthecustomer first
provides the carrier with <a password,
as .described tn'. paragraph (e) of this
section,that is IlO! prompted by the
cal"rieraskingfor.readily .available biq­
graphicalinformation,pr .account in­
forpatiQi}.Tf· t.h~ .. CustDJTler . does . nOt
provid.e·apasSyYprd, ·thet'PlesommuIlia .
cations .carrier may only .disdose call
detail information. by sendingitto. the
.customer's address of .record, .. 'or py
calling the customer >atthetel~phone
11l7!Tlberof recqrd; .1f.thecuswmer is
able·tq·· provide.call· detail .. iniormatioTl.
tothetelecommunicar.ionS carrierdur.
in~a .cust0n1er~irJ.ir.iatedcall\\'ithou.t
thete~~communicationscarri7r'sas­

sistance" thell .. thet:elecoITlInunication~
carrierispe~itted:todispus~the.call

detaninforI'natip~prQvided .r,~th~ .. cus~
ton:er•..•.•...•........................................... ". .....,

(Q) '.•()nlin~ .. access·tp .. CPNL7j. tele­
commU,TIicatioTl$.carrier mustauthen­
tic~te a customer WithOU'Cth~us€~f
readq?~vailablebi?f5ra;phica.linformCl·

tica, .·or·.·.account. Jrlformation•• p:rior .~l)

allo""in;gfhecustqmeronlineaccessto
.cP~rela'Ped·to·.•a;.telecommunications
s.eryiceaccount,Qnct::!authenticatecii
the :customerm~;y .only obtain amine
accesstoc:pNlrelated to .;atele~

commun.icationS ." service accoUht
throughapassyv-ord,8.S descrih~d. in
paragraph (e) .ofthissection,th~·t is
notprornptedby iliecarrier asking for
readily available biographical informa,;
tion, or account information.
. (d) In-store access toCPNI. A tele­

communications carrier may disclose
CPNI to a customer who, at a carrier's .
retail location, first pr.e.sents to the
telecommunications carrier or its

with the. rules in this subnart Jar. out"
bound '. marketing .situatio~a.ndmain­
tain records ofcamer compliance fora
minimum .period of ·.oneyeat.. Specifi­
cally, sales personnel mustohr.ain su­
pervi~mryCipP1"ova.Lofanyproposed°tit-

b.O..und m a.r..••.•.k....•...... e t.......• i.n..
g
.....•.......••...•..•..r.eq..u ,..e..•.......sI............•.£,....•...•.or c.. u st..•..om.•.....••......erapproval.

(el.A .. Ielecommu.nicatiO!l$carrier
must·h.ave 'anofficer:, .a.sanagE!ntofthe
caI'I"ieP, sigrland rile.withtheCprnmis,
sionacompliance. certifica-ce .qnarlan­
nuaJ basis:Theofficer.muststate in
thecertificati0l"lt11at.h~orshehasper­
sQnaIl<n0wledgetha·tthe .. companyhas
estaplished.operating .pr:oceduresthat:
are adequate . to ... ensure compliance
with the rules in.this ·subnart,.Thecal',
rier .must .proyid:e ·.. a stat~I1'\entaccorn~
panying thec~rtificateexplaininghow
itsoperatil1gp~oceduresensurethat it
is pr is.I1?tmcomplianceWittl·the

. rules, inthisSubpart,lna~ditionit:h~

carr-ieI" m~tincludean '.' e~J?l<3Iia.'l:iop pf
allY actions taken against .databrol<.ers
and a .summary 'of allcus-;:omer·com.
plaintS ...• received.in'.. the"Past .'. yea.rcon,
cerning .·the.· .. unauthorizedreleas€ .. Of
GPNJ.• Tf<tisfilingrnustbernadeannu~
ally .wit:qtheEnfprcement•Bureau.. qn
or.before Marchl ... in '. Ep Do?k~t'No.; 06--

36. ! fOr,· d.. a t a ·•...
p

.. erIa....•.lU.·1.·n
g

t...•... p..•.•.........t ,.h..•..... e p.r•........evlO\.lS .calendar year; '" '.' .
(f)Carrie~rnustprqvici~~ttenl1:(;)·

tipe ..witflin .·.f~v;e.. bu.si!1ess· .ciays itoth~
Commissionof~b'i11.Stanc~w~ere the
opt-.out mechanismsdonOF wonk/prop­
erly, to such:l:ldegreeth~tcon71,1rners'
inability .toopt.;ou~. is more th6.Pan
anomaly. < '. . .......•..... . .

mThe nottceshal1be in theform oI
a letter,and·shalI.inpluge·thecarrier!s
name',Cidr:scripti9I1 .. of:theopt-04~
mechanism(S)·.. ttsed;theproblem{s) .ex.
periencec:l.1 .the .. remeqyproposed •and
when it ..will be/was implemented,
whether .' the relevantstat~ '" commis­
sion{~).has been. notifiec:l.and whether it
hastakfm.·anyaction, .. acopy. qf the .no.
tiqe provided to customers. and contact
information.

(2) Such notice must be submitted
even if iliecarrier offers other methods
by which consumers may opt-out.

163FRZ0338. Apr. 24. 1998, as amended at 64
FR53264.. Oct. 1. 1999: 67 FR59Z13, Sept.aO;
2002; n FR31962. June 8.2007J
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§64.2011 Notification of customer pro­
prietarynetworkiDformation secu·
ri1;y breaches.

(a) A' telecommunications carrier
shall .notify law enforcement . of a
breach of its customerS' CPNI as pro-

viried in this section. The carrier shall
not notify its .' cus'tomersordisclose the
breachpublic1y I whether voluntarily or
under statearloca.llawor these rules,
until ithas:completedtheprocess of
notifying ·law··.enf'orcementpursuant t.o.
paragraph (b) of this secUo.n.

(b) .. As soonaspraeticabIe, .and in .no
event later than seven (7) business
days,after reason,,-blecieterminationof
the· .bread],(..thetelecommuni8ations
carrier shall electronically .notify the
'United·. States . Secret Service (USSS)
and the Federal Bureau of lnvestiga.
tion (FB1)througba. centra.l reporting
facility .. TheCotIlrriissionwiIl.maint8:in
a linK t.o the reporting faciliuy at http://
WIiVW.fcc.gav!eblcpni.

(1) Notwithst.anding anY state law. to
the contrary_ thecarriershaF nat no­
tify customeplordisdosethebreach to
thepubhcU!ltil7 fuUbusiness . days
Ilavepass,edafter.· notification. to . the
TjSSSand the.FBlexcep~as .pr9video

..... in paragraphs (q}(4) ·.. ~d~(tJ) (~)qr thissectioR, . '. . .

(4)Ifth~carrierbelieves that there is
an extraordinarily ..urgent .need to no-.
tify any·dass afaffec:tel;icustomers
sooner thanotheI"V'liseallowed under
paragrB:ph(tirn) ·ofthis section, in
order '.' to avoid immediate.• and .irrep.
arable harmr itshall so indicate in .its
notificationandmaypr.oceedto. imme­
diately.··potify.· .its affected ... customers
only. afterconsultatiotlwttl1 .. the17el.
eVant i~'1Vesti~a.ting. agenczy. The carrier
sha.ll·c~operateWitl1.the.• relevali.tin.
"eptiga~I1gagency'$•request .tp .•. mtI1i'-
mizeany adverse effectSofsuchcus­
tamer notification," ....

(3). If the relevant irivestigating· agen·
cydeterminesthatpubHc. disdosureor .
notice. to .. customers would. impede or
compromise an ongoing .or potential
eriminalinvestigatio:n . or. national sf=­
curity, 5uch.agency ma:y direct the car·
riel" not to so disclose or notify f?r an
initial period of t,tpto 30 days.. SuCh pe.
riod mC!,ybeextendedby the> agency as
r.easonably necessaryinthe)udgment
of the agency. If such .direction is
given, the agency shall. notify the car­
rier when it appears that public disclo­
sure or noticet.o affected customers
will no longer impede or compromise a
criminal .investigation . or national se­
curity. The agency shall provide in

agent a valid photo IDmatching the
customer Isacceunttnformation.

(~) Establishment .ofa .Password and
Back.up. AuthenticatiatlN1ethods for Lost
ar· Forgotten. Passwords. To .establish a
password,.atelecommunications car'­
rier must: authenticate the customer
Withoutth~UBeofreadHyavai1ablebi.

ograph,ica.Linformation., or account in.
formation.. ·.·TelecorrirnuI1icatiens car·
rie~s may create .8. back-upc:ustomer
authentication method in the event of
alostorfargottenpassw.ord,but·sur±h
back.t.1:p .custom~r. authentication

. method may. not prompt the customer
for. readilvavailable biographical infoI'.
mation•.•or .accoUnt irifcirmation. If a
cusl:omercannotprovide the correCt
password .or . the . correct . response for
the.. back.up customer .' authentication
method,t'l1e·.• customer must 'establish .'~

ne"'/ ·.p.ass.w0 r...•....d a s de.sc.rib.ed........•....l..•.·.. n..•..................•.·.th.iS.. p.....••.ara-.graph,' \ . . '" .
(f)Notifjcatiop .otaccount;changes.

l'elecornrnUIlicattqnscarrler§,rntlst .I1q.
.' U'fj! .eustornersimrnediatelywhenever
apassword,customer re~ponseto a
hack'-up means ..•. of authentication. for
last or forgotten passwords,Qnlineac~

count, or address of record is creat:eqor
changed.Thisnotificatiarlisrrot reo;
quired whenthecustom~r initiates
senrice.includingtht: selectioIlofa
passw.ord at .service iriitiation..Thisno~
tifiqati()I'l .. ma,ybe .•.th~ougha ....c¥rier~
ariginateq v(jicemail(or ··text ·rness~ge
to th~"tel~phon~nuITlber9fTec()rd"or"
byrnail to the address qfrecord,and
-rnustnot. T~vea4thechang~di11forma.
tionorbesent to the new account in~

formation.
(g) Businesscustamerexemptlon. Tele- ,

communications . carriers may .. bind
themselves contractuallytoauthen­
tieatio:n regimes other than those de­
scribl:ld in this section for services they
provide to their business customerS
that have both a dedicated account
represlfntativeand a contraetthat spe·
c~ficallyaddresse5the carriers 'protec­
tion .ofCPNl.
172, FR31e6Z, June£,Z007]
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