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Dear Sir or Madam:

We represent the interests of the above captioned licensee in its subtnission of the required CPNI
certification, in accord with 47 C.F.R §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.
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CPNI CERTIFICATION
47 C.F.R. § 64.2009(e)
EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15, 2011

Name of company: Illinois Signal Communications, Inc.

Licensee's FRN: 0002801975

Name of signatory: Richard Houseweart

Title of signatory: President

I, Richard Houseweart, certify that I am an officer of the company named above, and
acting as an agent of the company, that I have personal knowledge that the company has
established operating procedures that are adequate to ensure compliance with the Commission's
CPNI rules. See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and we Docket
No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed ---------,01"--------------



ILLINOIS SIGNAL COMMUNICATIONS, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded andthe
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview ofcustomer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



FederclCommunicctions Commission §64~2005

the purposes of this subpart.. the t.erm
"telec.ommunicationscartier" or"car
rier"sha.11. inc1udean entity that prO"'
videsinterconnectedVoIP service.,as
that 'term is defined sectionB.3 of
these niles;

~p) 'Telecommunications service. The
te~I'l} "i:elecommunicati(:jns .service"
haS ..·tile;.same .meaninggtven .· •. to .such
t~rrn ·insection.3(46}of·.the CQmmu~

nicationsActi0f 1934, as amended, 47
'U.S.C, 153(:46), . .

'Iq) Te'Jephonenumber of record. The
telephonenumberassociai:ed with the
~nderllfing.servic~, .not the telephone
nUrni:lersuppliedasa .customer's ., con·
tactinfqimatiop.,"

(irValtcl photoTD.A;"valid photo II,? .'
is ...~government-issuedrneansofper ..
soni:llidentification with a photograph
sUGhas ....~. driver1sHcense, passport, Dr
CQmp~rp,bleIDthat it not. e~ire<;1.

r1ZFR 31961,June8,2001j·

§~~20{)5..U8e•.~of~llst6m~t ..~ropriet~i
network informationwithoutcus
t.omerapprov~

(~rAnytelecornmunicationscarrier
may use,. '" disclose, .prpermitaccess:co
QPN"l for the purpose of providing or
marketing serviCf,lofferingsamongthe
Gategories .of semcf,l .. (i,d~.,loca1 .. tnter
exChange,ancICMR~}··.tQwhid;lthe'cus-'
tomeralread;Y5ubscrlhes fto.I!i ... the
samecame,r, .'. withopt . customer·ap
Proval•....•......•... · ...•...•......... ·...

(l).+fa.. telecornrnunication~.cartier
providesd~fferentcategDriesof~erytce.

and. a ..... customer. s\lbscrioe:s .. tp i .more
than'one category ofserVice offere? by
the carrier, the carrier j~permitted to
shareCPNIarnong thecarrier"saffili ~

ateclentities thatproViqea service.of.
feringtothecustomer, ..'

(2) ..:rfa telecommunications carrier
prpyidesdiffereT:ltcatego!'i~.. C)f.se1"Vice,
but a customer .does not .subscribe to
rnofethanoneofferin,g by th~. Carrier,
th~carrier is not permitted to share
C'?Nl with itsaifiliates, except as pro."
videdin§&4 ,2007 (b);

(b) A telecommunications carrier
may not use, disclose, or permit access
to CPNI to market to a customer servo
ice offerings that are within a category
of service to which the subscriber does
not already subscribe from that car
rier, unless that carrier has customer

provided using lnterne't Web sites (such
as travel reservation services or mort~
gage.lending services),whetheror nOt
such 'services may otherwise be consid
eredto be information services.m.Local .exchange carrier .(LEe); The
term .··"localeXchangecarrier .... (LEC)."
has the. same . meaning ·giv~n .to ..•suSh
term in section. 3(:26i of .• the Commu-'
nicai;ionsActof 1934., as amended, 47
.U.S.C.,153(26),

(k) Dpt-,in approva1.The'terrp.,'opt-in
approved' 'referstoarnethad forob
tain.ing. pustqmer consent. to .use, .dis"
close, .. 'orp6ni't:C:\~cessto the. cUs
tomer'sQPNl,1;'his,appr9valmeth°9
requires that the carrier .abt.airrrrorn
the cust(jmer .affirmative, .express "cop~

sent. allo'Wing.thlil requested. CPNI
usage, disclosure, or access mer ' the
custoIT\er i;s'p.n(:jvided. appropria:ce noti
ficationof .the .'.ca,rrier'srequestcon
siStent.witl:1thel"eqpi~ements.. aet·lorth

.. inthissub,part.<.
m··.···Opt~l'1l1J.app,.ovaJ".···'11:leteITn.·;.opt..

out .approval" referstpamethoqfor
obtainingcusto1iler consentt.o 'use, dis..
close, ... oi:' . permit access to . the .··c;:u:
tomer'.s'CPNI, .. ·... Under .. this . approval
m.~thod,acustomeri~.deemed:so hav~

consent~d to the use;aisclos14re.orac
cesstothecustomer'sCPNliftbecu:-'
tornerhas .. failed .toobjet:! there:cp~itP
in the waiting 'perioddescribeain '

,§64.2008(d) maft~rthe .customer i~p.ro~

videO. .. apPl:'9priatenotific~tion ....•~f .. th7
cal"rier's.·reguestfor.·consel1t .•consistent
wifrl the rules inthis~ubpaq.

(m) F(,eadilyava11ablebiogra~h!t.t2.1iI1-'
formation. . "Readily ...availabl~ biD-

. graphical information~'.is .information ,
dr<1lwn~ro1Jlthecustorrier'slifehistory'
and in.c1\1des such'thing§as tl"le cus-'
tomer'ss~cialsesurity n.t.1ITlber, 'or the
last. fourdigi~qfthat"l'1urnber;moth~
er's rhaidenname; home address; Or
date of birth.

(n.) SUbscrib~r list; informa.tion (SLJ).
The .term "'subscriber list information
(SLlj"· has the saI'l'lemeaninggiven .. to
suchterrn in. section. ZZZCn)(~)of the
Communications Actof1934, as arnend~

ed, 47U.S.C. ZZ2(h,)(3).
(0) Telecommunications carrier or' car

rier, The terms "telecommunications
carrier'; or "carrier"shall have the
same meaning as set forth in .section
3(44) of the Commun.ications~ctof
1934.. as amended, 47 u.S.C, 153 (44), For
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§64.2007 47 CFR Ch.l (l D-l-08Edition)

approval to do so.' except as described fraudulent, abusive, or unlawful use of,
in paragraph (<;:) of this section. or subscription 'Co, suchservices.

(1) A wireless provider may use, dis-. {63 FR 20338, Apt, 24, 1998,.. as amended atM
close. orpermit access to CPNTderived FR532ok. Oct, L 199~;67 FR592n. Sept. 20;
from its .provisionofGMRS\. without. '2002;nFR 31962. JuneS.200'l1

customerap'proval.f~rthepr~visionof .§64..2007 A rovmreamredforuseof
;·-CPE .. and,·.·mf~rITlatio1'l·'sc;rYlee.(sh···p...·· __ ········· , :PP ..' , , ...• , .., ~ "

Vl/irelil}l: .carriermqY1..ise , \disdose.or =~~:.propnetary .networ. m·
permit acCess to CPNlderivedfrornits . . .. '. ., ,.' .' .,
provision or1ocal e~du;mg~serviceor m~~ o~tai~el=~~~~~n.ili~~~gJw~~~~
mterexchange '" servlCe,.Wltho~~ .CllS. . oral orelecuroriic methods;
tomer approval.. fa!" theP5ovlS10~ of '. '. (l)A telecommunica.tionscamer re
CPE an.dcall~swenn~. VOice m~l or lying onoraiapprovalshallbear the
mes~agmg, VOlCe stprage andretneva1 burden of demonstrating that such ap"
servIces, fax store ,and forwarti., and prova.lhas been giver. in. compJiance
protocol conversion. with the Commis.sion's rules in this

{Z}. Atelecornmunications" carrier part.
may not.use,d~sGloseQr·permit.access . (2) Approval or disapprova.l to use,
to CPNI to identify .ortrac~<.customers .disdose,or . permit . '.acces~to .a .' cus
thatcallcompe;:ingse'l"¥iqepro¥iders. . tomer',s .CPNLobtainep .,l?y' a,tele,
For example, a, loca.lexc!1ange carrier communicati0!1SCarrier m~St .. remain
mClY ... 11ot>use .. lqcal .•. servipl:. CPNltoineffectuntil.thl:cust0I'nerrev0l<.esop
tra,ck. aI:l·.custoD1e~~. tPat.call ... +ocal .. lin:Jitssucbapproval.ordisa.ppr,ovaL
servicecompetitor~, ........•...•.......•..•........•. '. .....•............•.......•..........•.... ....(3,)A.teleTorxununiCqti~nscatTier "

(0)' . A. ..·telecClmrnunication~·· . carrier must. malTJ.tam,records .qf, .aJ'P~oval.
may use disclose or permita.ccess ttl whether oral.. wnttenor elec'Cromc; for

','< '•...... ' '........•. ' ..•.. at least one year ..
. CPN1:'WIRhotlt,custome~approval..as . (lj) USf:afOpt~Ot.{tandQpt~lnApr
descn~ed.lrlthlspara~ap~(c) ......;. prova] Processes, A telecommunications

(~) .... .A.:t71ecommumcati?ns carner carrier may, .. subject toopt"outap
may use,,~lsclose, or perrm.t access to proval.oropt"inapproval,use.its ellS"

CPl'p"M\ithoutcustomerappr9val. in tomer'Sindtviduallyidentifiable CF'NI
its pro~isi8pofinsiciewiring instana~ f()r.· the .purpos~()fmarketingcommu
tion, maintenance,andrepairs~rVices, nications"relatedservicestp. thatcus"

(2)Q]yIT{S.providersmqyus~,disc1ose. tamer. A .. 'telecommunications. carrier
orpe!'!Il.i.tacsesstQCPN1, fqr t;hf; pur" ma,y ,subjecp .tPqpt"aut..approvalor
pose' .qf conouctingresearcp •. on .tl}e opt"ina,pproval,disc1ose Itscustomer'.S
hea.ltheffectsofCMRS,. ".< ..' "'i ind,ividually identiflablepPNl, forttJe

(S)LECs ... CMR.Sproviders.and .enti..pUl'Pos~ofrn.arketingcornmunicatioru;-
.tie~thatproVidf::'.interc0mlected VoIP :elatedservlces, to th.a~ .customer. to
service as that termi$defined in§9.3 Its agents amlltsafflhatesthatpro
of this chapter, may' use. GPNI" without ;ide .. communic~tio~ ..related,services.
customer approval, t9 market services A. telec0r.nmumcatlonSCarrle~.may
formerlknown asadil.lru:ti..to"basic also 'permit sucbpersonsorentrtiesto

. .Y '. .' ... ' ..... '., .' ..•'-1.,;. ..•.. . obtamacc~tosudiCPNI for such
serVi.ces, such as, but not hmlted to., '.' .... E· .t r··· .... .... d 'd" "'1

d cli··· .·1' .. ' .' .•... '. ' .. d d 'd' . ..... purposes.. xcep . or use an .LScosure
Spee .....•. ~mg.computer-prpvl .. ~...•lre9- ofCPNlthatis permittedwithoutcus"
tory..assIstance,.. c~l. mOI1Itormg, call, .. ,. tomer ... approvalundersectior.i§64.Z005.
tracm~,~an blo,ckmg,c,al1 return. Se-orthat is described in this paragraph,
t:>eat .dial1ng!cal1 tracking, c~l1 ... w(il't Or .asothe~epr;ovided .. ~I)s~ction '.222
mg,caner LIt. call forwarding, and of the Communications Act of 1934. as
certain centrex features. amended. a telecomnurhieatiohscar-

(0) A telecommunications .carrier rier may o~yusei disclose, or p:rmit
. may use. disclose, or permit access to. access to its customer's individually
. CPNI to protect the rights or property identifiable ePNI subject to opt-in ap

of the carrier. or to protect users of provaL
those services and other carriers from 167 FR 59212, Sept. 20, 200~, as amended at 12

FR 31962. June 8. Z007]
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§64.200B

allportionsofthenotliication.must .be
translated. int:o thatlanguage .•.......

(7),4. carrier may .stateintheno~ifi.
cationth8:tthecustomer'sap?roval .• tq
useCPNImayenhEincethecarrier's
ability to offer products. (ffid services
milored to.thecustom~r'sneeds,.A cat
rieralso .1Jla,Y state.irl thenotifica.tion .,
thati:t;.ma,ybe 'con;?elledto disclose
CBNltoaily person upon .affLnnative
yvritteprequest. by the CUS1:0ITIer, .....•...
(8)iAcarri~Lmayn?tindudein ..the

notification any stateme:t1tattempting
to;mc:ourage .• a 'Custornertq . freeze
thi\Q"parryaccesstoCPNI, ' ,

(91 'IJle nOtification 1'nust, st.ate •that
any approval, ordeniaJpf .• approval for
t1':le use of CPNI outside of .the service
to ." JNl-licbthe .cuSto·met .. already .. sub
scribes from that carrier is valid until
thecusi:?mera.ffirmatively re"'Okes ar
lim~ts"sl1chappro:Valordeniali '

(1p),6.,,'tel~cpmrnunicatiol,1.S ,.·caITi~~'s

~al~cit.atior f~t.appr,ovalrrl:ustbe .• proxi~
trla~et9the 'n0tification oIa C1.15-

tomer'sCPNIrights., ...•....•.. '....•...
(d) J'V0~iceRequi:remenrs. Specific to Dpt

Out:J#telecomrnUllications. carrier
mustPt~\1i~e '. Ilotification·i:9abtain
qpt.outappraval~hT"Clughelec:tr0n.icor

written.·metpods,but pot..by oral com.;
munication(exceptas . provided .'. in
parag;raph(f)of~ss,ectiOn.};The cOn
:t;ents;.9f .ally.such,.notificati0rl .. must
comply-withf;he.ri.equirements •of.para·
grapl1"'(c} of thiS. section:i"i. ···i " i·,..·...•.

< (lOlCEirti!:!'s mus.tVv'ait.a30~daymin"
irnurnperiod .oJtirp.e after giving . CU8·

pamer's ·I1qticeand.anapp()rtuni~ to
opt..out,befqreassuming ..customerap
provaL't:ouse, disclose,or-permitaccess
tqgPNLAcarr.iermay; ilf its di~cre

t~o1'l!Jlro,:,id~\forEi.. lon.ger .period, .•.• Cq.r..
rier~nltl.S~notifyc1Jstom~rsast9 the
applicabl~·.waitin~pedod.. ,· for .a '.. re·
sporlfe'~fore apprCl"ali~ .·assum/?d.m·lrlth~case/ofanelect.ronic farm
oLnotification,the waiting period shall
begit:)t9.fUlifromthe dat~.orlvvhich

be com,. thenoti~icatioT1was~ent:and
be.mis" (iij Ipthecase ·o.fnotification .. by

maitthe waiting period .shall begin 'to
run on the third day follOWing the date
that the notification was mailed.' .

(2) Garriersusing the opt-out mecha
nism must· provide notices to their cus
tomer;sev.ery .. twoyearsi

(3) Telecommurncattons carriersthGft
use e~!T1ailto provide opt~out notices

Federal Communications Commission

*64..:2008 .Notice .. required,forn.se .of
customer .·proprietary network in·

'. formation..

(a) Nofliicadon, .' Ge~erally.(l). Prior 1:0' .
any solicitation. for customer approval,
a ..telecomrilUnicati~~'Can:ier ..•. must
PI'qvid!:notificationtotnef~stom~r~f
the cust~mer's righttC) restri~t.use of,

dis.Cl,.. O..s.,.ur.:..e'. O.f..".. ·,.· cm,,d.. a.. c'ces..•.....s..........•.....:,....•.t........•..o..:,..:....•............ '.'tha.t .c.. us...•tomer's ·CPNl. .. "" ·•..·.. ·· •. ·.1
(4y ... Aitelecomrnunications . carrier

rnust1'naintainrecorcis0f· ·notificB:tion.,'
'Nhether.·.Clt"al,.•..writteno~ .. ~lect:~o~iC, •. for
at least one .Year. .....\.\ ....

(b)·.lndividual ..• notiC::!:'t;o.ctlstqmer$
rnus~be,'provided.When sohciti~gap.

prov.'w: t.:o·..•.•.u5e,d1.'s..c..105e.}.•..•...o: r ,pe,.r..•......••rn............•.•..:.••....l,•.·t a c.c.eS15.·tocustomers'·CPNL··:.····.
(Q)C9Tltent. ofNotice,Cust9rnernetm.

cation1'nustpr()yidesuffi,?ien.tmf0!"ma.
tion,tp<enablethe<customertomaKean
irlf0pnedCiecision..,.~.~q .,,«het:her t9per
rnitaca.rr.~~r'totlSe,disc1ose, orpen}li~
acces,s,.to,.the.,ctiS1:oi-rl.er's.·.CPNI.,

(l:)TI1enotificationmust S1:ate that
thecustomerh~arigh't,andthe car·
rier hasaduty,uI1der federal law, to

. protectth~sorificlenti~lityofCPNl')
(ZYThe·. notifica1:ioPrnust .r='pecif)r ~he

.grpesofirif°frnatl:onthatconstitute
CPNI.aTldihespecific.entities.thatVfiIl
rece~y~theCPNI,.describ~the.ptrpposes

for .which·.CPNlwillbe.t1~ed,and . in,
.fOnnthei;ustornetqfJu:; orherrigh't.
t;p·disCl:PPt9vethoset.lSe~,ap.qtlep.rxqr
Wi'thdravi~c.S~SSJ:Q....CF'l'NI.at·•••a.I1,.~· ..tim~··i

(3)T:henotificatior\ mUSt.a~vise.tb!:
custom~rof.th~•. precise steps the .C145~
tomermusttcik:e iIl.,orderto gra,ntor
deny access to c;PNI, a,ndmust clearly
stat~ thatadeni'alofCipproval will net
affe%theprovisiqn QfaI1Y 's~ryilce5tq

which •the .·.ctlstClmersubsc;rJb~~, .. How;
ever, ..carriers ·.mayprqvide ...a .brief
sta1:eI!l.ent., in91ear and neutral .1aI1,..
guage\ ...•. describing. •consegl.lence$. di ~.,
rectly resulting from the .lack .ofacces~
to·CPNI.
(4)Th~ notificatIon ·.·.·!nllst

prehensible andrnustn,o.t
leading.

(5) Ifwritten notification is provided,
the'notice must be clearly legible, use
sufficiently large .type, and be placed in
an area so as to be readily apparent to
a customer,

(6) If any portion of a notmcatiollis
translated into another language, then
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Federal Communications Commission §.64.2010

§64..201Q Safeguards ()n. the· disclosure
·of customer proprietary network
information.· .. .

(a) 5afeguardingCPNI. Telecommuni
cations carriers must take reasonable
measures to discover and protect
agains't: attempts to gain unauthorized
access ··to ·CPNI. Telecommunications
carriers must properly authenticate a
pus'Comerpriof"Co displosing CPNl
based on .. customer-in.itia1:ed .• telephone

'com:act,oriline accountaccess,'oran
in,;5torevisit.

(b). Telephone. access·· .. to CPNI. Tele-
communications.carrie'fsmay onlydis~

close call .. detail·· information .·overthe
'Celephone, .based .oncustomer·initiated
telephone contact, tfthecustomer first
provicies.· the. carrier with.,a ... passw?rd,
as described in paragraph (e) of this
section, .. that· is not .promp"Ced by the
catTier aslcing for .readily availabl~ bip
graphicalinformatiop"qr .account .in
formation.If ... theclls't0rner . does DOt:

provide a ·Fas~ord.tl1e·.telecommun~~'
taf:ions carrier mayonl',)! d.isclose ·c<111
detail information .by sending itta the
.customer's address of record,orpy
calling thecustome~.atthe "Celephone
number of record.. <1f'thecusromer is
able to provide call detail Jmormat:ion
to the telecommunications. carrierdllf
in~.a .. customef~initia'ted ·call .. with0t1t
the telecommunicationscarri~r's.·as,.
sistance.. then the "Celecornrnunication;s
carrier isperrnittedt9 ,diSCUSS, tne .call
detaiIini0rrne.tiop providedJ:~~thecus~ .
tomer., <.. .. . .•. ....

(Q) .. Onlineaccess ,to· CPNL tele-
communications carriermustauthen
ticat~.acustomer Without'theuse?f
readilV available biographicalinforma~

tion, ..'pr··account.information'flrior .t,Q
~llowingthecustomeronl~neaccess. to
CP~l'ela1:edtoateleqommunications
~e!"\liceaccount. OncE;!authenticateci,
the .ctlStomerroay only.·obtain. online
access to CPNI relatedto;8,· t.ele-
communicationS service account
throughapassword,as descri:b~d in
paragrapb. (e) .of .tl1is .section. tha.t is
notprompted by the carrier asking for
readily available biographical informa~

tion, or account information.
. (d) In-store access to CPNI. A tele~

communications carrier may disclose
CPNI to a cus"Comer who, at a carrier's .
retail location, first presents to the
telecommunicatiorts carrier or its

with the rules inthis suboart fpr out,
hound .marketing .sltuatio~andmain~
tain records of carriercompUancefor· a
minimum period of one year.Specifi
cally, sales personnel must· obr.ain su-
pervisoryapproval ofany proposed out
bound marke"Cingrequestforcustomer
?,pproval·

(e}A ·.telecommunicatiorl$ ..... cartier
. musthavean officer,asanag.entofthe

carrtet, sign. and file with the Cornmis
sionacompliance .. certificateqn.·. arl an'
nual basis,. The officer must state in
the certifica.tion that he orshe has pep
sona.1ip1owledgethatthe .company .• nas
established operatingproceduresth:at
are~deCJuatE: .. to . ensure compliance .
withtherulesinthissuboart. The car
rier must provide ·astat~mentaccorn
panying the certificate explaining how
its operating procedures •ensure that it
is Qris'!10tin . cornpliaIlceWiththe

. rule~ inthissubpart.Jnaddition,t;.he
carr-rer mustincludean e"planiltion Of
aI}yactlonstClken againstdata brokers
and a summary of all customer com
plaints received in the past .. year con
cerningthe ,unau"Chori~ed '.• release of
GPNLThisfHirtgmusthemadeannu"
a11.ywiththeEnfprcement .. Bureau ·.on
or before •.. Ma.rchl ..·.in.EB Dp?ketNo,.Op...
36!for datap~rt.ainingtotheprevious
calendaryear.

(f) Carriers>ffiustprovidewrittenno"
ticeWithinf~V'e.business.da~to th.~
Commission.·.. ofanyinsfancewhere the
opt~out mechanismsdono'fworkprop
erly, tosuch.adegree tha:c consumers'
inability. to opt-out. is more thanal1
anomaly.

mThenotlce shall be in the form of
a letter, and shall include the carrier's
name,<a.. d:script~qn.,of the .Ophout·
mechanism(s) .. used, 'the .problem(s) .ex,
perienced, .the retrl.!=dyproposed ... ami
when. it .will .. be/was .. implemented.
whether the relevant .state commis
sion{$)has been notified and whether it
has taken any action, a CORY .qf the no·
tice provided to customers. and contact
information.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

I63FR 20338, A.pr. 24. 1998,asamended at 64
FR 53264. Oct, 1. 1999: 67 FR 59213, Sept.ZOi
2002: 72 FR31962.. June E, 2007]
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agent a valid phcn:o ID matching the
customer 'saccount information.

(e) .Establishment. ola .Password and
Back.up Authentication Methoqs for Lost
Of· Forgotten. Passwords. To •••. establish·a
password,atelecommunicationscar
rier must.authe!1ticatethe customer
withoutth~useorreadiljlavailable hi
ograpl1ica.l.iI1formation,. ora.ccount.· in
formation. •'!.elecommtlrlicat.ions ..car~
rie~smaycreatea'.back~up . customer
authentication method in the event of
a los,!: or forgotten password, hut· such
back.l..l.p ..••. . customer ..• authentication

. .method may not pr01npt the customer
for readilyavail~bl~bio~aphicalinfor
mation, or. accountinformat.ion.; .If .a
cuStomer cannot •provide •. the .CQrrec'P
password or . the correct .' response Jar
the. back.up .. customerauthenticatiom
method,ti1e·.customer mustestablisba
new,passy..r0rdas describ7dinthispara
graph'i ..•..•..••.•..•.••.•....•• •. i·.··•... .•.....;.<; ••••.••......••..•...••...••...•.•

(f);. ·NotificationpTaccquptchanges.
TelepoI11ITlunica.Fiq!7cartierp.n:ltlst. I'l.(}
tify .cl..l.st0p"l.erSiffirI1ediately .' whenever
apassword,customer re9ponsetoa
back-u,p .me¥15 ..• of . authentication for
lost or fprgottenpasswords, onlineac
count..oraddressofrecorci .is created or
changed. This nptificatipnis not re
.quired'Nh~n. .the custom~rinitiates

serv1c!,:, .. inc1udingithe .• selection .••. of a.
passw.orclat.sel:"Vic~ initiation...Thi9no~
tificati?n .maytJ~ ... through a carrier- ..
originateqvoicemail.'ortextrnessage
to .tht:tel~phonen\,lrnberpf·r~c?rd,or·.

byrp.ail tQthe. addresspf record. and
.rTlust .. notn~vealthechanged .ir1f0rma,.
tionQrh~sentto the newaccQuntin.
formation.

(g) .Business customer exemption. Tele
communications carriers ··may· .bind
themselves . contractually .. to .• authen..
ticationregimes other' than those de..
scribed in this section for services they
proVide .tb· .their bus.ines!> customers
that. hCiye ... both a . dedicated account
representative and a contract that spe.
cifically addresses the carriers 'protec
tionofCPNl.

[72 FR31962.. JurieB.2007]

§ 64.2011 :Notification of customer pro
prie~rnetwork:Uiformationsecu·
rii;y breache.s.

(a) A' telecommunications carrier
shall notify law enforcement of a
breach of its customen;'CPN1 as pro-

47 CFRCh.1 (1~1--o8 Edition)

vided in this section. The carrier shan
not notify its customers ordisc1ose the
breach publicly, whether voluntarily or
under state 0rloca1 law or these rules.
until it. h<3.Scompietedthe process of
notifying law ·.enforcement pursuant
par~graph{Q)ofthissectio.n..

(0) As soonaspractic~b le.andinno
event later thansevenr?) •business
days, after reCiSona.01e· determirl.ation .of
the .. breach, .. the ·telec0m.I11unications
carriElI" shallelectronical}ynotifythe
UniteciStates Secret .. Servic~.(USSS.)
~ndtheFederalBureauof In"estiga~

tioTI. (F13I)througb a central reporting
facility. The Oornrriis~iOTI\Uill mainta:in
a link tq th~rflPortingfadkey at http://
www.fcc.govleb/cpni.

(1) .Notwithsr.andinganystate law.to
thecont:rar.y, the carrier shaH not no
tify cust:mners .ordisdose tQe breach to
the public untl17 fUllbusinessdays
havepas.~eq.. after .·l1otifica.tiol1tQ .th~

lJSSSancl .... tneFBlexceptaspr?Vided
in .. paragraph$(l;l}(~)ian.di(p)(~) .···qf•this
section·' <i. ...•••....'. ..•. ..•

(Z) IfthecarrierbeUevesthat there is
an extraordinarily .urgent need to no-.
tify any class >dfaffec:ted. cust0rriers
sooner •.. than. otherwise .allowed .under
paragra.phi(blU) oft.hissection, in
order .. 1:0 avoid immediate .and .irrep,.
arapleharm,ifshallsoindicate in. its.
notification antlrnay proceed to irnme~

diately .notify its.affecteqcust?I11ers
only ••'afterconsilltation.\-'{itrltherel
~van't: investigi3.ting .a~erlqy. The carrier
shall cooperate withthe.releval'lt.in
ve9tigatingagen,?,'.s·. request· 1:p .. mini
mizeany adverse .~ff€lctsOf suchcus
tomer notificaticln.. ' .•....

(9) If the relevant investigating aeren
cy determinesthatpublic.disc1osur.e or
notice .1:0 customers would impede or
comprornise an ongoing .or potential
criminal investigatiop ..• or .. national. se
curity. suchagency maR' direct the car
rier not to so. disclose ·ornotifyfor an
initial peri(J~oftlpto 30 dCiYS. Such pe
riod maybeenend.edby the agency as
reasonablynecessar;yinthe judgment
of the .. agency.. Ifsuch direction is
given, the agency shall. notify the car·
tier when it appears that public disClc
sure 0.1' notice t.o affected customers
will no longer impede or comprorriise a
criminal investigation .or national se~

curity. The agency shall provide in
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