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CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 16, 2011

Name of company: Mobile Communications Services

Licensee's FRN: 0003733631

Name of signatory: David English

Title of signatory: President

I, David English, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket.No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauth . d release of CPNI



MOBILE COMMUNICATIONS SERVICES
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
port~bles) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even th?t the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPN I will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47C.~:R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company witl provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.
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provided.using InternetWeb sites. Csuch
as travel. reservation services or mort".
gage lending services) ,whether or not
such'servicesmayotheiVVise be consid".
eredto he information services.mLocal exchange carrier (LEC); The
tenn"localexchangecarrier (LEC)"
has tn:e.samemeaning giventosucn
tern'l· insectiofl3 (26)··qf the Commu"
ni.cations .. Actof·1934, as.amendet;l., 47
U.S .e. '·.153(26).

(k) Dpr-inapprovaJ.The term "opt-in
?-pproval"refersto ··Ci .... methodfofob
taining~us~qmerconsent.to useidis
close.' orperrn.itac;:cess .1:0 the. cus
tomer·s ....·.·c:PN1, .. ThiEi. apprcrval .. met.hod
l"equiresthat the carrier obtain.frorn
the custgmer affirmative, express' con·
sent allowing the <requeste(:\ CPNT
usage,disclosl.h'.e. ,'01" .access . after .th.e
custo111Elr .is'prpvided appropriate ·noti-

,Hcation. of .thecarrier'sreques't .can·
siste.rrswtth.thereqp.is~n:entssetforth
in this SUbpCl;rt. ..•• ....; .•.•..•...........•....•..•....•.•. ' ...• . ..........•.' ."

mC2p.t..oLltapproval. .±he .··tenn"opt..
out. approval" refers to a .rnethoqfor
obtainingcust0rrter' consent to 'use, dis
close,orpermi't;:. access1:q the cus
tomer'sC'flNL tJnd~r .this . approval
rnethod.acustomeris. deemed to have
consent~Citqtheus~,disclosure~()rac..
cess to the customer'sCPNlifthecus.- '
tomer has •.failed.toot>jeet thereno '¥lith
i:l1thewaiting . period describ~cl 111'

.§64.2008(d)(1jattElrthecustomer i~ pro·
vided .. app~?priate.notificatiorl.·pf. the
car'rier1srequestfqr,.·consen.tco:nsistent
with the rules inthissubparr.,

(rn) R,eadilyavallable biographical in
[ormation, "Readily .. available bio~

. graprdcal infol:"mation". is .'. information
drawn fro~.thecustorrier's life.history
andilicludessuch' thinps as tl'1l:CUS
tomer's.s~cial.securitynumber,. '01" the
last four digits ·qfthatnumber.: moth
er'smaider'lname; horne address; or
date of birth,

(n) .. Subscr1b~r. list information. (SLJ).
The term '!suoscriber list information
(SLlj"has the same. meaning .given to
such terrrt in section ZZZ{h){~).of the
Communications Act of 1934., as amend-
ed, 47 U.S.C. ZZ2(h)(3).

(0) Telecommunicationscamer or' car
rier. The terms "telecommunications
carrier" or "carrier"shaU have the
same meaning as set forth in section
3(44) of the Communications Act of
1934, as amended, 47 U.S.C. 153(44). For

§64.2005

the purposes of this subpart, the term
"telecommunicationscartier"or . 'car
rier"shall include an entity tha1: pro
vides' .interconnected' VoIPservice, .as
thatterrn is defined m section 9.3 of
these niles. .

(p)···.··TeJecommunications .service, The
term .. ·'telec~mmunications. service"
has the-same meanmg givep to such
t~rni lnsetticm3(4Q) of theCornmu..
nicationsAct: 'of.193~,asam~nded,•47
1.LS .8.;153(116).
, ··lq) .. Tejephonenumber .of !"ecora.]ne
telephone number associated with the
underl~ngservic¢.. not .the telephone
ilUmpersuppliEld .E!E·acUS1:0mer's .. 'cop
taetirtfprmation:"

WJVaJid photo ID, A "valid photo 110"
is .a·.gove:rnment-issuecimeans of .p.er~

spnal' id.entification with a photograph
sUG}j asa driver's license, passport, or
compl:l.rcro1e IDthat is not e:lq)iret;l..

172prf3196J.• Junell,2007l "

*64~2005DBeofcwitOm~r'Proprietary
netw,ork' i.n:formationwithol1t.eus·
tomerapprova4

{a} An)' .' telecommunications carrier
may. use. disclose, or permit access' 1:0
c:P~lforthepurposeof proViding or
ma,l"ketings~rviceofferingsamongth~

categories of serviceILe~~ local,inter".
exchange,andCMR~l)towhich the cus·
tOIDElF already subscribes from the
same carrie;.. wifhoutcustomerap"
proya.:L, .... <' ..•....• '.' .. ......•• .....'

(l) Jf .... ·~.telecpmrnunication~carrier
provid~s .differentcategorieso'fservice,
and a ·... customer subscribe~~pi.more
than one.category ofservice· offered by
the "catrier.the carrieriSpermittea to
shareCPNIamong the carrier'saffili
ate.dentitles thatprovid,.ea service of.
feringno fhecustomer.

(Z)1f 'atelecornrnunicationS carrier
prpVides .•differentcategorie~C)fseI"Vice~
butacus1:omerdoes noi: .suo.scribe.to
more than oneofferir;g py the carrier,
th~ caTer. is notpennittedtoshare
CPNI with its a.f'filia,tes, except as pro·
videa in§~4,Z007 (b);

(b) A telecommunications .carri.er
may not use, disclose. or permit access
to CPNl1:o market toa customer serv
ice offerings that are within a category .
of service to which the subscriber does
not already subscribe from that car
rier, unless that carrier has customer
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§&t200'7 47 CFR Ch. I (l0-1-08 Edition)

approval to do so, except as described fraudulent, abusive, or unlawful use of,
in paragraph Cc) of this section, or subscription t.o,such services,

el} A wireless provider may use, dis~. [63 FR 20338, Aor. 24, .1998, as amended at 64
close. orpermit accesstoCPMl derived FR 53Z6A.Oct..'1,1999~67 FR59Z11, Sept. 20,
from its·. provisiondf CMRS ,without 2002; n FR 31962, JuneS, 200'71

customeri3-pprbvalJfortheprovisidnof~64.207 A: .a.L .' .. df ... . .. f
-·__ :':C.·PE-· .. and: .·information$e!"Viee{s),-·A-~--! ..............O___ ..:PP!'()y.__.~g:t!-1:r::~ .. _(.)!'U§.~.o_. .. ... .. .... ..... ..<. ... '. ..cm.stomerpropnetarynetwprk m·

wlrelm~carnermay use~ ... dlscloseor formatipD..
permitaccessto CPNI derived fromits .... •......... '.. .. .... ,.. .. ...'
provision of local exchange Service or . (a) A ..telecommum::atlD!1~ c~rner
; ... . .... .. ... ... ..... . ....; .... . . . ..... .. . may obtmnapproval ·through wntten,
mterexchange servlC:e, .. 'W1tho~~ cus- oral or electronic methods,
tamer approval. .. for.thew·ovlsIO:pof . mA telecommunications carrier re·
CPEaTl.dca.ll~swermg,.VOlc:e .. m~11. Of lying oporal approval sha1~bear the
mes~agmg,vOlcestorage and. retrIeval burden of demonstrating .that such ap
servlces,fax s:core .and forward, and proval hasbeengiven< incomp.Iianc~
protocol conversion. with the Commission's rules in this

(2) A telecommunications carrier part.
may not use,disclose orpermitaccess . (2) Approvalordisapprova.l to use,
to CPNI 'to identify .Of track\. customers disclose, or permit . access to a .eus
that call Gompeting se1"Viceprqviders. tomer's. CPNlobtaineci . [:)y'. a tele
For example, aJocalexchangecarrier communications carrier must remain
ma), .. not us~ localserviYF! CPNl tpi~e,ffectl.1I1tilthecusto~errevokes or
trac~... aH·.. cus~(:nners .that· . call . local hr:uts suchapprov81 or dlsapp~.ovaL
service competitors. .. .. . . ..($) A .telefornmunica.tionscarrier

(0) A telecomrnunication~ .carrier ITlUst .mamtaln;recordsofa.pp~oval.
may use disdoseor permit access to whether oraLwrlttenor electromc, for

......•... '. . '.' ,. .. •. ..•. ..• ...". at leastoneyea.r.
CPNI: wl~hout.customerapproMal, .as . (b) Use ofOpt~Ourand Opt.ii1 Ap
descnbedmthlspara~ap~ (c). . .,. provalPtocesses.Atelecommunications

(1) ... A .t71eco1Tlmunlcatl~ns .. carner carriermi3-Y,. subject to ... opt~out ap
may use, .~Isdose, or perrrn.t access to prova1oroPt-inapprova.l,use~itscus
CPNJ,•. withoutcustome:rapproval. i~ tomer's .individually identifiable QPNI
its. provisiopofinside wiring. installa~ for the. purpos~9fmar:ketingcommu
tion, maintenance, and n:pairservices, nications.~relatedsE!rvices.to that cus~

(2)GMRSproviders may'us~,disc1ose, tomer. A ..telecommunications .carrier
or pern'litaccesstoCPNI fqr'tt1epur~ ffia,y,subj ec! toqptfoutapprov81or
pose .. of .conciuctingresearch. .OI'l .th~opt.in8;pproval,discloseits customer's

.healtheffectsofCMRS. ..... .. ....• .. ... ..... .. ..... . indi¥iriually identifiable GPN1, Jor the
(a) ·LECs, .CMRSprovider~,and .enti.PUrpOSE;Of rn,arketingcornmunications-

. ti~~ thatprovid€' interconnect:ed VolP :elated servICes, to th.a~ cust:omer. to
service as tha't. term is defirIed ipSe.S Itsa.geI'ltsandlts. afflhatesfhatpro.
of this chapter, may use CPNI,without vide communic~tior:s.related.services ..
customer approve:ij, to market services A i telecoJ?mumcatlOns carne:- .; may
formerly known as ·adjunct;.to~basicalso permIt sucbpersonsor entitles to
services such as but not limited toobtamaccess to such CPMI ~or such

•.. " ..... ' .. '.. ..... ... ... ..•.... ...• I purposes. Except foruseanddlSclosure
speeddi~hng,computer-pr~vld~ddIrec- ofCPNlthati:s perrnittedwithout cus-
tory, asSIstance, ...c~l .. monItormg, call ,. .. tomer. approvaJunder.section.§64.2005,
ttacm~,~al1blockmg,... ~aJ;1 return,~~- or that isdescrlbedin thisparagr;;tph,
?eatdiahng, call tracking, c~ll wa.l~- tlrasotherwi~eprovidedin section ZZ2
mg; caller 1.D•. oa11 forwarding, and of theCommurucations Act of 1934. as
certain centrex features. ... . .. amended, a telecornmuhicationscar-

(d) A telecommunications carrier rier may only use; disclose, or permit
. may use, disclose, or perrnitaccess to access to its customer's individually

CPNI to protect the nghtsor property identifiable CPNI subject to opt~inap

of the carrier, or to protect users of provaL
those services and other carriers from 167 FR 59212. Sept.. 20,2002, as amended at n

FR 31962, June 8.2.007J

326



32,7



328



Federal Communications CommisSion

§64..201P Safeguards on .th(\·. discloS'tlI"e
ofcustome:r .proprietar'ynetwork
information. . .

(a) Safeguarding CPN1. Telecomrnuni
cations carriers must take reasonable
measures to discover .' and protect
against .attempts to .gaitl unauth0J:'ized
access··toCPN:!:;Telecommunicatior.;S
carriers. must properly authenticate a
CUS1:orner ... priorto .. disglosingCPNT
based on '. custom~r"initiatedtel~phone

'com:act, online accoUnt 'access, "bra11
in-store visit. •••..... .' ...'

(b) ...• Telephone .accesstp.· CPNr.Tel~~
commun.ication.s:carrj,ersmay only di?
clase.·(Zalldetail·· tnforrnationo\ier'the
telephone,.· baseO .on 'customer"initiated
telephom: contact, .. if the customer first
proVides the carrier with a .password,
as described~n paragraph (e) of thiS
section, ••• that· is .not .prompted by the
carrier aslcingforreadily available biq~

graphical information, or .account in
formatip~. If'. thecus't.D~erdoesnot
provide a 'pasSVfqrd,the t~lecomrnJJ.ni~
cations carTier. may .only .disdose. 'call
detail information. by sending.it tathe
.customer's .... address .. of .. rec.ord•. othy
calling. the customer •. atthetelephone
n"7mb~rof.• recorcl;J.f .the .customer. is
abletp•.·provide .. call detaU·... inforrr1a,tion
to the telecommunications carrierdur~

in~. a. customer~initiCited.. callwithout
thete}ecommunicationscaIT~E!r's.. as"
sistance,. then the..t:elecomrnunication~
carri~r is permitted to discuss the .call
detailinforrnationprovidedt>ythecus ..
tomel.... ·.. ·..... ·.. ". ..•........... ..' ..•.

(q)Onlineaccess .to .CF-'NI.A tele
.comml.1!licationscarrier must .authen
ticate a customer without; the use of
feadi~Y' .. ciVailable .biqgraphicalinforma
tion,. praccountinforrnation, . prior .~D
al1owingthecustomEl~onlineaccessro
CPNIrela1:edtoatelecommunications
serv'iceaccount.·.Onc~authenticatecil
thecustomermay.onlybbta.in online
accesstbCPNI'related to·;a tele"
communications' . service account
throughapassword"asdescribe9 '. in
paragrapb(e)ofti1is settion, that is
not prompted by the carrier asking lor
readily available biographical infonna
tion, or account information.
. (d) In,..store access to CPNI. A tele

communications carrier .may disclose
CPNI to' a customer who, ata carrier's .
retail location. first pr.esents to the
telecomrrtunications carrier or its

withthe rules in. this suboart fOfaut
bound. marketing .situations. and .main
tain records of carrier compliance for a
mimmum period of •one ... year, ...Specifi
cally, sales personnel must ·obt.ainsu
pervisory approvaJ ofany proposed .out~
hound .mar~eting request. forcust.0rner
approvaL. . .
(~)A. ·.telecornmunications .carrier

rnusthave an officer,asanagentofthe
carrie!.', sigpiand file with the. Cpmmis
siona compIiance certificatepn.anan,
nual basis~The.officermuststatein

the certificationthatrworshehaspef.
sona.Ii<n0wlecigethatthecornpanyhas
establish~d.... operating . procedures that
are . adequate ... to. ensure .. compliance
with the rules in this .subpart~ .The car
rier must proyid:e astatementaccom
panyingthec~rtificate.explaining how
it:soperating.procedures ensure that it
is or isnotincompliancewitrl.the

. rules in thissubpart,Jnaddition,the
.carr-ier. rnus't,inqludean e"planationof.
any actions taken '. againstxiatabrokers
and a .summary of .a11 customer com
plaints:.• received .... in.ti1e ... past yeClfcon,
cernmg '. the. '.unaut.horiz~d .... f.elease '. of
CPN~.Th.isfi1ing ...m~t .. be. made 'ann\j"
al~~ '.' with}h.eEnfq!"cement .Bureau onor before March 1. inEBDocketNo, O()-.
36,for cia'tap~rtainingt()theprevlOus.
calendar year,

(t)Carriers '.' rnust .prpvidewrittenno,
ticewit1"linfiV'~bu~iness.dajf$'tothe
Commissionafanyinstan0'P·where the
opt-out mechanisms 00 not work prop
erIy, tosucl1.adegreetha~t consumers'
inability toopt~out. is. more ilian .a!l'
anomaly,

mThe notice shal1be~ntheformof
alett.er,andsha11 iJ1cluciethecarrier's
name'ia ... d:scription iof •. the .oph014t
mechanism{s)used,t.heproblem(s) 'ex
perienced, .the .rerIledyproposed and

. when it . will belwasimplementeQ,
whether the relevant state commis
sion(~)hasbeen notified and whether it
has taken any action, a copy of the no
tice proviciedto customers., and contact
information.

(2) Such notice must .be submitted
even if the carrier offers ather methods
by which consumers may opt-out.

163FR.20338, Apr. 24. 1998. as amended at 64
FR53264. Oct. 1. 1999: 67 FRS9Z13, Sept. 20,
2002; 72 FR3196Z. June B, 20071
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§64,,2011

agent. a valid photo matching the
customer's account information.

fe)Establishmenr of a Password and
Back-up Authentication Methods for Lost
or· Forgotten. Passwords. To eS1:.abhsha
password,atelecommunicationscar
rier must authenticate the.· customer
Without··th~use.·6freadity.• availablebi
()graphica.linformation, ·OfClCcOUnt .in"
formatio!.'l,. ·.TelecomrnUnicaL:iorv;. .car"
riers .rnay .• cr~ate.8 hack-up . customer
al1thentication method in the event of
a losi:Or Jorgottenpassword, but· such
back~up . customer •. authentication

.. method may not prompt the customer
fpfreadilyavailable biographical infon
mation,.or accou.ntinformat.icm. If a
customer. cannot.· provide. thecorrec.'t'.
password or thecorrectresponseJor
the. back"upcustomer .• authentication
method,$ecust.omer mustes1:.abhsh .~

neWPassvvord .•.asdescribrdin~hisp~r.a ..-
grapPi .••.•. ...•.....•....•...........•..•...••......••...... ;: .i.

(f)Notificationof accoun(changgs:
'Tele90rnmunicati9nSCarrierfi.rn;.rSt.·.n()~
tifycustorners irm;nediately .' whenever
a passwofci,custornerre~ponsetp a
back-uprneC\IlS.of .authenticatiOI1.~or
lost or fprgottenpasswords, onlineac::+
count, or address .·ofrecordiscrea1:.ed· or;
changed, •.. Thisn?tificatic:m .···is . not .• reio

qUired .vvh~nt.he customer. initiates
service,IDcludingthe .selec'tionof .(3,

passwordatservic~ initiation. This no
tificati?n. marrtletprougha .carrier-"
oIi,ginateq v()icemail ..orte~t·rness(3.ge
to th~ 'tel~phon~nl,lrnberQ~'r~c?rd..qr.
by ·.rnai;lt9th~fjddresS9fTecOtd,and

must .. notreveBJthechanged .ipforma~
tionor he sent to the new account in·
formation.

(g) •Bl.1siness customer exernptioI1. Tele
communicatioru; carriers . may •bind
themselves contractually ·toauthen~
tication regimes other· than ·those. de
scribed in this section for services they
provide to their business customers
that have both a dedicateclaccount
representative and a contraetthat spe~

cifically addresses the .carriers 'protec
tionof CPNI.

172 FR,.31962,. Junet,Z007j

§64.2011. Notification of customer pro
prie~rnetwork information secu
rity breaches.

(a) A' telecommunications carrier
shall .notify law enforcement· of a
breach of its custornerS'CPNI as pro-

47 CFR .Ch.l 00-1-08 Edition)

vicied in this sectioh. The carrier shall
not notifyi~ customers or disclose the
breachpublitly, whether voluntarily or
under state or local law or .these rules.
until it has completed the process of
notifying lawenf'orcement pursuant
Far~graph•(p) .ofthissecti?n.

(b) >~s()on ·..~.practicable,and <in no
event. laterFhanseven (1)business
dalfs .. after rea.s0na.ble.determinationof
thebr~ach; .the ·.. 'telecmTI.rnunications
carrier shall .. elec1:ronicalJy.notify .the
United States Secret: . Service (USSS)
ano.thefedera.lBureauof In'Vestiga~

tion (FBI) ttl-rougb a central r~porting
facility: The Corrmiisstol1'V,'iIlmaint8:in
a link to the. rgporting facihryat http://
www.fcc.gov/eb/cpni.

(1) Notwithstanding anystat.e law to
the contrarY' the carrier shall not no
tifycustolTler? ?r disclose .the breach. 1:0
tbe ...·.publi~u!1tl.t7 .£ul'1business •.• oays
¥avepas.~eq. after. !1otif~ca.tiaI1tQ.th~
'lJSSS.·and ...•the.FBl~xcep'tas •Rr9vided

t Il P.ar..••.a..gra.. p.•..•.. hs.•.•.....•.•••.•..(.•.b...•..J.. (..•..z..•••...' .•.•...•.•..•.....iaP.....•..•..•..•,••...•..d.•..•.....•....·..•....(b.•.) (~.J.•...•·0.•...... ft.h.•.1Ssection,'»>.. .•• .• • .
(Z) IftbecarrierbgHeves that there is

an .extraordinarilyurgelT(:,peecl .to no
t.ify any·. clasSiPf .. affect.eci ..customers
sooner thaIl0theN/ise. allowed tmder
paragr~Pb .(b) U) .qf this section, .. in
order .. toavoid.immediate .and .• irrep
arable. harm,.itshaUsoiindicate in. its
notificatiOTIaIldrnay .proceedto imrne~
diately notify its.affect.ec:l,customers
on.1y .• a.fte\"Fons;.rltatioI1.Wiftl •••. the ·... rel
evantipvestigCltiI1gageTlP¥' The ca.rrier
shallc9operat:e'Wit~. the Tele\larl.~in~
vestigat,ingagency's ·regues~ to .Ttiini~

mizeany advers~ eff~cts of .S\.tcpcusio

tamer notificatiQI"l.." •.•....
(3)Jf the relevant investigating agen

cy determines that public disclosure or
notice.1'.o. custorners •would .. impede .. or
compromise an ongoing .or pot.ential
criminal investigati0Ilor .national se
curity. sucbagencyma:y direct the car
rier nat to so disclose or notify for an
initial peripdofup, to 3D dqys. SuCh pe
riod mC3;ybee~endedbyth~agencyas
reasona.blynecessar;yinthe judgmenF
of the agency. Ifsucb direction is
given, the agency shall. notify the car
rier when it .appears that public disclo
sure or notice ·to affected customers
will no longer impede or cornpromise a.
crimimil .. investigation . or. national se
curity. The agency sha.ll prOVide in
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