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We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R. §64.2009(e); which certification and required policies are
associated here·with.

If there are any questions regarding this submission, please direct them to undersigned counsel.
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CPNI CERTIFICATION
47 C.F.R. § 64.2009(e)

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Fred Massetti, Jr.

FRN Number: 0004628475

Name of signatory: Fred Massetti, Jr~

Title of signatory: Owner

I, Fred Massetti, Jr., certify that I am the licensee named above, and that I have personal
knowledge that the licensee has established operating procedures that are adequate to ensure
compliance with the Commission's CPNI rules. See 47 C.F.R.§ 64.2001 et seq. See, also, CC
Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the licensee's
procedures to ensure that it is in compliance with the requirements set forth in section 64.2001 et
seq. of the Commission's rules.

The licensee has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the licensee does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The licensee did not receive any custolner complaint in the past year concerning the
unauthorized release of CPNI

Signed #11~A~~~ ]



FRED MASSETTI, JR., INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 e.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the Fee.

11. Any use of ePNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its ePNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.
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provided using Interne't Web sites (suth
as .travel reservation services or. mort­
gage ·.·lending. services), '. whether Of not
suchservicesmayothervvise .be consid­
eredto be information services.

(j) Locafexchangecarrier (LEe); The
term ."local exchange .carriep(LEC)"
has the same meaning .given to .such·

. term in section 3(26) qfthe Commu;.
nications .Act of 1934, as .·amended, 47
U,S.C. :15S(26), '.'

(k) Dpt;.in approvaL The tery;n"opt..iri
approval' 'refersto a method forob­
cain.iflg.cus~qmer .consent to .use, dis..
close,orpermi'tac:cesst()t:h~ cus­
t.omer'sCPNI;Thi~,appr8valmethod
requires that the carrierobr.ai1'1frorn
the custqmer affirmative, .express con­
sent allowing .. therequesteqCF'NJ
usage" disclosure,or' accessafcer the
custom~r l.s'provided·appropriate noti-

" ficatio'P ofthecarrier'sreqpes't con-

Si.S,t.e.flt wi.th t.he.•........r e...•....9, u,..·..•...1.·.r.........•...e...•.. m......•....e...•..•...n.........•.ts· ,.s.etforth. in this subpart.. .
(1) 'Opt-0Lttapprovat~. ·Theteq:n

out approval" referstoam~thoC1

obtaining customer consent to 'use,
dose,orpermit .. accessto. tne .. cUs­
tomer'$<CPNl,Under. this approval
method.acustDrneris deemed to have
consent:dtothe...u~e, disclosure.or·ac..
cessta thecustomer'sCPNlifthecus­
tomerhasfaiIeptoobjeet there1:0 y.rith;. .
in the waiting .. period ·described in

.§6i1.2008(d)(1Jaftter1:he.c~tomer.~~prp­
vided .appr?priatenotifica?iop... pr .the
carrier~··s.·reguest··.for.• ·consentcol"1sistent
with the rules .inthissu~part.,

(m) .ReadilyavailablebiographicCil ift­
formation, ",Readily. available biq"
graphical information" . is .information
drawn frPrnthecustomer"s life history
and iI'lcludes suc:h'thJn9$as~1"leCUS­
tomer 's.s~cial .. security number ,or the
last. fou!'.digi!$· qfiliatpurnbet:moth­
er' smaideflname: home address; or
date of birth;

(n) Subscriber list information (SLI).
The .term .'subscribef list information
(SLI) ,'has. thesarrte .meaning given .t.o
such term in section ZZZ{hH3} qfthe
Communications Act of 1934. as amend-
ed, 47 U.S.C. ZZ2(hH3).

(0) Telecommunicatio1JScamer or'car­
rier.· The terms .'telecommunications
carrier" of "carrier"shall have the
same meaning as. set forti'l in section
3(44) of the Comrnunications:4d of
1934, as amended.. 47U.S.C. 153(44). For

§64~2005

the purposes of this subpart. the term
., telecommunications cartier' 'or. ' 'car..
rier' 'shall include an .entity that prcr
vides' .interconnected' VoIPservice,as
fhatterm 'is defined in section 9;S of
these r'l.lles.

(PY ···.·Telecommunications. service, ... The
term "telecommunications service"
haS .ti1e: same meanmggivento .such
t~rm in section 3(46) of the Commu~

I1icationsAcfof 193~,asamended, 47
tLS.C.153{:4:6), < ....• •.....•... ' .•.......•.... '.'

.. Iq) .Telephonenumb(jr .ofrecord.The
telephanenuinber associated with the
t.mderlying sel"'l~ce.no't;thetelephone

pumbersupplied .•.8.9,8 customer's ., cop­
"tact·.infc;rrrnation.' ,

crrVaJidphoto TD. A; "valid photoID,"
is .?J.government-issued. means of .per­
spna.lidentification with a photograph
sUc:h ...as.a ciriver!slicense, .passport. or
compar~bleID'$at is not expired.

172fB,31961.June<8.2067);

§64:20Il5itlee.Qf·CllStOmer ])ropriet~r
network' information withou.t ·cus­
tomerapproval.

(a) Anyhelecomm1.micatiortS carrier
rnayuse,. disclose.prperrni't". access to
CPNfforthe.purposeofproviding .ot
marketing s~rviceofferingsamong.the
categories of service(Le~, local.. inter..
exc::hange,and CN1R~) towhicr:r thecus;.
tamer. alread:y ....• st.tbs·crihes ... from .. the
samecarrier,.·.wi:t:h.0utcustomer·.aF­
prova.t ........•.•...........•.•..•..•...•.....••......

q))J.,·a .. telecornmunicat:ions.carrier
prOVides differentcategor1esof~erYice,
and ..• s,.·... customer.. subsc~lbe?.tp. more
than one category of.serviceoffered by
the·carrier.. the '" carrier .ispermitted to
shareCPNl.amang thec:arri~r'saffi1i­

atedentitiesthatproviq~a.servic.eof-
feringtothecustorrrer, .' .' . . •.

(Z)¥ a telecommunications .carrier
prpvidesdifferentcategorie~ofsel"'Vice,

but ·.·a.customerdoes notsuiJ5cribe .to
morethan~neofferin,gby the carrier,
th~ .carper ". is .. notperrnittedtpshare
ePNI withitsaffili~tes,except as pro­
vided ip§64,ZOQ7(b).

(b) A telecomrnunicationscarrier
may not. use, disclose, or permit.·access
to CPNl "to market toa customer serv­
ice offerings that are within a category
of service to which the subscriber does
not already subscribe. from that car­
rier. unless that carrier has customer
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47 CFR Ch. I (10-1-08 Edition)

fraudulent, abusive, or unlawful llseof.
or subSCription to, such.services.

[63 FR 20338. Apr. 24, 199R,.as amended at &4
FR 53264, Oct. L1999: 67 FR .59211. Sept. ZO;
'Z002: 72 FR3196Z. JuneS,200n

approval to do s0, except as described
in paragraph C¢). of this section;

(1) A wireless provider may use. dis~

close, or permit access to ePNI. derived
from its .provision of CMRS,.··without
customer approval, Jar the provision of

··-':-·'G-.F..B· ..·.·.·.an.a'.• in.fo..'.1".m..•· . at.ion·.ser.-....v.··•. te.·.e.(.5)7..-A..-- .!164..2007 A.pproval :reguired for use of. cust'.0mer pi-oprieta1:'y- netWorK in-
wireline carrier mayuse,.disciase or formation.
permit access 'CO CPNI.derived fral!1.its (a,) A . telecommunications carrier
provision of Jocal e;xchangeservice or may obtairiapproval·thro\.1gh written,
interexchange •. service, .. without cus" oral or electronic methods.
tomerapproval, . forthepr'ovisiQ!'l of (n A telecommunications carrier re.­
CPE 'and callaTlswerin~,Yoic:e mailar lyingClI)oralapprovalsha.11 bear the
messaging, voice storage and retrieval burdenaf demonstrating that sudl ap­
services; fax st:ore.and forvvard, and proval.has beengivenincomp1iance
protocol conversioIL with .the Commission's rules in th.is

(Z) A telecommunications carrier part.
may not uSe., disclose qrpermitaccess (2) J.\pprovalordisapproval to use.
to CPNItoidentifyqrt:rac~customers disclose, otpermit access to acua­
that call competing serviqe providers. tomer's CPNlribtainetl. [:»)1'(1 tene~

Forexarnple.a.lQcaJexqI1angeoarrier cbmmunicationscarrier must remain
may. l10tuse lacalserviqe CPNIto ineffectuntilthecus1:Ornerrevokes ot
t:rack.sl1. custpI11ers that ..'call1oca..l limitssucb.apprpvcUordis<ippr.ovaL
serVicecorripetitol"$. (3,) A· telec;ornmllnica,ti()!lS carrier

(...) A' . l' . . .' . ..' . must maintainl"ecordsorapproval.
q ·.i te ecomrnumcatlons "carner whether oral. written or electronic. for

rnayuse"disclqse, Of permit access to atlaast cmeyea,r.
. CPNI, withoutcustomerapproVal,as (ti) Use of Opt-Out and Opt-.ln Ap-

described in this .paragraph (0). provaJ Ptocesses.A.telecommunications
(1) A. telecommunications "carrier carrier . may, '. subJect .. to .apt-outap­

rnayuse, disclose, or permitacoess to prova..loropt-inapproval, 'Use .itscus­
CPNl. withoutcustomerapprovc!.1, ~ tomer's individuallyidentifia.bte Q?NI
its provision or.inside wiring' installa~ for the. purposeqf marketing.'commu'­
tion, rnaintenancE;,andrepaj,.rservices. nicatiqns'-relatedservices to that cus..

(2jC1\iIRSpro"ide.rsmay·us!:,q.isc1ose, tomer. A 'telecommunications carrier
orperrnitaccess1ioCPNJ: forthepur~. rna,y ;su.bject .. tpQr-rc,,:out·.• approval or
pose. of. conducting.•.. reseAI'd:1 .. on 1ihl;~pt"ina,pprova.l,tlisc1oseits .custDm~r'$
health. effects .of CMRS, individually identifiable.'CPN~, .for th~

(3)LECs, .CMRS provid.er~.and enti- purpos~ofmarketingcommunicationS•
. tie,s thatproVid~' interconnected Vor? related services to that customer, to

service as that term is defined in§E,3 itsa,gentsand itsaffiliatesthatpro~
of this chapter, .may··.useCPNI,· without vide communicatio!lS-related .services..
cu.stom.e.r appro.v...al.•. t.0..... m.... \'ll'.... k.·.. e.ts.e.rv.l.·c.es fA ... telecommunications carr'ier .. may
f 1 kn d' b .' alsopennitsLlchpersons or entities to
orrnery ownEl.S <aDunct:'-to-aslC obtain access to such CPNI for such

services, suChes, but not limited to,
purposes, Except for ··.use and .disclosure

speetl dialing,computer-pr()vide9>direc- 'of CPNI thatts permitted without .eus-
tory .assist:ance.,call.rnoI1itQrin~, .. call.. tomer .approva.1under,section§64..2005,
tracing. call' blocking, call return, re- or that is described in this paragraph,
peat dialing; call tracking, call. wait-or asotherwiseprovidedlns~ction2Z2
ing, calletLD., call fqrwardingiarid of the Communications Act of 1934, as
certain centrex· features, amended,8 telecommunications car-

(d) A telecommunications carrier rier may only use. disclose, Of pennit
may use, disclose. or permit access to a.ccessto its customer's individually
CPNI to protect the rights or property identifiable CPNI subj ectto opt-inap­
of the carrier. or to protect users of proval.
those services and other carriers from 167 FR 59212, Sept. 20, 2.002. as amended at 7Z

FR 31962, June 8. 2007J
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§64.200a
...'.: -_ ......•.....,•....•...••................. '..

allp~rJ()nsdfther'lotifica'tionmust be
translated incothatlanguage.

(ZJAcarrierVIay stlite in thenotifi~
cation that the customer's. approva:.lto
useCPNI mayerihancethecarrier' s
abmtyt9~fferproduets and services
x:aUoredtothe c1..lstprner's .n~eds .. A .car..
rieralso ..·.mCiY ..·state in ¢e,..notification
thatit'!11~y b~co~f>elledto disclose
CPNlt0aTlypersorl upon.affirtnat.ive
writtenreqllest.bytpecustorner, ......•...•...

(8) AcarriermCiY nCltindude in the
notificaFioDan:ystCiterne'rltattempting
to. 'epcouragea' c~tomer....tp:freeze
thiq:l~paI1:J'caceesstPCP!'-JT.

(9) ... 'I'hen0t.ifica.tiol1.. rrl1..t.§tStat~ .' that
any approval, ·.or denialpf. approval" ~pr
the use of CPNJoutside.ofthe servIce
towhichthecusto'mer already sub­
scrihesJromthatcarr~erisvalid unt.il
the.customeraff'irrnativelYr'e\Tokes.or
lim·it:.? ,such approval ordenia~f

UP)•...•.;...... 'l:elec~ITlrnul1icatioFls··carri~r's
solicit:Citi0l1.·f9f···CiPproyalIT1ustbe •. prClxi­
mate.to. .the··n0tifiea.tion ·ofa ". eus-
tome~'sCPNI.rights .

(dLNopce RequireIT1~I:lrsSpecific Co Opt­
Out: ...•....At.ele~~rnmunicatioP$ .•.. carrier
mustPToy:ic!.e:notif~eati?n·...to .... obtain
opt.ou~approvali:hrClugh..electronicor
writtenrnetll°ds~butl1a't.bYDralcorn··.
munication(exceptiiS .provided .. i~

paragraph (f)!of tl1is section). The con·
tents: of allY Stlcl} notification must
comply with :·.'th.~.requireI!l~nts.of para­
grCl.pi1(c}of~hisseeti9n..,.': ••........ ".........•. '. ••.... ...•..

··JP9agiersIT,ltlStwait .~30.day 'rIll11"
imurriperiod>oftirne .. aftergiving. eus­
tomepsnoticearld .an.·oppqrtunity to
opt~outbefql"ea.sst:.lmingcustornerap·
provaltotise, disClose,?r permit access
tClCPNLAca.rriermay, .in .itsdiscre­
t~on,provi~€:fora,long~rperiod,.. Cq.r­
rierp·.Il:11lStnoti:f3,c'\lstomers ·as ..·..t~ the
aPBlica§le :waitingpertod. ,for .. 8 ..re·
sporu;e.before approyal isassum,=d.

(1) In .the .case ·ofanelectronic form
pfl10tification,the waitiI"lgperiodshaU
begi~toTunfrom1:he.date 0D Vihieh
thenotificatiqn Was. sent: and

(1i4· Ipth~ ..cas~ofnotification. by
maiL the wl3.itingperiod shall begin to
run on the third day fonowing the date
that the notification was mailed.' .

(2) Carriers using the opt-out mecha­
nism must' provide notices to their cus·
tomers •every. two years.

(3) Telecommumcationscarriers that
use e"mail to provide opt..out notices

§64.2008 .. Notice 'requil"ed;foruse .. of
customer.'proprie~ .• nenvork. in·
f~r.mation.. .......\ .....<

(Cf)NotificatJon, Generally,H) Prior to
anysolicitationforcus't;Clmer approval,
a telecommunications .·.c~er·•. must
:providenotific:atipnto·.t~e.·cus.tom~rof
thecustorner '5 righx. tcrrestl:'ict useef,
d~dosureof'.8?d..acc~sto .t.~at: cus-
tom~r'sCPN~,.. •.......·..1 '

(2) •... A .. telecommunications .. carrier
must.maintain.· records of notificatiqn.
whetheLOr~i~i~tenio~elect~onic,fot
at least ClI1eyecrr,· i ·.·.;i.··/·

(p)..hldividucil •..·noticetClctlSto.mers
rnust ..• be prcwidect •..•Vlhensolicitingap.
provaltouse,disclose,.orper!l"litaccess
to customers 'CPNI,

(c,)Content .•·ofNotJc:e.CuStorner .• notifi.
catioI}l1}t:.lst.prClyide .suffic;:ient .infl:ll"ma.
tiontp,enablethecust.omer'to.malZean
infOnneddecisionasto~hetherto ,per.
rl)itaca.r!jer~Cluse,di~close,ospeqnit

acce~sto,t:hecustom~r's.CPNI,.·
(l) The notification must State . t.h.at

the ··customer.·has aright, and the. car..
rier .has{dury,uflder .. federi:l.l law, '" to
protectth~corifitien~i~lit:yofCPNl.

(2JThenotificatioBtnl.lStspecirythe
types ofinf0rmatiq1'l .that constitute
CPNI and the specific entities mat will
receive the CPN~.d~crib~the.purposes

for.·whiCl't .•...CPNJ:.will.be1'1s~di ...~c1 ... in.
.f0rrTlthecustorIlerof,hisor.her. rifght.
BQ:dis~pprpvet1}ose··uses,anqde.I"lY'°r
wi'thdravy.accesstCJq\1?IIat~~(tlme"

(3) .Th~notif~catiorrmustad.viSe:th~
custom€lrClf.tllepr~cise steps the :Cl.4S~
tomermust take in order to gra,nt. or
denyaccesstoOPNI,iandrnust clearly
stateth.atadenial;ofl3.pprovalwill.not
affecFtheprpvision ·of.a.ny·.sepv.lces to
whic!ltheC]l~tl:lmeI'.·.•st.ibsc:rib~~,.HClW~
ever, .carri(;!rs· •ma,y> .provide ·a . brief
statementi in dear and neutraI lan~

guage, .... describing ·conseClu~nces. di~
rectly'resulting fro'ql the lack' of access
toC;PNI.
.(4)ThE! notificatioI"lrnus't be cOITh"

prehensible "and rollSt ,•. I10t: be mig..
leading" .

(5) Ifwiitten notification is provided,
the' notice must be clearly legible, use
sufficiently large type, and be placed in
an area so as to be readily apparent to
a customer.

(£) If. any .portion of a notification .is
translated into another language,then

Federc\'Communicctions'Commission
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Carriers peed ". not advise' cus~
tomersthatifth~lYh!3veopted-outpre,.

viously, 110 .. 'action. is needed to main,.
tain .the. opt.outelection:

(il) • Carriers, need not. advise'. cus·
tomers that they may share CPNlwith
their 'affiliate~ .or.~rt:l.parnes and
neednotnarnethos~entities\.if the
Hmit~d.CPNI·.\lsagewill. not. result.· in
use .. by~ordisclo~uret?\anaffrl~a.te
:qhird.part:y'i ........•....•

(iii) Garrier~needI'1otdisclose the
meanspy whicbacusto!l1er. '. can, d.eny
orwithdrawJtltureacces~to CPNtsQ
longCisc:aITierseXiJlainto customers
.that the scope ofthe approval the •car..

:dise.eks •...1S•..•••..lirrrite~ ••.. to .. ppe...time...•.'.lse:

(iv)Carri.ersmayomit. disclosure. of
the precisest~psacuStomermusl:take
inortiel' towant:qr'.deny..ac~ess .to
CBNl, >a.s long as the carrier dearly
cOITlmunicatesthatthecus"C.omercan
del1yaccessto'hisCPNlrorthe call.

;r~7F~·$~zli;'Sep~:2g\ZQ02J····.

~04.20n9Safegu~dsreqmr~dfo~use
0.£ ... 'custome!,pl1lpnetarYnetwork

in:f°rxrutti~5'i·.·.·•.·./·•• "············ ..•. .........••.
fElt Telecommunications carriers

'rrmstirnPlementasystern bywhid'ltne
stattis ...• ofa. customerisCPNlapproval
canbedear~,),"establishedprior to the
use of CPNL .

,,(b) ',. Telecommunications. . carriers
. rIw~t.t:rain .$eirpersOrlnela:,;tqwhen
fhey,areaI1d~enot.~uthQr~ed.to.~se

YPNl.andc.arriersrnust.have"...'a.n .<e~.
press.·discipli.naryprocess in place,

(c) All carriers shall .. maintain a
recqrd,.el~ctronicaU:¥orin >smneother
mann~r,of$~il'oWll.andtheiraffili~

atels'sales ... ·andrnarke'ting ••..campaigns
thatus~ .f;heircustoruers' ..... CPNl,All
carriers .·Shall.maintaina T~co~dofall
instanc~sWher~CPNlwasdisclosed.. or
provided..to ...• ti1ird .... parties, or where
third parties .. were allClWed access .to
CPNL ..• Th~.Tecord ..must.·.inclucte.··ade"
scription pfeach carnpaign.thespecific
CPNlthatwasusedinthr: campai~n,

and vvtlat. products ·.and services' were
offeredasa partof the campaign.Car­
riers shall retain the record fora min­
imumdfone year.

(0) Telecommunications carriers
must establish a supervisory .review
process regarding carrier compliance
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must . comply . with '!:he ". following. re­
quirements in addition to j:herequire­
ments ge~erall7Y.applicableto..•.notifi.C.",.
tion: .' ..•.•. ". '.. ',. ". ".' .>'

(i) Carriersmustol:l~ainexpressi

verifiable,priorapprovaLJrom con­
surnersto send Iiotic!¥ "vtae,.mail .1"e,.
gardiX1g. '\:heir .S~1"1Vic(:iIl,gen~ra.l.or
CPWlinparticulCl.r: ••.,.·.','..••..·'.·,·.·.•·'.'.·•••. '. '.,'•.•". .•..•.•.,••'.'

(ii)Cl3!riersffipl:;talloyv Ctl~i:Orners ."tIO
replyeu.rectly, ' tp ',e-rrlails ,',conr.aining
CPl)!Inotices inordertoqpt-out;

(iii) Opt,.out .e-mail noticesthat:.ar~

t;etu1"ne,l:1, ,·to ',the·,cap"ier.as,undeliv~rable
mUS1:\)EtSent 'to,,'th~ ,", customer" iIi ,''flll'"
Clther',',.·fa:rm, .•"befq!'e":caI"'r'i~rs",,mCl.;ycqI)­
sider the, customer to have received 'no-
tice; , ,/' .• '.""',i»>ii ,',.,J

(i'f)Carriersthatuse~maiLtbsend
CPNInotices. must"ensure that thesu~
Ject line of the messageclear1Yand ac-

c.,.",u."'",r,a"',',t.e!Y..,",.',i,,d,.e,',n,t.,i.f"ie,.s""'"'.",.,'"'"th"""••. ,,,,,,.e,',,',',','.,'"s,:,.,.u,·,'""b,,"',','.',~,',,""""".,e":""",,,""ct,',',,""",',.",:.,...•,•...•....•.•m,•.,,•....a......•...,tt',.•..,.er.•.........'Ofthee"mail:·and :, •... ', ....,,
'. .(v)".·,· ·.Telecqmrnunica9Ql1$':caI"'r'ierS
must . make .•• a:-""ailatJ1et;p 'every ..·.·cus;.
tomer arnethpdto;apt-autthatisofn?
addititmalcost .. 'to .the.' ". customer •. and
thCit.is available 24,hoursaday,sev,Em
day~aweeK'Carri~rs··.rncW.·liatisfy.thit)
pequirement. througPEicombinati.on.pf
rnethods,solong~sallcustorners;hav~.
the abqitytQopt-out8,i:ppcost and
are •••..··able' .... tD·.eff~c::tuat~ . that .. choice
wheneverth~ychc)()se;... .

It:)'N0tice .Reql.Ii~eJ11eptsSpecifit.to Qpt­
lri~. AtelecornPJUI1i8'ltipnscarr~er>rns;Y
provide .notffica~on .• 't;o.·obtain.qpt"iIl
approva.l.thro~grroratwritten..qrelec,.

tr°Ilicme$o~s....TbecontentsofanY
suc:PnotificatioI"rm~tcpmplywith

the ·.r,equ..,.ire,..iTIe..,........•...ntS'.'.: ..........•..•Of ,..·.P,.a,r .•.,a.•.......g,.r.,..:•.•.•.a.., P.h,.....•.•....,..'..........•.<c.•.),•.', ..,Of.. ·thissection•. i,··,.··.•·, ...••.....•.

. .(f'iNotice RequiJ'eqentsSpec1ficroOne~

Time. [jseafCPIY,{.(l) Carriersm~y.·use
qpalI10tice.tooht(1in•..lirnited,one~time
use of CpNlfor inbound.andoutboum;i
customeFtelephcln~contactsfor.·th~
duration;ofthecall.Tegardlessof
whethe~ carriersuseqpt-out .or ·9pt..~

.ap.prpva1:•..'.•.,.•...ba..•:.•.,se.•....•.d..•...:..•....•....•.•. on.. ' th.e"....•..•.... 'na•....t ure 0.. f ,..•.....th.e.contact.····.·.··,. . .
(2) Thr=contentsofany such notifica"

ti6pmust'tomPly vv.iththe requite..
mentsof. paragrapb(c) of this section,
except that. telecommunications car­
rierS may omit. any of the foUowingno­
tic.e provisions if not relevant to the
limited use for which the. carrier seeks
CPNI:
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with. the rules in thissubnart fprout­
boundmarketingsituatio~andmain~
tain records of carrier compIiancefora.
miniITlum period of oneyear.Specifi­
cally, salespersonnelmustobtainsu­
pervisoryapprovaJ ofany proposed out-

b.' ,.0u..•..nd..•.....•m ar.....•.•k...•.•.....e.......•...t in..
g
....•................•...I'eque5.t...........•.f....•...oI' cus· t ·.om............•.......erapproval; .

(e)·.A. telecommunicaticms .... carrier
must have an nfficer,asanagent ofthe
~aITiet.sigrlandfilewith the Cpmmis·
sioIJacomplian.ce .. certificar.e on. an an­
nual basiiS:Theofficer.must ~tate i rl
th~certificatioPtl1atheorshehas p~n

somd lmowledge that the companynas
established.·. ·operatirxg ...• pr.0peduresthat
are. adequate .• r.qensure ·.. compliance
with the rules in this .subpart..• Thec.ap
rier must provide a statementaccom·
panying .thec~rtificate .• expTaining.ho'W
ir.s0perating .procedures ensure that it

or is· ,not in' comphancewith the
, ruleS,' int:hissubpart.Jnaddition,.the

carr-ieI" mus'(:inc;ltldean explaniltiopo~

any actions taken against data brokers
and a •summaTjl 'of all' .customer com­
plain'Csreceived.in.the.past .. yeGif.con­
cerning . the .... unal.lthorized ..·... release ... of
CPNI. Th.isfilingmusthemadeannu­
all.ywit1"l.~heEnf()rcemeIltBureau 0'11
or.before Mardalin ..EB Do?ketNo. O~
36,fo.r datapl2J"'CCtining' to't.heprevlOus
calendaryear. '.. . .•...... .... .

(f) Carriers rrmst prQVide written no­
ticewithinf~ye business. daY9tothe
Commission.·•. of.·anyinstanse ..·w~ere the
opt-out mechanisms do notwpnkpr0p­
erly,tosud'l.adegreethafconsumers'
inability to opt";01,lt is more than an
anomaly. . \ ....•........•.....•..............
(1)T~en~ticesha.11betnthefprm or

a letter, andshaJJinclupe the carrier\s
name.. ad:script~on.of the.opt-'ot.It
mechanism(s)· .•·l.1sed,i·theproblem(s) .. ex,
perienced., .. the remedy proposed .and
when .. it .will .be/was .. implemented,
whether the relevant state coromis­
sion.(s)has been rlOtifiedand whether it
hastakenanyaction.liCoPY.of tile.no"
tice provided to customers, and contact
information,

(2) Such notice must be submitted
E!ven if the carrier offers other methods
by which consumers may opt-out,

1fi3 FR 20338. Apr. 24. 1998, as amended at 64
FR 53264. Oct. 1. 1999; 67 FR59213, Sept. 20,
2002: 72 FR31962.. JuneS. 20071

§64..201Q Safeguards on the disclosure
ofc'UStomerproprietarynetwork
information. '

fa) Safeguarding CPNLTelecommuni­
catibnscarriersmust take reasonable
measures to discover and protect
against attempts to gain unauthorized
access' ·to .CPN1. . Telecommunicati0rL.S
carriers must properly authenticate a
cusmmer . pdorm .ciisClosing CPNI
basedoncustorn~r"initiatedtelephone

contact.oriline account access, or an
in"store visit.
(b)Te~ephone access to CPNI. Tele-­

comrnun.lcationS.car;~ersrnay onlyd~~~
close call.·. detail' imormationoverthe
telephone, based on ..,custorrier"initiated
telephone contact. if the customer first
proVides thecarrif;lr with a password,
as described~n"paragraph (e) of this
section, that is nat prompted by the
carrieraskingforreadilyavailablebio­
graphical information,or . account tn­
farmatipn,... If·.t.hecu~omer. '. doe:? .pot
provide apasSV\':ord, thetelecornmunt- '
cati~ns carn.er. mayonlydisc1osecal1
detail information· by sending itto the
'cus'Comer'saddressof record,orby
calliI1gt.hecustomer .• attbetelephon~
n\.fmberof. record. .If .tbe •. customer is
abletp provid.ecall.detailinfoI''TIlaFion
to. the telecommunications. carrierdur"
ing .. 8 . customer~ initiated .. call.without
t:rH:telecommunicationscarri!:~r's. as"
sistance"thenthe.telecomrnunicatio~

carrier is .'. perrnittedt() .discuss the pall
detailiriformatiol''l prOVided bythecus..;
to01e1". ...•.. ....• .••.. •.

(q) .. Dnlineaccessto ..'CPN.L tele-
communlcationscarrier must .authen­
ticat~ .acustomerwithout the use of
readUyavaHaple bi~gra:phica.linformcr..;

tion, pr account imormation,.prior .'t;0
allowingthecustorner online accesst:0
.CP~r~lated,toatelecomrnunicatioI1s

sel""Viceaccount; 'Onc~aufuenticated\
the customerITlay only obtain .oruine
access to C:PNI related to.atele­
communications service account
through .a·password,as descri:b~9. in
paragraph (e) of this section, that is
not prompted by the carrier asking for
readily available biographical informa"
tion,or account information.
. fd) in-store access to CPNl. A tele"

communications carrier may disclose
CPNI t.o a customer who, at a carrier's'
retail location. first presents to the
telecommunications carrier or itS
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vided in this section. The carrier shaIl
not notify ttfi .. cus'tOmers or disclose the
breach publicly, whether voluntarily or
under stateo.rloeal law or these rules,
until it . has completed the process of
notifying law enforcement pursuant to
paragraph (bl.ofthis sect~o.n.' ....

(bl .. ·A$ soonaspr.as:tic:able.and. in. no
event· .later •than .sev~n (7) •.. business
days, after re~on~ble·determination.of
the breachi the •. telecornrnunications
carrier shall ..electronically inotifythe
United ..... States SecretSer'Vice{USSS.l
and the Federal Bureaq .of Investiga~

tion{FB1) through. a cen'tralreporting
facility: .TI.-1eCommissianvvill mainta.in
a linkto th~reportingfacility at http://
www.fcc,govleb/cpni.

(1) Notwithstanding any state law .to
thecont.rary, the .carrier shall not no­
tifycuswrnersordisClosethebreach to
thepublicunti17 full business days
havepasSced.after l1otific(ltiontQ .thr
ljSSS. ·ang ..•. the •• FBl·except .•••.?-S .provided
in.pa!'agr~Phs(Q}(S).~d('b)(S)•.•. qf •••. thiS
sectio1'l, , .....•......••.••....•••.... '. . .

(Z}Jfthecarrierhelieves that there ls
anextTaordinarilyurge:rl1:need to no•.
tify anyc:lass>qfcwec1:eci customers
sooner .thaI< .•• ofrlerwise allowed under
paragn3.ph(b)(U qfthis section, . in
order ... to avoitiimmrdtateand. irrep­
arable harm,. itshaUsoindica1:e in . itS.
notification and may proceed to imme­
diately notify its.affectedcust~rTlers

on.1y .. af'terGonstlltati0I1Vv'itl1.thei17el­
eVantiI1vestigCitingag-ency. The carrier
shall.. cooperate with .rh!: .. ·. rele\lant •.·in­
vestigatingagency'~request· tp mini-
mizeanyadverse effecu; .ofsucp eus-
t0rn,~r.notification..·•. ·•·•···· •.••.•..••>.

(3) If the relevant .investigating. agen-
cy deterrninesthat pUblic disdo$ureor '
notice. t,q . customers •• woul¢ .. impede or
compromise an ..pngoing· .. or ..potential
criminalinvestigatiollornatiOPal s~­

curity.suchagency ma:ydirectthe car­
rier not. to so disclose .or. notify for an
initial period of u? to 3D days. Suchpe­
riod macybeextendedby the agency as
reasonably necessary in the judgment
of the agency, If such direction is
given, the agency shall. notify the car­
rier when it appears that public disclo­
sure or notice to affected customers
will no longer impede or compromise a
criminal investigation .or national se­
curity. The a~ency shall provide in

§ 64.2011 Notification of customer pro­
prie'ta11'networkiDformation secu­
rity breaches.

(a) A' telecommunications carrier
shall .notify law enforcement· of a
breach of its customerS 'CPNI as pro-

'.. "-"","

agent a valid photo matching the
customer's ·accountinrormation.

(e) Establishment ora· Password and
Back-upAuthenticatlon Methoqs for Lost
or· Forgotten Passwords..To •establish a
password, .. a telecommunications .car­
rier musfauthenticatethe •customer
without th~use()freadilyavailabletli-
agraphicaliIliormatioll ,ora-ccoum .in~
rormation, .Telecommunica"t:ions.. car~

rie~s.may ··create .a back-up . customer
authentication method in .theeventof
a ·.Ios1:Qr forgotten password,. but •. suC:h
baek-\.lp . customer .. authentication
m.ethodmaynotpromptthe •customer
ror. readilyavaila.ble biographisalinror.
mation, or accountinrormation.. If .. a
eusl:omercannot . provide the eorrec:'t,
pass'-V0rcl or thecorrectrespon~efo.r

the back.up. customer•authentication
rnethod,$e·.customer.• must·estabhsh
newpass'W<0r~.• as deseribed ••. inthispara­
graph, .••.•.••.....•.• ·/i ....> .. .'y;.

(f) ...Noti[ication. ..ofaccounfchanges,
'I'~lec()rnrnunie~Fions.. crir!'ier~rn,t1st .nC!.
qfy ·cust0r'I1ersim!"l1ediatelyyvhenever
2. passworci, .customer.re~ponseto a
back-tlprneans.dfautheI1;tication Jer
lost or .[ergottenpasswords, onlipeac.
count.oraddl"essofrecor~iscrea"t:ed· or
changed.. ThisnotificatioI1.isnotre"
quired\Vhen,the 'cllstomerinitiates
service, .. including the selecpioIlOfa,
passw.ord atservic~·. initiation. This no­
tific;atipn . maybe .. 'llirougha .carri~r­

orlgi!1ateg v?ic/amail.'orte>tt: ·.rnessa.ge
tpthe te1f?phonen1,1rrJ,ber pfT~cord,or·,

j:)ypail tQt:h~a~dressofrecord,and
mustnot·reveaJthechanged· i!1f°rma,.
tionq!"besenttothe n~V\'acc?unt. in-
formatiol1· ..• ...•. . . .•. ...> > < •....,

(g) ·Businesscustomerexernpticm. Tele- .
communications carriers . may .bind
themselves contractually .. to ·authen.
ticatioTrregimes other·. than those ... de...
scribed in this section for services .they
provide to their business customers
that have both a dedicated account
representative•and a contract .that spe.
cifically addresses the carriers 'pratec­
tianof CPNl.

In FR31962, JuneB,ZOQ7)
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