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L INTRODUCTION

1. By this Notice of Inquiry (“Notice”), we seek comment on a broad range of issues
regarding the reliability and resiliency of our Nation’s communications networks. Specifically, we
consolidate several lines of inquiry broadly derived from initiatives set forth in the National Broadband
Plan (“NBP”)' regarding the reliability and continuity of our Nation’s communications infrastructure,
including broadband networks. Among other matters, the NBP identified the inadequacy of backup
power and insufficient communications backhaul redundancy as key factors that contribute to the
congestion or failure of commercial wireless data networks, particularly during emergencies such as
large-scale natural and man-made disasters.” The NBP also recommended that the Commission engage in
an exploration of the reliability and resiliency standards being applied to broadband networks in order to
ascertain what action, if any, the Commission should take to bolster the reliability of broadband
infrastructures.’

2. In this Notice, we initiate a comprehensive examination of issues regarding the reliability,
resiliency and continuity of communications networks, including broadband technologies. First, we
explore the ability of communications networks to provide continuity of service during major
emergencies, such as large-scale natural and man-made disasters. Next, we consider issues related to
broadband network reliability and resiliency in the context of whether standards might be needed to
ensure adequate levels of service to meet public safety and other critical infrastructure needs. Third, we
discuss what actions, if any, the Commission should take to foster improved performance with respect to
the reliability and continuity of operations. Fourth, we seek comment on the sources of legal authority
that could provide the basis for Commission action. Finally, we seek comment on whether, for the
reasons discussed below, we should consolidate two of the above-captioned proceedings -- PS Docket 10-
92 (Effects on Broadband Communications Networks of Damage or Failure of Network Equipment or
Severe Overload), and EB Docket 06-119 (Independent Panel Reviewing the Impact of Hurricane Katrina
on Communications Networks -- into this proceeding. Were we to consolidate these proceedings into this
Notice, we seek comment on whether we should then terminate those two proceedings. If we decide to
terminate those proceedings, we would consider the record in those proceedings, to the extent relevant, in
this proceeding.

3. We address the matters raised herein against the backdrop of today’s increasingly
interconnected world, one in which communications services, including broadband technologies, play a
critical role in all segments of our Nation’s society and economy. As the communications infrastructure
migrates from older technologies to broadband technology, critical communications services will be
carried over a communications network infrastructure that may or may not be built to the high carrier
grade® standards of legacy wireline systems. This potential for differences in service reliability could be a
major source of concern for critical sectors, such as energy and public safety, and for consumers in
general.

! Omnibus Broadband Initiative, Federal Communications Commission, Connecting America: The National
Broadband Plan (“NBP”) (Mar. 2010).

. NBP, Chapter 12 (“Energy and the Environment”), Section 12.1 (“Broadband and the Smart Grid”).

} NBP, Chapter 16 (“Public Safety”), Section 16.2 (“Promoting Cybersecurity and Protecting Critical

Infrastructure™).

¢ Although not a precise term of art in the telecommunications field, “carrier grade” generally refers to systems,
hardware, or software that are extremely reliable, well tested, and proven in their capabilities.
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4, Businesses rely on communications to conduct financial and other transactions, and
hospitals and healthcare providers rely on communications services to provide medical care. Government
agencies, at all levels, rely on communications services to ensure the safety of the public and to provide
other services, while power companies and other utilities use communications services for their
operations and to deploy energy-efficient technologies. Many of these sectors are becoming increasingly
reliant on broadband-based technologies. For example, power companies are looking to broadband
technologies as they begin to deploy Smart Grid.” Hospitals and healthcare providers can leverage
broadband technologies for video consultation, remote patient monitoring, and better access to electronic
healthcare records.® Financial institutions use broadband technology to clear large volumes of
transactions to keep the economy running efficiently. Moreover, consumers increasingly are relying on
broadband platforms in addition to, or in place of, legacy platforms for voice communications.’

5. Thus, it is vital that our Nation maintains a communications network that offers reliable
and resilient service in the face of significant equipment or system failure, and which is sufficiently
survivable to provide some continuity of service during major emergencies, regardless of whether the
network is legacy or broadband-based. This is critically important in emergencies that occur during major
natural or man-made disasters, including terrorist attacks, when access to communications services
increasingly becomes a matter of life or death. People dialing 9-1-1, whether using legacy or broadband-
based networks, must be able to reach emergency personnel for assistance; and when networks dedicated
to public safety become unavailable, first responders must have access to commercial communications,
including broadband technologies, to coordinate their rescue and recovery efforts. Hospitals require
reliable communications to provide emergency medical care. Other critical infrastructure providers, such
as power companies, must have reliable communications services to aid in their own repair and
restoration efforts. Finally, organizations and individuals alike must have access to communications
services to reach emergency responders during and following a major disaster. Individuals must also
have some way to contact affected family members and loved ones.

6. By commencing this inquiry today, we seek to establish a dialog with all interested
stakeholders, including network operators and other communications service providers; public safety and
other Federal, state, tribal, territorial and local governmental agencies; hospitals and healthcare providers;
consumers; and other critical infrastructure providers, such as utility companies. We believe that these
efforts will serve the public interest by establishing a foundation for future initiatives designed to
maximize reliable and resilient communications for the benefit of all Americans, particularly with respect
to public safety and national security concemns.

IL BACKGROUND

7 In recent years, the Commission has engaged in several efforts involving the overall
reliability and resiliency of the Nation’s telecommunications and broadband network infrastructure.

8. Two ongoing efforts of note include the Network Outage Reporting System (NORS) and

5 See, e.g., Communications Requirements of Smart Grid Technologies, United States Department of Energy,
October 5, 2010 (“DOE Smart Grid Report™), available at:
hitp://www.gc.energy.gov/documents/Smart Grid Communications Requirements Report 10-05-2010.pdf

® See NBP, Chapter 10, “Health Care.”

7 See, e.g., NBP, Chapter 3 (“Current State of the Broadband Ecosystem”); see also Preserving the Open Internet,
Broadband Industry Practices, GN Docket No. 09-191, WC Docket No. 07-52, Report and Order, 25 FCC Rcd
17905, 17916 9 22 (2010).
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released its report (“Katrina Panel Report” or “Katrina Report”®) on June 12, 2006.”* The Katrina Report
identified a lack of power or fuel to maintain operation of portions of the telecommunications system as a
significant concern. The report also cited flooding and backhaul failure as two other primary contributors
to the majority of telecommunications network disruptions.”®

13. In 2007, acting on the findings of the Katrina Panel, the Commission issued an Order
(“Katrina Panel Order”) directing the Public Safety and Homeland Security Bureau (“PSHSB”) to
implement several recommendations of the Panel.”’ Among other actions, the Commission adopted rules
requiring communications providers to ensure a minimum level of backup power capability to maintain
network operations for a period of time after the failure of commercial power sources.”®* These rules,
which were the subject of judicial challenge by several wireless providers, never took effect and were
ultimately vacated by the U.S. Court of Appeals for the District of Columbia Circuit (D.C. Circuit) after
the Commission communicated its intent to the court to revise them in further rulemaking proceedings.”

III. NOTICE OF INQUIRY

14. In the following paragraphs, we discuss continuity of service during emergencies, as well
as the reliability and resiliency of communications networks, including broadband technologies. We also
explore options for possible action by the Commission and the sources of legal authority for any such
action if the Commission were to decide to act. We also seek an analysis of the costs and benefits of the
various matters raised in this inquiry. Thus, we ask commenters to address particularly the following
concerns with respect to the numerous issues raised: What are the cost and benefits associated with any
potential courses of action? How could any requirements the Commission might consider be tailored to
impose the least amount of burden on those affected? What potential regulatory approaches (including
market-based approaches such as permits and fees) would maximize the potential net benefits to society
(benefits net of costs)? To the extent feasible, what explicit performance objectives should the

& Independent Panel Reviewing Impact Of Hurricane Katrina On Communications Networks, Report And
Recommendations To The Federal Communications Commission (2006) (“Katrina Panel Report™), available at
http://www.fcc.gov/pshs/docs/advisory/hki .pdf.

%

%7 In the Matter of Recommendations of the Independent Panel Reviewing the Impact of Hurricane Katrina on
Communications Networks, Order, 22 FCC Rced. 10541, 10565 (2007) (“Katrina Panel Order”), on recon., 22 FCC
Red 18013 (2007), vacated, CTIA v. FCC, Nos. 07-1475 et al. (Order dated July 31, 2009).

%8 See 47 C.FR. §§ 12.2, et seq. (2007) (“Redundancy of Communications Systems™).

% The Commission had provided that the rules would not take effect until the agency had published notice of
approval from the U.S. Office of Management and Budget (“OMB”) under the Paperwork Reduction Act (44 U.S.C.
3501 et seq.) of the rules’ information collections. After the wireless petitioners filed their petitions for review
challenging the backup power requirements, the D.C. Circuit issued an Order stating that the consolidated cases
were not ripe for review and holding them in abeyance pending OMB’s action. CTI4 — The Wireless Association v.
FCC, 530 F.3d 984, 986, 989 (D.C. Cir. 2008). OMB disapproved the information collection, see Office of Mgmt.
& Budget, Executive Office of the President, Notice of Office of Mgmt. & Budget Action (2008), available at
http://www.reginfo.gov/public/do/PRAViewlCR?ref _nbr=200802-3060-019, and the Commission decided not to
exercise its authority under the Paperwork Reduction Act to override the disapproval, see 44 U.S.C. § 3507(f)(1).
Instead, the Commission filed a letter with the court stating its intent to revise the subject rules and requesting that
the court dismiss the consolidated cases as moot. Letter from Nandan M. Joshi, Counsel for FCC, to Mark Langer,
Clerk of the U.S. Court of Appeals for the District of Columbia Circuit (Dec. 3, 2008). In an unpublished opinion,
the court ordered the petitions for review be dismissed as moot and vacated the challenged rules. C7I4 — The
Wireless Association v. FCC, No. 07-1475 (D.C. Cir. filed July 31, 2009).
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and wireline networks to be unavailable in the absence of backhaul redundancy? What are the relative
advantages and disadvantages of different backhaul technologies in terms of technical feasibility and cost
effectiveness? For example, what are the relative merits of microwave backhaul versus fiber with respect
to capacity, cost, and vulnerability, and how would the merits of each vary with respect to aerial or buried
plans in different types of terrain? What relative resiliency and reliability characteristics would these or
other technologies have in different emergency situations, such as loss of primary grid power or major
physical damage to network equipment or other infrastructure? How can the Commission ensure
backhaul redundancy across multiple providers and companies when many communications service
providers lease backhaul facilities from other companies?

B. Reliability and Resiliency

27. Overview. Wireline communications networks have traditionally been designed and
deployed to achieve carrier grade reliability in normal operation using a combination of highly failure
resistant equipment and dedicated end-to-end connections. As such, major components in the network
core, such as switches, are typically designed to meet downtime objectives not exceeding two minutes per
year.”’ Wireline communications service providers also achieve very fast fault recovery times overall
through heavy reliance on redundancy and automatic switchover throughout the network. By
comparison, the Internet is based on Internet protocol (IP) technology which does not rely on such
dedicated end-to-end connections. While this “‘connectionless” approach of IP theoretically offers a
degree of built-in fault tolerance and resiliency to network failures, these benefits will not be fully
realized if the underlying network infrastructure itself is not reliable on a network-wide scale. Moreover,
as discussed more fully below, modified IP technology, such as Multiprotocol Label Switching (MPLS),
is now widely deployed in broadband communications networks. It is unclear at this time what effect
such modifications might have, either positive or negative, on the overall reliability and resiliency of
broadband communications over IP-based networks.

28. At the same time, three major industry sectors are converging on ever more extensive use
of broadband technologies: public safety, commercial communications, and utilities. As a result of this
convergence, consumers of communications services at all levels may be generally unaware of the
technological platform used to deliver their communications services; however, they typically expect the
same level of service and service reliability regardless of the platform. Furthermore, as our
communications infrastructure migrates from older technologies to IP-based broadband technology, there
are concerns that critical communications services are more likely to be carried over a communications
network that in fact might not possess the same high reliability standards as legacy wireline networks.
This potential for a decline in service reliability and resiliency is a source of concern for critical sectors
such as public safety, energy, and finance, as well as for the general public.”® Our objective in this
discussion is to determine what action, if any, the Commission should take to bolster the reliability of our
Nation’s broadband communications platform. We therefore invite comment on whether or how the
Commission should establish performance goals for resilient broadband networks under different
scenarios.”” We seek comment on the benefits and disadvantages of various approaches to ensuring
reliable and resilient service. We also invite comment on the cost of implementing such performance
goals and how such expenses would be borne. Moreover, we seek comment on what lessons, if any, the

% This exceeds what is colloquially known as “five nines” availability in the industry. This refers to 99.999%
availability, or unavailability of 0.001%.

36 See NBP at 322, Recommendation 16.12.

7' In legacy networks, for example, every node has a performance objective contributing to overall end-to-end
reliability. Resilient networks, therefore, tolerate failure while maintaining an overall performance goal.

10
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Protocol (BGP) updates or card restarts that reset the internal routing tables? What other procedural
safeguards, if any, would it be beneficial to follow? To what extent are such safeguards already in place,
and what best practices, if any, have been developed in this area?

40. Single Points of Failure. The access portions of most networks generally contain single
points of failure.” For example, in legacy telecommunications networks, only one connection exists
between the customer and the central office. As a result, the central office becomes a single point of
failure for access to the PSTN. With respect to broadband access networks, we seek comment on whether
edge routers (also known as access routers) that sit at the periphery of the network and which handle large
volumes of traffic could become single points of failure. To what extent have such vulnerabilities already
been addressed through industry standards and/or best practices? For example, what kind of standards or
best practices are being, or should be, applied to the number of diverse paths from edge router to gateway
routers? What parameters do or should these standards or best practices depend on? For example, do or
should they depend on the amount of traffic handled by the edge router or the downtime of the routes
from the edge router to the gateway router? To what extent should these standards or best practices
depend on the availability of the edge router or the gateway router?

41. Silent Failures. Silent failures happen when a malfunction occurs in a manner that makes
it difficult to detect. Such failures could occur in instances where the monitoring system itself fails or the
monitoring processes fail to identify a failure (e.g.,, a DSLAM with a failed alarm). Altematively, a
network system could not be monitored at all. We seek comment on how broadband networks could
become more resilient to silent failures. To what extent, if any, have standards or best practices been
developed to address this vulnerability? To what extent, if any, should standards be required for
broadband network operators to monitor equipment and links to detect failures as quickly as possible and
to avoid silent failures? Is there equipment in broadband networks that should be monitored on a
continual basis? For example, one network provider has found that operating a back-up system with
reserve capacity is more effective than keeping the back-up system in standby mode, as a system that is
regularly in use tends to be prepared to handle disasters more readily than a system that has been sitting
idle and unused for an extended period of time.*® Is there equipment for which the Commission should
encourage such practices? If so, how would encouraging such practices be beneficial and what would be
the costs?

42. Other Matters. The particular issues discussed in this section are merely illustrative.
Thus, we also ask commenters to address any other technical issues not mentioned herein that could have
an adverse impact on network reliability and resiliency.

C. Action by the Commission

43. In connection with all of the matters discussed above, we seek comment on actions the
Commission might take to promote improvements in the overall reliability and resiliency of our Nation’s
communications network infrastructure, including broadband technologies." For example, what role, if
any, should the Commission take to encourage the development of standards to address the issues raised
herein? If the Commission were to take a more active role to foster adoption of best practices or other

47 For example, on the customer access line, there is generally a single modem; a single copper, coax, or fiber drop;
and a single card terminating the customer’s signal at the provider’s office.

 See Comments of Comcast Corporation at 5-6 (filed June 28, 2010) in the Survivability Notice proceeding.

% While our focus here is on actions that may be taken by the Commission, we also welcome comment on what role
other Federal agencies might play and how such efforts might be coordinated with any action taken by the
Commission.

14






Federal Communications Commission FCC 11-55

47. Should the Commission require communications service providers to develop emergency
response plans? If so, what information should be contained in such plans? Should the Commission
require that service providers file emergency response plans with the Commission? If so, when, and how
often? Should these plans be subject to Commission review prior to implementation? If not, should these
plans be subject to review by the Commission at some point after implementation? What would be the
advantages and disadvantages and costs and benefits of such a requirement?

48. As a general matter, we also seek comment on what consideration, if any, the
Commission should give to any continuity of operation requirements that may presently, or in the future,
be imposed by states, tribal, territorial, or local govenments, and how any actions taken by the
Commission should bear upon such requirements. We also seek comment on any initiatives related to
continuity of operation in other countries, including successful and unsuccessful examples, and how those
experiences might inform our consideration of these matters.

D. Legal Authority

49. We seek comment on the Commission’s legal authority to take action to address these
important issues. What provisions of the Communications Act would support Commission action to
ensure the reliability and continuity of networks during major emergencies? For example, would the
Commission’s licensing authority under section 307(a) permit it to address matters related to network
reliability, resiliency, or the maintenance of operation during major emergencies by license holders
(including licensees providing interconnected VoIP service and broadband service) if the Commission
finds that the “public convenience, interest, or necessity will be served thereby”?* Similarly, could the
Commission adopt regulations through its authority under section 316(a)(1) to modify licenses “if in the
judgment of the Commission such action will promote the public interest, convenience, and necessity”?>>
Would Section 303(b), which requires the Commission to “[p]rescribe the nature of the service to be
rendered by each class of licensed stations and each station within any class,” give the Commission the
authority to establish service reliability levels and the means for achieving those levels?** With respect to
common carriers, would section 201(b), which requires that all “practices” of common carriers be just and
reasonable, permit the Commission to adopt regulations specifying minimum reliability, resiliency or
continuity of service requirements for a carrier’s practices to be considered “just and reasonable”?"’

50. Similarly, would section 214(d) permit the Commission to require a carrier to incorporate
backup power or other emergency preparedness equipment in its networks or to adhere to reliability and
resiliency measures as an obligation to “provide itself with adequate facilities for the expeditious and
efficient performance of its service as a common carrier”?® Would the Commission have authority to

impose such requirements on interconnected VoIP providers or broadband Internet access service

5247 U.S.C. § 307(a) (“The Commission, if public convenience, interest, or necessity will be served thereby, subject
to the limitations of this Act, shall grant to any applicant therefor a station license provided for by this Act.”).

%347 U.S.C. § 316(a); Celtronix Telemetry v. FCC, 272 F.3d 585 (D.C. Cir. 2001).
% 47U.8.C. § 303(b).

$47US.C. § 201(b) (“All. . . practices . . . for and in connection with [interstate or foreign communication by wire
or radio] shall be just and reasonable, and any such . . . practice . . . that is unjust or unreasonable is hereby declared
to be unlawful.”).

%Id. § 214 (d).

16
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providers pursuant to its ancillary authority?”’ For example, does maintaining reliable and resilient
interconnected VoIP service, particularly during emergencies, further the goal of section 251(a) that all
telecommunications carriers interconnect with other carriers, since if a telecommunications carrier’s
customer is unable to place a call to an interconnected VoIP provider’s customer because of an
interconnected VoIP provider’s failure to provide reliable and resilient service, the carrier’s customer
effectively would be denied the intended benefits of section 251(a)? Could lack of reliable and resilient
broadband service during an emergency prevent a user of common carrier services from communicating
with interconnected VolP subscribers, who also rely on broadband connections?*® What other statutory
provisions could support Commission action in this area, either directly or through the use of ancillary
authority?

IV. PROPOSED TERMINATION OF RELATED PROCEEDINGS

51. We propose to terminate the above-captioned proceedings PS Docket 10-92 (Effects on
Broadband Communications Networks of Damage or Failure of Network Equipment or Severe Overload)
and EB Docket 06-119 (Independent Panel Reviewing the Impact of Hurricane Katrina on
Communications Networks). The issues raised in this proceeding are interrelated to and overlap with
issues raised in both the Survivability NOI and the Katrina Panel proceeding. Further, with respect to the
Katrina Panel proceeding, we note that the Commission’s last substantive action took place in 2007. In
addition, many of the issues raised by commenters in that proceeding are either pending in another
proceeding or have been addressed in the Katrina Panel Order or in other proceedings. Consequently, we
anticipate no further substantive action in that docketed proceeding and believe that closing that
proceeding would serve the public interest. To ensure a comprehensive examination of all issues related
to reliability, resiliency, survivability, and continuity of communications networks, we believe that
consolidation of all of these issues into this proceeding and termination of the Survivability Notice
proceeding would serve the public interest. We seek comment on this proposal.”’ Under this proposal,
the Commission would consider the record of the two terminated proceedings, to the extent relevant, in
this proceeding.

V. CONCLUSION

32 We intend for the record generated by this proceeding to provide the opportunity for a
thorough discussion of the reliability and continuity of the operational capabilities of our Nation’s
communications infrastructure.
VL PROCEDURAL MATTERS

A. Ex Parte Presentations

53 This matter will be treated as a “permit-but-disclose” proceeding in accordance with the

%7 Under Comcast v. FCC, rules adopted by the Commission must be within the Commission’s subject matter
jurisdiction over interstate and foreign wire and radio communications and tied to a statutorily mandated
responsibility. Comcast Corp. v. FCC, 600 F.3d 642, 661 (D.C. Cir. 2010).

% See 47 C.F.R. § 9.3 (defining interconnected VoIP as a service that, among other things, “[r]equires a broadband
connection from the user’s location”).

%° Our approach here is consistent with the procedures for termination of dormant proceedings recently adopted by
the Commission. See Amendment of Certain of the Commission's Part I Rules of Practice and Procedure and Part
0 Rules of Commission Organization, Report and Order, CG Docket No. 10-44, FCC 11-16, _ FCC Recd
(2011).

17
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Commission’s ex parte rules.*” Persons making oral ex parte presentations are reminded that memoranda
summarizing the presentations must contain summaries of the substance of the presentations and not
merely a listing of the subjects discussed. More than a one- or two-sentence description of the views and
arguments presented is generally required.”’ Other rules pertaining to oral and written ex parte
presentations in permit-but-disclose proceedings are set forth in section 1.1206(b) of the Commission’s
rules.” Parties wishing to file materials with a claim of confidentiality should follow the procedures set
forth in section 0.459 of the Commission’s rules. Confidential submissions may not be filed via ECFS
but rather should be filed with the Secretary's Office following the procedures set forth in 47 C.FR. §
0.459. Redacted versions of confidential submissions may be filed via ECFS.

B. Comment Filing Procedures

54. Pursuant to sections 1.415, 1.419, and 1.430 of the Commission’s rules,” interested
parties may file comments and reply comments on or before the dates indicated on the first page of this
document. Comments may be filed using: (1) the Commission’s Electronic Comment Filing System
(ECFS), (2) the Federal Government’s eRulemaking Portal, or (3) by filing paper copies.**

e Electronic Filers: Comments may be filed electronically using the Internet by accessing the
ECFS: http:/fiallfoss.fcc.gov/ecfs2/  or  the  Federal  eRulemaking  Portal:
http://www.regulations.gov.

e Paper Filers: Parties who choose to file by paper must file an original and four copies of each
filing. If more than one docket or rulemaking number appears in the caption of this proceeding,
filers must submit two additional copies for each additional docket or rulemaking number.

Filings can be sent by hand or messenger delivery, by commercial overnight courier, or by first-
class or overnight U.S. Postal Service mail. All filings must be addressed to the Commission’s
Secretary, Office of the Secretary, Federal Communications Commission.

o Effective December 28, 2009, all hand-delivered or messenger-delivered paper filings for
the Commission’s Secretary must be delivered to FCC Headquarters at 445 12" St., SW,
Room TW-A325, Washington, DC 20554. All hand deliveries must be held together with

rubber bands or fasteners. Any envelopes must be disposed of before entering the
building.

o Commercial overnight mail (other than U.S. Postal Service Express Mail and Priority
Mail) must be sent to 9300 East Hampton Drive, Capitol Heights, MD 20743.

% See 47 C.FR. §§ 1.1200 & 1.1206. Although a Notice of Inquiry proceeding is generally exempt from the ex
parte rules, we find that the public interest is best served by treating this matter of critical importance to the

reliability of our Nation’s communications networks as a “permit-but-disclose” proceeding. See 47 C.FR.
§§1.1200(a), 1.1204(b)(1).

5! See 47 C.FR. § 1.1206(b).

52 See 47 CFR. § 1.1206(b).

% 47 CFR §§ 1.415, 1.419, 1.430.

84 See Electronic Filing of Documents in Rulemaking Proceedings, 63 FR 24121 (1998).

18
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o U.S. Postal Service first-class, Express, and Priority mail must be addressed to 445 12"
Street, SW, Washington DC 20554.

C. Accessible Formats

55. To request materials in accessible formats for people with disabilities (braille, large print,
electronic files, audio format), send an e-mail to fcc504@fcc.gov or call the Consumer & Governmental
Affairs Bureau at 202-418-0530 (voice), 202-418-0432 (tty).

VII. ORDERING CLAUSE

56. Accordingly, IT IS ORDERED that, pursuant to sections 1, 4(i), 4(j), 4(0), 7(b), and 403
of the Communications Act of 1934, as amended, 47 U.S.C. §§ 151, 154(i)-(j) & (0), 157(b) and 403, this
Notice of Inquiry IS ADOPTED.

57. IT IS FURTHER ORDERED that comments with respect to the proposed termination of

PS Docket 10-92 and EB Docket 06-119 shall be filed within 30 days after publication of this item in the
Federal Register.

FEDERAL COMMUNICATIONS COMMISSION

Marlene H. Dortch
Secretary

19
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we have no federal rules on backup power, and we have to ask whether that situation is
acceptable. The inquiry we initiate today is intended to explore this and similar important
questions.

The Japanese tragedy showed the role that broadcasting plays in emergencies. Radio in
particular played a significant role in Japan, as residents who lost power could turn on the radio
in their cars and receive essential information.

The Japanese tragedy also showed the importance of having redundant transmission
facilities. Three of seven trans-Pacific undersea cables had sections of their systems badly
damaged in the earthquake. These undersea cable systems are expected to be restored in the next
two months, but because of both the redundancy and the resiliency of the undersea cable
networks, international communications to Japan continued even on the days immediately
following the earthquake.

Such redundancy is generally in place for undersea cable systems that directly serve the
United States. The Commission keeps a close eye on the resiliency of these important
communications networks, and Japan shows us why it is important that we be vigilant.

Events such as those in Japan shine a light on the importance of ensuring reliable and
resilient critical communications infrastructure at all levels, at all times, and especially during
major disasters.

In the United States, virtually every segment of our society relies heavily on
communications networks — both wireless and wireline, both legacy systems and, increasingly,
broadband networks. This includes our Nation’s first responders and public safety providers; the
energy, health care, and financial sectors; and homes and businesses across America.

The rapid migration of our Nation’s communications infrastructure from older legacy
technologies to Internet Protocol-based broadband technology underscores the need for an
assessment of the reliability of our communications networks.

That is why the National Broadband Plan recommended that the Commission commence
an inquiry to better understand the reliability and resiliency standards being applied to broadband
networks. Users of communications services today — whether large enterprises, small
businesses, or individual consumeérs — expect the same reliable service no matter what platform
they use (and may not even be aware of what platform they use).

Today the Commission takes another step to implement the National Broadband Plan by
launching a disciplined approach to gathering information about the reliability and resiliency of
our Nation’s communications infrastructure. Our goal is to determine what actions we should
take to ensure that our communications networks remain functioning when there is a natural or
manmade disaster.

Communications service providers have a legitimate interest in protecting sensitive
commercial and proprietary information. And we understand the real-world economic

21
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constraints that commercial providers face. We will be mindful of that while seeking to
understand the robustness of our communications networks and identify actions to improve the
operations of our communications systems in an emergency. These matters are also of vital
importance as we transition to and implement Next Generation 9-1-1, which is a priority for this
Commission.

Finally, this inquiry implements a key energy recommendation of the National
Broadband Plan by considering matters related to giving utilities the certainty they need to use
commercial networks for smart grid communications.

This Notice of Inquiry takes an important step forward to examine all of these matters.
While we of course strive to prevent and minimize the impact of major emergencies, we also
know that they are inevitable. This Inquiry is about ensuring that our communications
infrastructure is prepared when disaster strikes. Recent events remind us of the powerful
importance of this effort.
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STATEMENT OF
COMMISSIONER MICHAEL J. COPPS

Re: Reliability and Continuity of Communications Networks, Including Broadband Technologies, PS
Docket No. 11-60, Effects on Broadband Communications Networks of Damage or Failure of
Network Equipment or Severe Overload, PS Docket No. 10-92, Independent Panel Viewing the
Impact of Hurricane Katrina on Communications Networks, EB Docket No. 06-119, Notice of

Inquiry.

As we launch today’s proceeding on the reliability and continuity of America’s communications
networks, the images of the devastation along the Gulf Coast from Hurricane Katrina come rushing back.
I remember very well traveling with then-Chairman Martin to survey the damage first-hand. We saw
communities ripped apart by wind and water, lives uprooted and families divided, and communications
networks essential to responding and recovering destroyed. Immediately after, we started looking at ways
to improve the reliability, redundancy and survivability of our critical communications infrastructure, and
I renewed my call for the creation of the Public Safety and Homeland Security Bureau. So, I take great
pleasure in seeing today’s Notice of Inquiry presented by just such a Bureau.

We—the Commission, industry and public safety—learned a number of lessons from Katrina
about the impact that disasters can have on networks. We’ve made some progress in implementing them,
but our work was never close to done. And new challenges confront us. Not only is every emergency
event different, but our technology tools are different, too. As communications networks migrate from
legacy technologies to IP-based services over broadband, we need to make sure that we understand how
this impacts service reliability and resiliency. We need to be as prepared as we can possibly be to ensure
that public safety responders, the energy and finance sectors, and ordinary citizens can stay connected
during times of emergency. After all, it’s not a question of if another disaster will strike, but when.

I commend the Public Safety and Homeland Security Bureau for teeing up so many key questions
in this Notice of Inquiry and thank particularly the Chairman for all the hard work he is doing to enhance
the safety of our people. Given the importance of this proceeding, I encourage all interested parties to
make detailed comments for our consideration. It’s going to be a critically-important record for how we
go about the job of protecting our critical communications infrastructure.
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STATEMENT OF
COMMISSIONER ROBERT M. McDOWELL

Re: Reliability and Continuity of Communications Networks, Including Broadband Technologies,
Notice of Inquiry, PS Docket No. 11-60, FCC 11-55

I support today’s inquiry into the reliability, resiliency and continuity of our nation’s
communications networks and technologies during emergencies. I am especially gratified that we are
proposing terminating two open proceedings in favor of the comprehensive approach set forth in today’s
NOI. 1thank Chairman Genachowski for creating a more efficient procedure for those interested in
participating.

I have a particular interest in learning more about our legal authority in this area, especially as it
pertains to more discrete matters such as back up power mandates, an issue the Commission has struggled
with over the years. In addition, I will look for information on whether and how public safety entities
may use commercial off-the-shelf equipment and technologies. I understand that the public safety
community has historically opposed reliance upon commercial products due to concerns over lack of
coverage, reliability and security. A consensus may be emerging among them, however, that commercial
technologies may provide significant benefits, at least for non-mission critical applications. I hope to
learn more about this important issue from both public safety and industry. I have long emphasized the
beneficial economies of scale associated with greater use of commercial services and technologies in the
public safety sector.

Finally, I want to acknowledge our colleague in the Public Safety and Homeland Security Bureau,
Gary Thayer. I understand that Gary postponed his retirement to help launch this proceeding today.
Thank you, Gary, for your work in this proceeding, as well as for your twenty-four years of service here
at the Commission. I wish you the best and congratulate you!
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STATEMENT OF
FCC COMMISSIONER MIGNON L. CLYBURN

Re: Notice of Inquiry in the Matter of Reliability and Continuity of Communications Networks,
Including Broadband Technologies (PS Docket No. 11-60; FCC 11-55).

It is almost impossible these days to tumn on the television, listen to the radio, or surf the Internet,
without hearing news about the heartbreaking situation in Japan. While we all continue to pray for a
speedy recovery for that Nation, it is important to note that the devastation could have been even worse
without the country’s advanced communications capabilities. Reports indicate that numerous lives were
saved through television and cell phone alerts, issued by Japan’s emergency warning system, which
afforded citizens time to prepare. The Internet also played a key role, allowing many to communicate
with families and friends via Twitter, Facebook, and Skype.

This unfortunate event underscores the need for examining the continuity and reliability of
communications networks here in the United States. It is imperative that, during large-scale disasters,
citizens are able to obtain vital information from public safety officials and communicate with loved ones.

Our Nation’s own experiences, in the aftermath of disasters such as Hurricane Katrina, and
violent storms like the one which struck my parent’s neighborhood in South Carolina this week, highlight
the importance of having our networks protected from potential failures. The NOI asks important
questions about critical features in preventing the outages such as the need for backup power, and
backhaul redundancy.

I am also pleased to see that the NOI engages in a comprehensive inquiry on the continuity and
reliability of our broadband networks. Critical sectors such as public safety, energy, and finance, are
migrating from older, legacy, technologies to broadband. Consumers of communications services at all
levels may not know much about the technological platform used to deliver their communications
services. But these consumers expect the same level of quality and reliability regardless of the platform.
We must take steps now to see whether these IP based networks have the high carrier grade standards of
legacy systems.

In my opinion, the best way to address these issues is to gather input from the widest possible
array of stakeholders. Such collaboration allows us to fashion solutions that achieve important policy
initiatives without imposing unreasonable burdens on any communications companies. It is possible the
industry leadership has developed high quality standards that are necessary to address reliability concemns,
for legacy and broadband networks. This proceeding will help shed light on best practices and allow the
Commission to take a proper approach to encourage adoption of those standards.

I look forward to reviewing recommendations on ways to ensure continual, reliable service on all

communications networks during major emergencies. In addition, ] commend the Public Safety and
Homeland Security Bureau, for its excellent work and leadership on this important issue.
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STATEMENT OF
COMMISSIONER MEREDITH ATTWELL BAKER

Re: Reliability and Continuity of Communications Networks, Including Broadband Technologies (PS
Docket No. 11-60); Effects on Broadband Communications Networks for Damage or Failure of
Network Equipment of Severe Overload (PS Docket No. 10-92); Independent Panel Reviewing
the Impact of Hurricane Katrina on Communications Networks (EB Docket No. 06-119)

The American people deserve the highest degree of continuity, reliability, and resiliency in their
communications networks. All segments of our society, from national security to consumer welfare,
increasingly depend on them. This is particularly true in the event of a disaster, regardless of whether it
is natural or man-made. Exploring the capabilities and deficiencies of our networks is critical to
determining any improvements needed to them. The inquiry we launch today will help us understand
how and if we can use our authority to promote these improvements as our Nation’s technologies and
systems continue to evolve. Ilook forward to learning more as we work together to analyze this essential
infrastructure.
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