Mark J. Montano 1320 North Courthouse Road
Assistant General Counsel 9" Floor

Arlington, VA 22201

(703) 351-3058 (telephone)

(703) 351-3158 (facsimile)
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Marlene H. Dortch =7 anq4
Office of the Secretary Federal C L%
Federal Communications Commission 0,?;6“:] Ol;"[;]‘;:g‘;'geggmissim

445 12" Street, SW
Washington, DC 20554

RE: Reliability and Continuity of Communications Networks, Including Broadband
Technologies, PS Docket No. 11-60; Effects on Broadband Communications
Networks of Damage to or Failure of Network Equipment or Severe Overload,
PS Docket No. 10-92; Independent Panel Reviewing the Impact of Hurricane
Katrina on Communications Networks, EB Docket No. 06-119

Dear Ms. Dortch:

In response to the Commission’s April 7 Notice of Inquiry,l Verizon and Verizon
Wireless (“Verizon”) are filing the attached comments in the dockets listed above. In our
comments, Verizon discusses information considered confidential and proprietary. As such,
Verizon is submitting the appropriate number of copies for public and non-public versions of the
filing, along with the attached Request for Confidential Treatment. The non-public version of
the filing is marked “Confidential — Not for Public Disclosure.” Verizon will also electronically
file the public version of these comments with the Commission via ECFS.

All inquiries relating to access to any confidential information submitted in this filing
should be addressed to the undersigned.

Thank you for your assistance in this matter.
Sincerely,

/s/ Mark J. Montano

Encl.

' See 26 FCC Red 5614 (2011).
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COMMENTS OF VERIZON AND VERIZON WIRELESS

Verizon and Verizon Wireless (“Verizon™) have long taken steps to ensure the
availability and reliability of their services. To survive in the highly competitive
marketplace, Verizon and other communications providers must be able to offer services
that are available when customers wish to access them — even in the event of disasters or
severe overloads. Verizon spends billions of dollars each year — estimated around $17
billion — to build, maintain, and protect the health of its networks.! As Verizon’s CEO
Ivan Seidenberg explained, “Our job is to make certain those networks are safe and

reliable enough for the security of our nation — and our world — to depend on.™

! See Ivan Seidenberg, Defense Information Systems Agency (DISA) Customer
Partnership Conference,
http://www22.verizon.com/onecms/LeadershipTeam/Speeches/Speeches.htm (Apr. 21,
2009).
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To reach this ambitious goal, Verizon has long focused on service protection and
restoration strategies for its networks.’ Verizon’s legacy voice networks are comprised
of numerous components that are connected using diverse (i.e., redundant) transmission
systems, circuits, and network technologies. Verizon has the ability to re-route traffic
dynamically over its networks to address outages at a specific location. This capability
makes Verizon’s networks more resistant to the impact of a local weather emergency or
disaster.

Verizon typically employs fiber optic connections for backhaul transmission,
using Synchronous Optical Networks (SONET) and Reconfigurable Optical Add Drop
Multiplexor (ROADM) architectures. Both of these technologies have redundant paths.
For instance, most of Verizon’s SONET networks used for backhaul services are
designed to have no commonality — i.e., the two paths are not located within 25 feet from
each other — between the working and protect fiber paths beyond 500 feet from the
central office. As a result, a diverse SONET ring should survive any single fiber cuts
outside of the 500 foot radius from a central office. When protection is needed, the
ROADM network implements a SONET architecture using one of the wavelengths so all
the SONET benefits apply.

Verizon also maintains Network Operations Centers (NOCs) that monitor critical
network facilities, including transmission facilities, switches, and cell sites across
Verizon’s networks. The NOC:s are staffed 24 hours a day, seven days a week with

experienced personnel who work closely with regional and local field operations teams

* The descriptions in these comments are at a relatively high level to avoid

providing wrongdoers with a roadmap that would allow them to circumvent Verizon’s
protective measures.
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Historical experience demonstrates the success of voluntary best practices relating
to survivability. From 2004 through 2006, Verizon participated on the Network
Reliability and Interoperability Council (“NRIC VII”) subcommittee on cybersecurity.
The NRIC subcommittee created a report that documented over 200 best practices related
to cybersecurity. The report analyzed existing cybersecurity best practices, such as
identity management, messaging security, attacks, and wireless security. Along the same
lines, NRIC has adopted best practices for a number of areas related to survivability, such
as physical security, network reliability, and continuity. Although some of the best
practices relate solely to legacy voice services, many of them are applicable to or can be
easily translated to broadband. Verizon has implemented a number of these best
practices on a broad scale for its wireline and wireless broadband networks and has found
them to be effective in helping to better secure its networks from physical threats.

IV.  The Commission Should Encourage Backup Power Best Practices, Rather
Than Revisit its Prescriptive Rules from the Katrina Order.

In 2005, NRIC adopted a best practice relating to backup power with respect to
voice service:

Service Providers, Network Operators and Property Managers should
ensure availability of emergency/backup power (e.g., batteries, generators,
fuel cells) to maintain critical communications services during times of
commercial power failures, including natural and manmade occurrences
(e.g., earthquakes, floods, fires, power brown/black outs, terrorism). The
emergency/backup power generators should be located onsite, when
appropriate.

As noted above, Verizon generally follows this best practice by ensuring availability of

backup power for its key facilities through a mix of onsite batteries and generators,

g See NRIC VII Focus Group 1C Final Report, Analysis of the Effectiveness of Best
Practices Aimed at E9-1-1 and Public Safety, Best Practice 7-7-5204,
http://www.nric.org (follow “Meetings” to “Friday, December 16, 2005™) at 59 (2005).
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remote switches and DLCs have batteries designed to an eight hour engineering standard
and/or on-site generators capable of providing at least eight hours of power. Nearly all of
Venizon’s cell sites have eight hours of backup power. Certain sites do not because of
engineering design trade-offs that consider the criticality of the site, what equipment is
installed at the site, neighboring site capacity and coverage overlap, availability of
generator or other backup commercial power, and environmental (e.g., space, weight,
ventilation, landlord) concemns.

While it would be difficult enough for providers to revisit those engineering
decisions and ensure that every key asset had the mandated designed backup power, the
Commission’s prior requirement that each asset be “regularly checked” would impose a
far greater burden on providers. Although Verizon performs checks on these assets —
both in response to alarms and proactively — it is unclear whether the frequency of all its
checks would meet that vague “regularly” standard. Verizon typically checks its central
office power sources on a monthly basis, and these systems are periodically tested by
commercial power failures. But Verizon has approximately BEGIN CONFIDENTIAL

END CONFIDENTIAL remote switches and BEGIN CONFIDENTIAL
END CONFIDENTIAL DLCs. Given that the actual life of the battery serving those
remote switches and DLCs depends on numerous factors and may not, in practice,
amount to eight hours of available power at any particular moment in time, Verizon could
conceivably be required — on a far more frequent basis than it does today — to assess
current levels of backup power; plan for the installation of new equipment; deploy the
additional equipment; and resolve regulatory impediments, such as zoning and

environmental regulations, that may inhibit its ability to add additional resources to those
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Respectfully submitted,

/s/ Mark J. Montano

Michael E. Glover Edward Shakin

Of Counsel Mark J. Montano
VERIZON
1320 North Courthouse Road
9th Floor

Arlington, VA 22201
(703) 351-3158

John T. Scott, IIT
Andre J. Lachance
VERIZON WIRELESS
1300 I Street, N.W.
Suite 400 West
Washington, DC 20005
(202) 589-3740

Attorneys for Verizon
and Verizon Wireless

July 7, 2011
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