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CDMA units and IMEI/MSI for GSM/UMTS units. Importantly, CellAntenna’s
detection system also identifies the carrier providing service to the contraband wireless
device.

2. The Problem

The possession and use of contraband wireless devices is increasingly a problem
in correctional facilities. Regardless of the size, location, security level or design of the
correctional facility, most have located and seized contraband wireless devices.
Contraband wireless devices have been used to aid an inmate’s escape from a Kansas
prison,” to threaten innocent civilians,” to organize a strike among inmates at several
Georgia prisons, * to approve targets for robberies.’

Correctional officials note that so-called smart phones have ramped up the stakes
by offering Internet access. With a smart phone, “a prisoner can call up phone
directories, maps and photographs for criminal purposes ... Gang violence and drug
trafficking ... are increasingly being orchestrated online, allowing inmates to keep up
criminal behavior even as they serve time.”

According to the New York Times, wireless devices are prohibited in all state and

federal prisons in the United States, often even for top corrections offic ials.” The mere

% Burke, Tod W., Ph.D. and Stephen S. Owen, Ph. D. , “Cell Phones as Prison Contraband, " FBI Law
Enforcement Bulletin, citing Thompson, Don, “Prisons Press Fight Against Smuggled Cell Phones,” ABC
News, htip: cabcnews go.com Technology wireSioryv?id 7332293

‘rd, citing Graczyk, Michael, “Texas Prisons Locked Down A fter Death-Row Inmate Found with Phone”,
CorrectionsOne, hitp://www correctionsone.com/corrections/articles/1 747630-Texas-prisons-locked-down-
after-death-row-inmate-found-with-phone (accessed August 30, 2011).

* Severson, Kim and Robbie Brown, “Outlawed, Cellphones are Thriving in Prisons,” The New York Times,
January 2, 2011,
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drawings of the girl, showing her current hair style and brand of clothing, ten years after
his original crime. Facebook spokesman, Andrew Noyes said:

We will disable accounts reported to us that are violating relevant U.S. laws or
regulations or inmate accounts that are updated by someone on the outside."®

Facebook’s agreement is a gracious step toward eliminating the evils that flow
from prisoner use of wireless devices, including access to social media. Even so, as
Facebook’s Mr. Noyes noted, because wireless devices are prohibited in all correctional
facilities, in most instances, prisoners should never have access to the communications
conduit that puts them in touch with Facebook.'®

Facebook has agreed to shut down inmate pages, citing its user agreement that
prohibits illegal activity on Facebook. Each of the CMRS providers includes a similar
clause in its customer agreements.?’ Despite an absolute right to shut down prisoner use
of contraband wireless devices, no carrier has stepped up in the way that Facebook has.*'

This is true even though the Title 18 has been amended to criminalize possession
of a wireless device in a federal correctional facility and that most states have similar
laws. The Commission must order CMRS providers to do the right thing and shut down

contraband wireless devices once CMRS providers are aware that they are operating from

correctional facilities.
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» See e.g., “My Verizon Wireless Customer Agreement,” http://www.verizonwireless.com/customer-
agreement.shtml (accessed September 2, 2011), Under What Are Verizon Wireless' Rights to Limit or End
Service or End this Agreement?; AT&T Wireless Customer Agreement, which incorporates its Acceptable
Use Policy, hitp://www.corp.att.com/aup/ (accessed September 2, 2011).

' With respect to contraband wireless devices in federal prisons, the CMRS providers who refuse to
suspend service to the contraband devices run the risk of prosecution for aiding and abetting continuing
violations of Section 1791(d)(1)(F) of the Criminal Code, 18 U.S.C. § 1791(d)(1)(F).










