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Marlene H. Dortch

445 12th Street, S.W.
Room TW-A325
Washington, DC 20554

Re:  RCN Telecom Services, Inc.’s Petition for Waiver of Section 76.630(a) of the
Commission's Rules, File No. CSR-8525-Z
Dear Ms. Dortch:
Earlier today, RCN Telecom Services, LLC filed comments in the Commission’s
rulemaking proceeding on basic tier encryption, MB Docket No. 11-169 and PP Docket
No. 00-67. Because those comments referenced this proceeding, I am filing copies of the

comments for the record here.

Should you have any questions, please do not hesitate to contact me.

Michael Nilsson
Counsel to RCN Telecom Services, LLC
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FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554
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In the Matter of: NOY 28 101

Federal Communications Commission
Basic Service Tier Encryption MB Docket No. 11-169 Office of the Secretary

Compatibility Between Cable Systems and PP Docket No. 00-67
Consumer Electronics Equipment

COMMENTS OF RCN TELECOM SERVICES, LLC

RCN Telecom Services, LLC (“RCN”) submits these comments in response to the
Commission’s proposal to permit all-digital cable operators to encrypt basic tier programming.'
RCN has submitted a waiver petition seeking this very relief for its Chicago and New York City
systems, and applauds the Commission’s action in this proceeding.” As the rules now stand, the
requirement to offer basic-tier programming “in the clear” means that anyone with a QAM tuner
and a live connection—including former subscribers, new residents, and Internet-only
subscribers—can watch unencrypted basic tier programming without paying for it. Absent the
ability to encrypt the basic tier, RCN can prevent such theft only by physically cutting the cable

or installing “traps” (frequency blocking hardware) on the consumer’s coaxial line—neither of

Basic Service Tier Encryption Compatibility Between Cable Systems and Consumer Electronics
Equipment, 76 FCC Rcd. 66666 (2011) (“Notice™).

See Petition for Waiver of RCN Telecom Services, Inc., CSR-8525-Z (filed Aug. 12, 2011) (“RCN
Waiver Petition™) (In the RCN Waiver Petition, RCN inadvertently misidentified itself as RCN
Telecom Services, Inc., a predecessor corporation to RCN Telecom Services, LLC.) To ensure the
completeness of the record, RCN is filing a copy of these comments in that proceeding as well.






L Action in this Proceeding is Necessary to Prevent Growing Instances of Cable Theft.

The prohibition on encrypting basic-tier broadcast programming has long created the
opportunity for service theft.” Because a cable operator must offer basic-tier signals *in the
clear,” anyone with a live connection and a QAM tuner, whether an actual subscriber or not, can
watch the unencrypted programming. Former RCN subscribers or those who move into
residences previously served by RCN can thus steal basic service if they have a QAM tuner—
and nearly all new televisions now have QAM tuners.

The problem has grown as more customers take Internet service without video service
(i.e., buy standalone broadband service). RCN, like many cable operators, offers both television
and broadband—as well as digital voice service—through a single cable, and allows consumers
to choose whether they want to buy just broadband, just video service or both. That single cable
provides Internet-only customers not only with the Internet service to which they have
subscribed, but also with the opportunity to use a QAM tuner to illicitly watch unencrypted
basic-tier programming.

Because of the encryption ban, RCN can address basic-tier service theft only by
physically “cutting the cable” on the consumer’s coaxial line (which is time consuming and
expensive) or by or installing traps (which is even more time consuming and expensive). As
RCN described in its waiver petition, such measures inconvenience subscribers and waste
energy.® Moreover, neither of these measures work for Internet-only subscribers, as each would

stop the provision of Internet service that the subscriber has legitimately purchased from RCN.

3 47CFR.§76.630(a).
4 See RCN Waiver Petition at 2-5.
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RCN’s recent conversion to all-digital service has made remote provisioning and
termination a real alternative to physical disconnects and truck rolls.” Remote provisioning does
not extinguish any portion of the signal being transmitted to the consumer, but simply orders the
set-top box or CableCARD to stop decrypting the target programming. For the unencrypted
basic tier, however, these signals continue to be passed through without change, since they are
never encrypted in the first place. Thus, a “live connection” remains through which unencrypted
programming can be viewed with a QAM tuner. As RCN described in its waiver petition, the
end result has been a substantial increase in basic-service theft.® RCN cited two “tap pulls,”—
that is, physical disconnections of service—from Chicago apartments where RCN had previously
provided service but was no longer doing so. In one instance, nearly twenty percent of the
households from which RCN physically disconnected service contacted RCN within a week of
the tap pull to subscribe for cable service, clear evidence that they had previously been viewing
cable without paying; in the other, twelve percent did. A reasonable explanation for this trend,
which coincides with RCN’s conversion to all-digital video and the recent ubiquity of QAM
tuners, is theft of service.

Only by encrypting the basic tier in addition to the rest of its programming lineup can
RCN use remote provisioning both to prevent theft of basic cable service and avoid expensive,
time-consuming, and pollution-causing home visits, especially as more and more subscribers
purchase QAM tuner-equipped televisions.” If the basic tier is encrypted, then when the
customer discontinues service, the set-top box or CableCARD will simply be instructed to stop

decrypting the basic tier. In that case, the mere presence of a “live connection” will no longer

5 RCN Waiver Petition. at 2-3.
¢ Id at5s.
" Id at3-5.















