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How does this affect my security and privacy?

We do not collect any personal browsing data that passes through the device. The Whitebox checks
your bandwidth usage to decide whether to postpone the tests - for example, if you're downloading
a large file - in order to prevent any skewed test results. The Whitebox simulates the act of browsing
to common websites in order to produce a metric for browsing speed rather than use your own
browsing.

Testing information uploaded from the unit to our servers contains no information about you
whatsoever. Furthermore, all such communications are encrypted, ensuring that results cannot be
tampered with en-route.

Your individual unit's test results will be available to you alone. Your unit's results will also be
aggregated with others from the same ISP to form a larger average set of results that can be viewed
publicly.

We have absolutely no intention of doing anything that may adversely affect your privacy or security.
If you have any concerns please feel free to contact us to discuss them.

SamKnows, on behalf of the FCC, is collecting and storing broadband performance information,
including various personally identifiable information (PIl) such as the street addresses, email
addresses, online usage patterns, and broadband performance information from those individuals
who are participating voluntarily in this test. Pll not necessary to conduct this program will not be
collected. Certain information provided by or collected from you will be confirmed with a third party
to ensure a representative study and otherwise shared with third parties as necessary to conduct
the program. SamKnows will not release, disclose to the public, or share any Pll with any outside
entities, including the FCC, except as is consistent with this policy statement, the SamKnows privacy
policy, any agreement you have with SamKnows, and the Privacy Act of 1874, Public Law 83579 (5
U.S.C. 552a(b)(5)). For more information, see the SamKnows privacy policy. The broadband
performance information that is made available to the public, including the FCC, will be in an
aggregated form and with all Pll removed, in compliance with subsection (b)(5) of the Privacy Act of
1974, as amended (5 U.S.C. 5§52a), and the SamKnows privacy policy. The FCC is soliciting and
collecting this information authorized by OMB Control No. 3060-1138 in accordance with the
requirements and authority of the Paperwork Reduction Act Pub. L. No. 96-511, 84 Stat. 2812 (Dec.
11, 1980); the Broadband Data Improvement Act of 2008, Pub. L. No. 110-385, Stat 4096 § 103(c)
(1); American Reinvestment and Recovery Act of 2009 (ARRA), Pub. L. No. 111-5, 123 Stat 115
(2009); and Section 154(i) of the Communications Act of 1934, as amended.




