FENTON COOPERATIVE
TELEPHONE COMPANY

"KEEPING YOU CONNECTED"
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January 20, 2012

inspeeted
Commission’s Secretary, Marlene H. Dortch Ressived &
Office of the Secretary 12
FederthCOmmunications Commission JAN 30 w

t .
445 127 Street, SW, Suite TW-A325 FCC Ma“ Room

Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2011)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006 Fenton Cooperative Telephone Company hereby files its most recent

certification regarding its compliance with the rules of the Federal Communications
Commission set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 515-889-2785.

’_,f /
Hen. & obglary
Steven C. Longhenry
General Manager

Sincerely,

Cc:  Best Copy and Printing, Inc.
455 12" Street, Suite CY-B402
Washington, DC 20554

Federal Communications Commission

Enforcement Bureau — Telecommunications Consumer Division
445 12" Street, SW, Suite TW — A325

Washington, DC 20554
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Fenton Cooperative Telephone Company
P.O. BOX 77
Fenton, IA 50539
515-889-2785 & (ngpected
AN 80 2012
Annual 47 C.F.R. § 64.2009(e) CPNI Certificatior‘:cc Mail Room
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2012 covering the prior calendar year 2011

Date filed: January 20, 2012

Name of company(s) covered by this certification: Fenton Cooperative Telephone Company
Form 499 Filer ID: 808191

Name of signatory: Steven C. Longhenry

Title of signatory: General Manager

I, Steven C. Longhenry, certify that | am an officer of the company named above, and acting as
an agent of the company, that | have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission’s CPNI rules.
See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements (including those
mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory review) set
forth in section 64.2001 et seq. of the Commission’s rules.

The company has not taken actions (i.e., proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers) against
data brokers in the past year.

The company has not received customer complaints in the past year concerning the
unauthorized release of CPNIL.

The company represents and warrants that the above certification is consistent with 47. C.F.R. §
1.17 which requires truthful and accurate statements to the Commission. The company also
acknowledges that false statements and misrepresentations to the Commission are punishable
under Title 18 of the U.S. Code and Jnay subject it to enforcement action.

. 3 ,/
Signed ﬁ: Adda - N DQ@JC
Steven C. Longhenry .

General Manager



Raseived & lnspected

'JAN 90 2012
Fenton Cooperative Telephone Company o Mail Room
300 2™ st.
Fenton, lowa 50539

Exhibit 1
Accompanying Statement

Fenton Cooperative Telephone Company (“Company”) maintains the following operating procedures to
ensure compliance with the rules set forth in 47 C.F.R. Part 64, Subpart U:

Section 64.2005 Use of customer proprietary network information without customer
approval,

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(1) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier’s affiliated entities that provide a service offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit access to CPNI to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identify or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS.

(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed


















The Company’s CPNI policies ensure that a customer is only able to access call detail information over
the teleplone in one of the ways listed in Rule 64.2010(b). If the customer cannot remember their
password, they are prompted to answer a security question. Neither the password nor the security
question are based on readily available biographical information or account information. Customer
service representatives are instructed to authenticate customers over the telephone in all instances except

in the case where the customer provides the call detail information without the assistance of the
Company.

(¢) Online access to CPNI. A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior o allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) of this section, that is not prompted by the carrier asking for readily
available biographical information, or account information.

The Company’s customers do not currently have access to their account online.

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier’s retail location, [first presents to the telecommunications carrier or its agent a valid photo
ID matching the customer’s account information.

The Company’s CPNI policies allow the Company to disclose call detail CPNI to the customer at a retail
location after presenting a valid photo ID that matches the customer’s account information.

(e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event of a lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
information, or accodfit information. If a customer cannot provide the correct password or the correct

response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company’s CPNI policies allow for a few ways to establish a password, all of which ensure
compliance with the above paragraph. Eacl method also allows the customer to establish a back-up or
security question in the event that they forget their password. In no event does the Company use readily
available biographical information or account information as a back-up question or as a means fo
establish a password or authenticate the customer.

(f)  Notification of account changes. Telecommunications carriers must notify customers
imumediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Company’s billing system generates a notification letter when any of the fields listed in Rule
64.2010(f) is created or changed. The Company inunediately mails out the notification to the address of
record (never a new address) when required by Rule 64.2010(f). The content of the notification complies
with the requirements of Rule 64.2010(f).

(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide






