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February 17, 2012 

Ms. Marlene H. Dortch, Commission Secretary 
Federal Communications Commission 

Filed Electronically Via E(FS 

445 lih Street, SW, Suite TW~A325 
Washington, DC 20554 

RE : Impact Network Solutions, Inc. 
Customer Proprietary Network Information Certification 
EB Docket No. 06-36 

Dear M s. Dortch: 

Impact Network Solutions, Inc. hereby submits its 2011 (PNI Compliance Certificate and 
Accompanying Statement certifying compliance with Section 64.2001 et seq. of the 
Commission's rules. 

Please contact the undersigned should you have any questions or concerns at 419-420-6300 
ext. 103 or newmand@impactnetwork.com. 

~~~~ 
Daniel E. Newman 
President, Impact Network Solutions, Inc. 

Enclosures 

cc: Best Copy and Printing, Inc. (via e*mail FCC@BCPIWEB.com) 
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Customer Proprietary Network Information Annual Certification of Compliance 
Pursuant to 47 C.F.R. § 64.2009(e) 

EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2012 covering the prior calendar year 2011 

Date filed : February 17, 2012 

Company covered by this Certification: Impact Network Solutions, Inc. 

Form 499 Filer 10: 821188 

Name of Signatory: Daniel E. Newman 

Title of signatory: President 

I, Daniel E. Newman, certify-thai I am the President of Impact Network Solulions, Inc. and as such do 
hereby certify, affirm, depose, and say that r have authority to make this Customer Proprietary Network 
Information ("CPNI") Annual Certification of Compliance on behalf of Impact Network Solutions. Inc. I 
have personal knowledge that Impact Network Solutions, Inc. has established adequate operating 
procedures to ensure compliance with the Commission's CPNI rules as set forth in 47 C.f .R. § 64.2001 et 
seq. 

Attached to this Certification is an Accompanying Statement explaining how Impact Network Solutions, 
Inc. procedures ensure compliance with the requirements (including Ihose mandating the adoption of 
CPNI procedures, training, recordkeeping, and supervisory review) set forth in 47 C.F.R. § 64.2001 et 
seq. of the Commission's rules. 

Impact Network Solutions. Inc. received no customer complaints in the past year concerning the 
unauthorized release of CPNI. Further, Impact Network Solutions, Inc. has taken no action against data 
brokers for the unauthorized release of CPNI during calendar year 201 1. Impact Network Solutions, Inc. 
will report any information it may obtain with respect to the processes pretexters are using to attempt to 
access CPNI and what steps the Company is taking to protect CPNI. 

Impact Network Solutions, Inc. represents and warrants that the above certification is consistent with 
47. C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. Impact Network 
Solutions, Inc. also acknowledges that false statements and misrepresentations to the Commission are 
punishable under Title 18 of the U.S. Code and may subject it to enforcement action. 

This certification is dated this 1ih day of february, 2012. 

President 

AIIlIrhmrnlS: Acconlp<ln ying Slalcmcm c .... plaining C I'NI procedures 
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Sta tement Accomp~,"ying CJlN I Certificate 
Ell Docket No. 06·36 

Impact Netwo rk Solutions, Inc. ("Company") docs not usc. di sclose or permit access to. 
Cuslomer Proprietary Network Informat ion ("ePN !" ") except as permitted under 47 U.S.c. 
*222(d), except as otherwise required by law pursuant 1047 U.S.c. § 222(c)( I) or except as 
penni lied under 47 U.S .C. *§ 222(c)( J)(A) and 222(c)( \ )(B). However, the safeguards in 
Sections I and J below arc fo llowed and. to the ex tent that the Company finds it necessary to usc. 
di sclose or permit access to er N], the operating procedures in Sections A-I-] below are observed. 

A. Definitions 

The terms used in Ihis Statement have the same Illcanlllg as sct forlh 111 47 C. F.R. 
§64.2003. 

B. Usc of C PNI 

It is the Company's poli cy that the Company may lI se, d isclose, or permit access to Cr NI 
for the purpose of providing or marketing se rvice offc rings among the catcgo ri cs of 
scrvice (i.e .. loca l, interexchangc. and CMRS) to which the customer already subscribes 
from the Company. without customcr approva l. 

To the ex tent that the Company provides diffe rent categori cs of se rvice. and a customer 
subscribes to more than one category o f service o ITered by the Company, the Company 
may share CPNI among the Company's afli li ated entities that provide a service offering 
to the customer. However. to the extent that the Company provides diffe rent categori es of 
service. but a customer does not subscri be to more than olle ofTering. the Company does 
not share CPN I with its affiliates. except by fo llowing the requirements described herein. 

The Company does not use, di sclose, or permit access to Cr NI to market to a customer 
service offcrings that are within a category of service to which the subscriber docs not 
alread y subscri be from the Company, unless the Company has customer approval to do 
so. 

The Company does not use, di sclose or penni! access to Cr NI to identify or track 
customers that call competing service providers. 

Notwithstanding the forgo ing: 

It is the Company' s po li cy that the Company may lI SC, di sclose, or permit access 10 Cr N! 
to protect the ri ghts or property orlhe Company. or to protect users o f those services and 
o ther ca rri ers from fraudulent, abusive, or unlawful usc of: or subscri ption to. such 
servIces. 



' . 

IMPACT 
.. , , ... o ~ • • 0 ... " " .. .. ' .. c 

C. Customer Approvals 

(I) It is the Company's policy that the Company may obtain approval through 
written. oral or elec tronic methods. The Company acknowledges Ihal it bears the 
burden of demonstrating that an y ora l approvals have been given in compliance 
with the Commission's fules. The Company honors a ll approvals or disapprovals 
10 usc. disclose. or permit access to a customer's CPNluTllil the customer revokes 
or limits such approval or disapproval. The Company maintains records of 
approval. regardless or the fann of such approval. for at least one year. 

(2) Opl-Out and Opt-In Approval Processes. It is the Company's policy that it may. 
su~i cc l to opt-out approval or opt-in approva l. use its customer's individually 
identifiable CPN I ror the purpose of marketing communicat ions-related services 
to that customer. It is the Company' s policy that it may. subject to opt-out 
approval or opt-in approval. di sclose its customer's individually identiliablc 
CPNL for the purpose of marketing communications-related services to that 
cllstomer. to its agents and its artiliates that provide communicat ions-related 
services; and its joint vcnture partners and independent contractors. It is the 
Company's policy that it may also permit such persons or entities to obta in access 
to such CPN I for such purposes. Except as provided herein. or as otherwise 
provided in Sec ti on 222 of thc Communicat ions Ac t or 1934. as amended. the 
Company only llses, di scloses, or permits access to its customers' individua ll y 
identifiable CPN I subjcct to opt-in approval. 

I). Notice Required For Usc Of Customer Proprietllry Network Informntion 

It is the Company's policy that prior to any solicitation for customer approval. 
notilication is provided to the customcr or the customer's right to rcstrict use of. 
di sclosure of, and access to that customcr's CPN !. The Company maintains such records 
of notificat ion. whether oral. written or electronic, for at least one ycar. 

It is the Company 's policy that individual notice to customers is provided when solici ting 
approval to use. disclose. or permit access to customers' CPN!. 

E. Notice Content Requirements 

Company notices must comply with the following requirements: 

I. Notices must provide surticient inlormation to enable the customer to make an 
informed decision as to whether to permit the Company to usc. disclose. or permit 
access to. the cllstomer's CPN!. 

2. Notices must state that the customer has a right, and the Company has a duty, 
under federal law. to protect the confidcntiality of CPN I. 
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Noti ces must spec ify the types of info rmation th at constitute C PNI and the 
spec ific enti ties that will rece ive the erN!, describe the purposes lor which er NI 
will be used. and infonn the customer of hi s or her righllo disapprove those uses. 
and deny o r withdraw access to erN! 0.1 any time. 

Noti ces must advise the customer of the precise sleps the clistomer must take in 
order 10 grant or deny access 10 er NI. and must clearl y state that a denial of 
approval will not affect the provision of any services to which the customer 
subscribes. 

Notices must be comprehensible and must not be misleading. 

To the extent that written Noti ces are provided, the Notices are clearly legi ble. usc 
suffi ciently large type, and are placed in an area so as to be re~dil y apparent to a 
customer. 

7. If any portion o f a Not ice is translated into another language. then a ll portio ns of 
the Noti ce must be translated into that language. 

8. The Noti ce may state that the customer's approva l to use C PN I may enhance the 
Company's abili ty to o tTer products and se rvi ces ta ilored to the customer's needs. 
The Noti ce may also state that the Company may be compelled to d isclose C PNI 
to any person upon aflirmati vc written request by the customer. 

9. Noti ces may not include in the notifi cati on any statement attempt ing to encourage 
a customer to freeze thi rd·party access to CPNI. 

J O. Noti ces must state that any approval or denial o f approval fo r the usc of C PNI 
o uts ide o f the serv ice to which the customer already subsc ri bes from the 
Company is valid until the customer afli rmat ively revokes or li m its such approval 
o r denial. 

11 . The Company ' s so li citation fo r approva l must be prox imate to the Notice o f a 
customer's C PNI rights. 

F. Opt-Out Notice Requirements 

It is the Company's poli cy that Notices to obtain o pt·OUI approval be given onl y thro ugh 
electronic or written methods. and not by o ra l communicatio n (except as prov ided with 
respect to o ne-time lise o f CPNI below). 

The contents of any such notifi cation mllst comply with the Noti ce Content Requirements 
described above. 
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It is the Company's po li cy to wait a 3D-day 111 I III mum period of time after g lVlIlg 

customers notice and an opportunity to opt-OUI belore assum ing customer approva l to 
usc. di sclose. or penn it access to erN!. This 3D-day minimum period is calculated as 
follows: (I) In the case of an elect ronic fonn o f notificatio n, the wai ting period shall 
begin to rlln from the date all which the Noti ce was sent ; and (2) In the case of Notice by 
mai l, the wa iting period shall begin to rlln on the third da y fo llowing the dale that the 
notificat ion was ma iled. II is the Company' s po li cy 10 notify customers as to the 
appli cable wa iting period for a response before approval is assumed. 

For those instances in which the Company lI ses the opt-out mechanism. the Company 
provides notices to applicable customcrs every two years. 

For those instances in which the Company uses e-mai l to provide opt-out notices. the 
Company fo llows the add itional requirements in addition to the requirements generally 
applicab le to notification: 

(i) The Company must obta in express, veri fiable, pri or approval from consumers to 
send notices via e-mail regarding their serv ice in general, or C PNI in particular: 

(ii) The Company must allow customers to rep ly di rectly to e-mails containing C PN! 
not ices in order to opt-out: 

(iii ) Opt-out e-mai l not ices that are returned to the Company as undeliverab le mllst bc 
sent to the customer in anot her form before the Company considers the customer 
to have received not ice; 

(iv) The subject linc of the message must clearl y and accurately identify the su~jec t 
mailer of the e-mai l; and 

(v) The Company makes available to every customer a method to opt-out that is of no 
additiona l cost to the customer and that is ava il ab le 24 hours a day. seven days a 
week. 

G. Opt-In Not ice Requirements 

It is the Company' s po li cy that Not ices to obtain opt-in approva l be given though ora l, 
written, or electronic methods. 

The conten ts o f any such notifi cati on must comply with the Not ice Content Requiremen ts 
desc ri bed above. 
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H. One-Time Usc ofCPNI Notice Requirements 

The Company may usc oral notice to obtain limited, onc-time use or e PNI for inbound 
and outbound clistomer telephone conlacts for the duration of the cal l. The Company 
requires that the contents of any such notifi cation must comply with the Not ice Content 
Requirements described above. except that the Company may omit an y of the following 
not ice provisions irno! relevan t to the limited usc for which the Company seeks e PNI: 

(i) The requirement that the Company advise customers thaI if they have opted-out 
previollsly. no neticn is needed to maintain the opt-out e lection: 

(ii) The requirement that the Company adv ise customers that they Illay share CPN) 
with their alli liates or third-parties and need not name Ihose entities. if the limited 
CPNI usage will not resu lt in use by, or disclosurc to, an affiliate o r third-party; 

(i ii) The requi remcnt that the Company di sclose the means by which a customer can 
deny or withdraw future access to CPNL so long as explanation is g iven to 
customers that the scope of the approval the Company seeks is limited to one-t ime 
use; and 

(iv) The Company may omit d isclosure of the precise steps a custolller must take in 
o rder 10 grant or deny access to CPNI. as long as the Company clearly 
communicates that the customer can deny access to hi s CPNI for the ca ll. 

I. Safeguards Required for the Use of ePNI 

It is the policy of the Company 10 train its personnel as to the circumstances under wh ich 
CPNI may, and may not. be used or disclosed. In addition, the Company has estab li shed a 
written di sc iplinary process in instances where its personnel do not comply with 
establi shed policies. 

It is the Company' s policy to require that a record be maintained of it s own and it s 
alliliates' sa les and marketing campaigns that use their customers' Cr N!. The Company 
maintains a record of a ll instances where CrN) was di sclosed or provided to other third­
parties. o r where third-parties were allowed to access such Cr N!. The record includes a 
description of each campaign. the speci fic CPNI that was used in the campaign, and what 
products and services were otTered as a part of the campaign. Such records arc retained 
for a minimum of one year. 

The Company has established a mandatory supervisory rcview process regard ing 
eompliancc with CPNI rules for outbound marketing. Sales personnel must obtain 
supervisory approval o r any proposed outbound marketing request for customer approval. 
The Company' s policies require that records perta ining to such carrier compliance be 
retained for a minimum period o r one year. 
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In compliance with Section 64.2009(e), the Company will prepare a "compliance 
certificate" signed by an ofllcer on an annual basis stating that the officer has personal 
knowledge that the Company has established operating procedures that arc adequate to 
ensure compliance with 47 C.F.R. § 64.2001 el seq. The certificate is to be accompanied 
by this statement and will be filed in EB Docket No. 06~36 annually on March 1, lor data 
pertaining to the previous calendar year. This filing will include an explanation of any 
actions taken against data brokers and a summary of all customer complaints received in 
the past year concerning the unauthorized release ofCPNJ. 

It is the Company' s policy 10 provide wrillen notice to the FCC within five business days 
of any instance where the opt-out mechanisms do not work properly, such that a 
consumer's inability to Opt-Ollt is more than an anomaly. The written notice shall comply 
with 47 C.F.R. *64.2009(1). 

J. Safeguards on the Disclosure of ePNI 

It is the Company' s policy to take reasonable measures to discovcr and protect against 
attempts to gain unauthorized access to CPN!. The Company will properly authenticate a 
customer prior to diselosing CPNI based on customer-initiated telephone contact online 
access, or in-store visit, if applicable, as described herein. 

(I) MelhodsoiAccessingCI'NI. 

(a) Telephone Access 10 e PNI. It is the Company' s policy to only disclose 
Call detail information over the telephone, based on customer-initiated 
telephone contact, if thc customer first provides the Company with a 
password, as described in Section (2), that is not prompted by the carrier 
asking for readily available biographical information, or Account 
information. If the customer does not provide a password, the Company 
will only disclose Call detail information by sending it to the customcr' s 
Address of record, or. by calling the customer at the Telephone number of 
record. If the customer is able to provide Call detail information to the 
Company during a customer-initiated call without the Company ' s 
assistance, then the Company may discuss the Call detail infonnation 
provided by the customer. 

(b) Online Access 10 CPNI. It is the Company' s policy to authenticate a 
customer without the use of readily available biographical information, or 
Account information, prior to allowing the customer online access to 
CPN] related to a telecommunications service account. Once 
authenticated, the customer may only obtain onlinc access to CPN] related 
to a telecommunications service account through a password, as described 
in Section (2) that is 110t prompted by the Company asking for readily 
available biographical infonnation, or Account information. 
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(c) 111 Store Access {a CPNI. It is the Company' s policy that it may disclose 
ePN! to a customer who. at any retail location operated by the Company, 
first presents to the Company or its agent a Valid photo 10 matching the 
customer's Account information. 

(2) PasslI'ord Procedures. 

To establish a password, the Company will authenticate the customer without the 
use or readily available biographical infonnation, or Account information. The 
Company may create a back-up customer authentication method in the event or 
lost or forgotten passwords, but such back-up customer authentication method 
will not prompt the customer for readily available biographical information or 
Account information. If the customer cannot provide the correct password or 
corrcct response for the back-up customer authentication method , the customer 
must establish a new password as described in this paragraph. 

(3) Nol{/icalioll of Accounl Changes. 

It is the Company's policy to notify customers immediately whenever a password, 
customer response to a back-up means of authentication for lost or forgotten 
passwords, online account, or Address of record is created or changed. This 
notification may be through Company-originated voicemail or lext message to the 
Telephone number of records, or by mail to the Address of record , and will not 
reveal the changed information or be sent to the new Account information. 

(4) Business Customer Exemption. 

It is the Company's policy that it may conlraclual1y be bound 10 other 
authentication regimes other than those described herein for services provided to 
business customers that have both a dedicated account representative and a 
contract that specifically addresses the Company's protection ofCPNI. 

K. Notification of CPNI Security Breaches 

(1) It is the Company' s policy to notify law enforcement ora breach in its customers ' 
CPNI as provided in this section. The Company will not notify its customers or 
disclose the breach publicly until it has completed the process of notifying law 
enforcement pursuant to paragraph (2). 

(2) As soon as practicable, and in no event later than seven (7) business days, after 
reasonable determination of the breach, the Company will electronically notify 
the United States Secret Services (USSS) and the Federal Bureau of Investigation 
(FBI) through a central reporting facility. 
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(,1) Notwithstanding state law to the contrary. the Company shall not not ify 
customers or disclose the breach to the pub lic until 7 full business days 
have passed a Ftcr notification to the USSS and the FBI. except as provided 
in paragraphs (b) and (e). 

(b) If the Company be li eves that there is an extraordinaril y urgent need to 
notify any class of a lTcctcd customers sooner than otherwise allowed 
under paragraph (a), in order to avoid immediate and irreparable harm. it 
will so indicate in it s notificatio n and may proceed 10 immediately not ify 
its affected customers only a ftcr consultation with the relevant 
investiga tion agency. The Company will cooperate with the relevant 
investigating agency's request to minimize any adverse eneets of such 
customer notification. 

(c) If the relevan t investi gating agency determines that public disclosure or 
not ice to customer would impede or compromise an ongoing or potent ial 
criminal invest igation or nat ional security, such agency may direct the 
carrier not to so disclose or notify for an initial period of up to 30 days. 
Such period may be ex tended by the agency as reasonably necessary in the 
judgment of the agency. If sllch direction is given. the agency sha ll notify 
the carrier when it appears that the public di sclosure or not ice 10 anccled 
customers will no longer impede or compromise a crimina l invest igat ion 
or nati onal security. The agency shall provide in writing its initial 
direct ion to the carrier. any subsequent ex tension. and any notification that 
notice will no longer impede or compromise a criminal investigation or 
national security and slieh writings shall be contemporaneously logged on 
the same reporting facili ty that contains records of notilications filed by 
thc Company. 

(3) Customer Notilication. After the Company has not ified law enfo rcement pursuant 
to paragraph (2). it wil1 notify its customers of breach of those customers' CPN!. 

(4) Recordkeeping. The Company will maintain a record , c1ectroni c<l l1 y or in some 
other manner. o r <lny breaches di scovered , not ifications made 10 the USSS and the 
FBI pursuant to paragraph (2), and notificat ions made 10 customers. The record 
wil1 include. if ava ilable, dates of discovery and notification. a detail ed 
desc ription of the CPN l lhat was the su~ject or the breach, and the circllmstanccs 
of the breach. The Company will maintain the record for a minilllulll 01' 2 years. 


