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I, Dale Crouse. certify that I am an omcer of the company named ahovc. and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's 
Customer Proprietary Network Information (ePN!) rules. See 47 c'F.R. § 64.2001 el 

seq, 

Attached 10 this certification is an accompanying statement explaining how Ih.: 
company's proccdures ensure that the company is in compliance with the requirements 
sct fOlih in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (proceedings instituted or p<:1itions filed by the 
company with either statc commissions, thc court system, or the Commission) against 
data brokers in the past year. I acknowledge that companies must report on any 
information that they hav<.: with r<.:spcct to the proccss<.:s pretext.::rs ilrc using to aHempt 
to acccss CPNT, and what steps companies are taking to protcct (,PNT, and I havc no 
such inl<)rmation to report at this time. 

The company has not received any customer complaints in Ihe past y,~ar concerning the 
unauthorized release of or access to CPNI and I hereby acknowledge that if the 
company docs receive any such complaints, it must provide that information to the 
Commission, including the number of customer complaints a company has received 
related to unauthorized access to CPNL or unauthorized disclosure of CP'NL broken 
down by category or complaint, e.g, instances of improper access by employees, 
instances of improper disclosure to individuals not authorized to receive the 
information, or instances of improper access to online information by individuals not 
authorized to view the information. 

UOll:,e. President 



i 

I 
I 

Statement Accompanying C{,Nl Certificate EB Docket No. 06-36 

Prc:micre Communicatinlls Systems. Inc. (the "Company") dcws not use. disclose Of permit access to 
Customer Proprietary Network Information ("(:P:--lI"') except as permitted or required by law 
pursuant to 47 U.S.C. ~ 222. The safeguards set forth in Sections I and J below arc followed by 
the Company, and, to the extent that the Company finds it necessary to w;e, disclose or permit 
access to CPNl, the operating procedures in Sections A·II below are ob'3crvcd, 

A. Definitions. The terms llsed in this Statement have the same moaning as set forth in 47 
s1i42n03. 

H. "Cse of CPNI. It is the Company's policy that the Company may usc. disclose. or permit 
access to CPl'\! for the purpose of providing or marketing service offerings among the categories of 
service (Le .• locaL interexchange, and interconnected YOIP) to which the cllstomer already 
subscrihes from the Company. without customer approval. 

To the extent that the Company provides different categorics of service. and a customer subscribes to 
t1H)JC dIal! 0\11: l..utCgUIY ()f :)(Tvic.:- offered by the COll1pnny. the Cornpany l11t1)' !;han;1 cp~n among 

the Company's affiliated entities thai proviLlc a service offering to the customer. Howcwr. to the 
ex!en! that IllC Company provides dilTcrent categories of service. but a customer does not subscribe 
to more than one offering. the Company docs not share CPNI wilh its alliliates, except by following 
Ihe reqllirclllents described herein. 

The Comp£\l1y docs not usc, disclose. or permit access to CPNI to market to a customer any service 
offerings that are within a category of service to which th" subscriber docs Hot already subscribe 
from the COlllpany. unless the, Company has cllstomer approval to do so, The Company docs nOlltS,'. 
disclose or permit access to CPNI 10 identify or track cllstomers that call competing service 
providers. 

:--lotwithstanding the forgoing. it is the Company's policy that the Company may use. disclose. or 
permit access to CPNi to protect the rights or property of the Company, or to protect users of those 
services and other c,lITiers from fraudulent, abusive, or unlawful use of. or subscription to. such 
servlces. 

C. Customer Approvals. 

It is the Company', policy that the Company may obtain appn)\·,t1 through wrinen. oral or electronic 
methods. The Company acknowledges that it hears the burden of dernons!rating that any oral 
approvals have been given in cOll1pliance with the COTl1mission's rules. The Conlpany honors all 
approvals or disapprovals to use. disclose. or permit access to a customer's CPNI until the custorner 
revokes or limits such approval or disapproval. The Company maintains records of approvaL 
regardless of the form of sllch approval, for at least one year. 

Opt·Out and Opt-In Approval Processes. It is the Company's policy that it may, subject to Opt-Olll 
approval or 0pl·in approvaL llse ils customer's individually idenlifiable CP)'-:I for tbe PUI1'0SC or 
marketing communications·related services to that customer. It is the Company's policy that il may. 
subject to opt·out approval or opt· in approval. disclose its customer's individuafly identiflable CPKl. 
for the purpose of rnarkcting comn1lmications-relatcd services to that CUSlOTnec 10 its agent;:.; and its 
affiliates that provide c01l1lTlunications·related services; and its joint venture partners and 
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independent contractors who do the same. It is the Company's policy that it may also permit slich 
persons or entities to ohtain Clccess to such CPNI for such purposes. Except as provided herein. or as 
otherwise provided in Section 222 of the Communications Act of 1934. as amended, the Company 
only uses, discloses, or permits access to its customers' individually identifiahle CPNI suhject to ill'!:: 
in"approv_,ll" 

D. Notice Rc(]uit'cd For Use Of Customel' I'roprietm'Y :\etwol'k infol'fllatiol). It is th0 
Company's policy that prior to any s,)licitation for customer approval, notification is provided to the 
customer of the customer's right to restrict lise of. disclosure of. and access to that customer's CPKI. 
Th0 Company maintains such records of notification, whether oraL wfltten ur e1ectrt)uic. for at least 
one year. It is the Company's policy tbat individual notice to cllstomers is provided when soliciling 
approv<d to usc, disclnse. ,)r permit access to cllstomers' CP~L 

E. Notice Content Requirements. Company notices must comply with the following 
reqttirerncnts: 

J" Notices must provide sufficient information to enahle the customer to make an informed dccision 
as to whether to permit the Company to use. disclose, or permit acCess to. the customer's CI'NI. 

2" Kotices must state Ihal the customer has a right and the Company has a duty" under federal law. 
to protect the confidentiality of CPNI. 

3. Notices mllst specify the types of information tbat constitute CPNI and the specific entities that 
will receive the CP~I. describe the purposes for which CPNI will he used. and inform the 
customer of his or her right to disapprove those uses. and deny or withdraw access to CI'KI at 
any tilLie, 

4" ~Olices must advise the customer of the precise stcps the customer must take in order to grant 01' 

deny access to CPNL and must clearly state that a dcnial of approval will not affect thc provision 
of any services to which the custon'ler suhscr1bc~;. 

5. Notices must be comprehensible and lTIUSt not be misleading. 

6. To the exteIlt that written Notices arc provided. the Notices arc clearly legible. usc sufficiently 
large type, and are placed in an area so as to be readily apparent to a customeL 

7. If any portion of a Notice is translated into another language, then all portions of the ~otiee mllst 
be tran:-;latcd into that 1~\l1g11age. 

S. The Notice may state that the cust0111cr's approval to use CPNI lnay enhance the Company's 
ability to ofler products and services tailored to the customer's needs. The Notice may alsu statc 
that the Company may be compelled to disclose C"NI to any person upon affirmative written 
request by the custorl1Cr. 

9. Notices may not include in tbe tlotil'ication lIny statement attempting to encourage a customer to 
freeze third-party access to CPNI. 

I 0" ~()tices must state that any appnwal, or dcnial of approval fill' the tlse of CPNI outside of the 
service to which the customer already subscribes from the Company is valid tlntil the ctlstomer 



uffirmativcly revokes or limits such approval or denial. 

II. The Company's solicitation for approval must be proximale to the Notice of a customer's CPNI 
rights. 



F. Opt-Out Noticc Requircments. It is the Company's policy that Notices to obtain opt-out 
approval be given only through electronic or written methods. and not by oral communication 
(except as provided with respect to one-time use of CPNI below). 

The contents of any sllch notification must comply with the Notice COlltent Requirements described 
above. 

It is the Company's policy to wait a ~(J.clay minimum period of time after giving customers notice 
and an opportunity to opt-out before assuming customer approval to usc. disclose. or permit access to 
CPNL This 30-day minimum period is calculated as follows: (I) In the case of an electronic form of 
notification. the waiting period shall begin to run from the date on which the Notice wa~ sent; and (2) 

In the case of "'otice by maiL the waiting period shall begin to run on the third day following the date 
that the notification was mailed, It is the Company's policy to notify customers as to the applicable 
waiting period for a response before approval is assumed. 

For those instances in which the Company lIses the opt-out mechanism, the Company provides 
notices to applicab1e customers every two years. 

For those instances in whkh the Company lises e.-mail to provide OpHlllt notices. the Company 
follows Ihe additional requirements in addition 10 the requirements generally "pplicablc to 
notification: 

(I) The Company must ohtain express, verifiable. prior approval from consumers to send notices via 
e-Illail regarding their service in general, or CPNI in particular; 

(2) The Company must allow ~llst()mers hl reply directly to c"mails containing Cl':,{] notice,; in order 
to opt"out: 

(3) Opt-out e-mail !lotices that arc returned to the Company as undeliverable mllst be SC!ltto the 
customer in another form before the Company considers the customer to haw received notice; 

(4) The suhject line of the message must clearly and accurately identify the subject matter of the e­
mail, and 

(5) The Company makes availahle to every customer a method to opt-nUl that is of no additional cost 
to the customer and that is availahle 24 hours a day. seven days a week. 

G. Opt-In ]Sotice Requirements. It is the Company's policy that Notices to ohLain opt-in 
approval be given though oraL written, or electronic Inethnds, The contents of any such notification 
must comply with the Notice Content Requirements described above, 

II. One-Time usc of CPNT Notice Requirements. The Company may use oral notice to obtain 
limited. one-time use of CPNT for inbound and outbound customer telephone contacts for the 
duration of the call. The Company requires that the eonlents of any such notification must comply 
with the Notice Content Requirements described above. except that the Company may omit any of 
the following notice provisions if nol relevant to the limited tIse for which the Company seeks CPl\I: 

(1) The requirement that the Company advise customers that if they have opted-out previously. no 
action is needed to maintain tl1<' opt-out elcction~ 



(2) The requirement that the Company advise customers that thcy may sbare CPC'JI with their 
affiliates or third-parties and need !lot name those cntities. if the limited CPNI usage will not result in 
use by. or disclosure to. an affiliate ot third-party; 

(3) The requirement that the Company disclose the means by which a customer can deny or withdraw 
future aecess to CPNI, so long as explanation is given to customers that the scope of the approval the 
Company seoks is limited to ollc~time usc; and 

(4) The Company may omil disclosure of the precise steps a customer mllst take in order to grant or 
deny access to CPNI, as long as the Company clearly communicates that the customer can deny 
access to his CPNI for the call. 

I. Safeguards Required for the lJse of CPNI. It is the policy of the Company to train its 
personnd as to the circumstances under which CPN! may, and may not, be used or disclosed. In 
addition, the Company has <,stablished a wrillcn disciplinary process in instances where its 
personnel do not comply with established policies. It is the Company's policy to require that a 
record be maintained of its own and its affiliates' sales and marketmg campaigns that use their 
customers' CPNL The Company maintains a record of all instances where CPNI was disclosed 
or provided to other third-parties, or where third-parties were allowed to access such CPNL The 
record includes a description of each campaign. the specific CPt\T that was used in the campaign. 
and what products and services were offered as a part of the campaign. Such records arc retained 
for a minimum of one year. 

The Company has established a mandatory superViSOlj review process regarding compliance 
with CPNI rules for outbound marketing. Sales personnel must obtain supervisory approval of 
any proposed outbound marketing request for customer approval. The Company's policies 
require that records pertaining to such cartier compliance he retained for a minimum period of 
onc year. 
In compliancc with Section 64.2009(e), the Company will prepare a "compliance certificatc" signed 
by ~Il officer ()n all anlllwi basis Slating that the officcr has personal knowledge that thc' Company has 
established operating procedurcs that arc adequate to ensure compliance with 47 
C.F.R. § 64.2001 et seq. The certificate is to be accompanied by this statement and will be filed 
in EB Duckd t\o. ()6~36 annually on or before March I. for data pertaining to the previous 
calendar year. This filing will include an explanation of any actions taken against data brokers 
and a summary of all customer complaints received in the past year concerning the unauthorized 
release of CPNL 

It is the Company's policy to provide written notice to the FCC within five husiness days of any 
in~tance where the opt-out mechanisms do not work properly. such thaI a consumer's inabilily to 
opt-olll is more than an anomaly. The written notice shall comply with 47 C.F.R. §64.2009(f). 

J. Safeguards on the Disclosure of CPNI. It is the Company's policy to take reasonable 
measures to discover and protect against attempts to gain unauthorized access to CPNL The 
Company will properly authenticate a customer prior to disclosing CPNI based on customer-initiated 
tel,~ph()ne contact, online access, or in-store visit, if applicable, as described herein. 

(I) MClho(\s of Accessing CPNL 

(,t} Tdcphone Access to CPNI. Il is the Company's policy to only disclose Call detail information 



over the telephone, based on customer··initiated telephone cOlltact if the customer first provides the 
Company with a password. as described in Section (2). that is not prompted by the Company asking 
for read,ly ava,lable biographical information, or account information. [f the cllstomer docs not 
provide a password, the Company will only disclose Call detail inform,ltiol] by sending it to the 
customer's address of record, or, by calling the cllstomer at the telephone numher ofrecord. If the 
customer is ahle to provide Call detail informatioIl to the Company during a customer-initiated call 
without the Company's asSislllTiCe. then the Company may discuss the Call detail inform(ltion 
provided by the customer. 

(b) Onlillc Access to CPNI. It is the Company's policy to authenticate a custorner without the usc of 
readily available biographical information. or account information. prior to allowing the customer 
online access to CP:";I related to a telecommunications service account. Once authenticated. the 
cllstOlncr Tnay only obtain online access to CPNI related to a telecommunications service account 
through a password. as described in Section (2). that is not prompted by the Company asking for 
rcadily available biographical information. or account information. 

(e) In Storc Access to CPNI. It is the Company's policy that it may disclose CPNI to a customcr who. 
at any r<;laillocatiot1 operated by the Company. first presents to the Company or its agent a valid 
photo ID matching the customer's account information. 

(2) Password Procedures. To establish a password, the Company will authenticate the customer 
without the usc of rc,rtiily available biographic(11 information, or account information, The Company 
l11ay create a back-up customer authentication lnethod in the event of lost or forgotten passwords, but 
such baLk-up customer authenticatioll m0thod will ll<lt pmmpt the customer for rcadily available 
hiographical information or account information. If the customer cannot provide the correct password 
or e(mect response for the back .. up customer authentication method. the customer must establish a 
new password as described in this paragraph. 

(3) Notification of ACCOUIll Changes. It is the Company's policy to notify customers immediately 
whenever a password. customer response to a back-up means of authentication for lost or forgotten 
passwords, online account. or address of record is created or changed. This notification may be 
through Company-originated voicemail or text message to the telephone munbcr of records. or by 
mail to Ihe address of record, and will not reveal the changed information or be S('11t to tbe new 
account information. 

(4) Business Customer Exemption. It is the Company's policy that it may contractually bc bound 
to other authentication rcgimes other than those describcd herein for services provided to 
business customers that have both a dedicated account representati ve and a contract that 
specifically addresses the Company's protection of CPNI. 

K. Notil1cation of CP:";I Security Breaches. 

(I) It is the Company's policy to notify law enfurcernent of a breach in its customers' CPNI as 
provided in this section. The Company will not notify its customer., or disclose the breach pub.lidy 
until it has completed the process of notifying law enforcement pursuant to paragraph (2). 

(2) As soon as practicabk, and ill no event laler than seven (7) business day, after reasonable 
determination of the breach. the Company will electronically notify the l.:nitcd States Secret Services 
(llSSS) and the Fedcral Bureau of Investigation (FBI) through a central reporting facility. 



(a) ="!otwithstanding stale law to the contrary, the Company shall not notify cllstomers or disclose the 
breach to the puhlic until 7 full business days have passed afler notification to the CSSS and the FBI. 
except as provided in paragrnphs (b) and (c). 

(b) If the Company believes that there is an extraordinarily urgent need to notify any class of affected 
eu:'.tomcrs sooner than otherwise allowed under paragraph (a), in order to avoid immediate and 
irreparahle harm, it will so indicate in its notification and may proceed to immediately notify its 
affected Cllstomers only after consultation with the relevant investigation agency. The Company will 
cooperate with the relevant investigating agency's request to minimize any adverse effects of such 
cllstomer notification. 

(c) If the relevant investigating agency determines that public disclosure or notice to customer would 
iTnpcdc or compromise an ongoing or potential crinl1nal investigation or national security, such 
agency m.1Y direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such 
period may be extended by the agency as reasonably necessary in the judgment of the agency. If slich 
direction is given, the agency shall notify the c<in'ier when it appears that the public disclosure or 
notice to affected customers will no longer impede or compromise a criIninJi investigatlon or 
national security, The agency shall provide in writing its initial direction l(J Ihe carrier, any 
suhsequcnt extension, and any notification that notice will no longer impedc or compromise a 
cril11inal investigation or national security and such writings shall be contclnporaneollsly logged on 
the ,;amc reporting facility that contains records of notifications fileJ by the Company. 

(3) Cu~tomcr NotificatioIl. After the Company has notified law enforcement pursuant to paragraph 
(2), it will notify its cus(orners of breach of (hose cllstomers' CPI\I. 

(4) Rccordkeeping. The Company will maintain a record, electronically or in some other manner, of 
any breaches discovered, notifications made to the USSS and tbe FBI pursuant to paragraph (2), and 
notifications made to customers. The record will include, if available. dates of discovery and 
notification, a detailed description of the CPNlthat was tbc subject of the hreach, and the 
circumstances of the breach. The Company will maintain the record for a minimum of 2 years. 


