
February 22, 2012 

Marlene H. Dortch 
Office of the Secretary 
Federal Communications Commission 
445 12<hStreet, Suite TW-A325 
Washington, DC 20554 

Re: EB Docket No. 06-36 

Dear Ms. Dortch: 

MNS MlCHIGANNETWORK SERVlCES 
P.O. BOX 210444 
AUBURN lULLS, MI48321 

Amanda Robinson 
CEO 

248.724.0600p 
248.253.9054f 

Enclosed for electronic filing is Michigan Network Services' annua l customer 
pro prietary network information certification under 47 C.F.R. §64.2009(e) in compliance with 
the Federal Communications Commission's EPIC CPNI Order in CC Docket No. 96-115 and 
WC Docket No. 04-36 and the Public Notice DA 12-170 in EB Docket No. 06-36 issued on 

February 16, 2012. 

Please contact me if you have any question regarding th is electronic filing. 

Yours truly, 

Amanda Robinson 

CEO 
M.ichigan Newark Services 



Annual 47 C.ER. 64.2009(e) epN] Certification 

EB Docket 06-36 

Annual 64 .2009(e) CPNI Certification for 201] 

Dilte Filed: February 22, 2012 

Name of company covered by this certi fication: Michigan Network Services 

rorm 499 Filer TD: 826585 

Na me of signatory: Amanda Robinson 

Tit le of signatory: CEQ 

L Amanda Robinson, ce.rtify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal know ledge that the company has established oJX'raling 
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47 c.F.R. 

64.2001 d seq. 

Attached to this certificat ion Is an accompanying sta tement explaining how the company's 
procedures ensu re that the compa ny is in compliance with the requirements set forth in Sl"Ction 64.2001 e/ 

sl:q. of th(> Commission's ruk .... 

The company has not taken any actions (proceed ings instituted or petitions filed by a company at 
either state commissions, the court system, or at the Commission against data brokers) against data 
brokers in the past yea.r. Compan ies must report on any info rmation Ihat they have with respect to the 
processes prctcxters are using 10 attempllo access CPNI, and what steps companies are taking to protect 
CPN 1. 

lllt! compan y has not received any customer com plaints in the past yea r concerning the 
unauthori zed release of Cr NI (n umber of customer complaints a company has received related to 
unau thorized access to Cr NI, or un<luthorized disclosure of CPNI, broken down by category or complain t, 
t!.g., instances of improper access by employees, instances of improper disclosure to indi viduals not 
authorized to receive the informa tion, or instances of improper access to online info rmation by individuals 
not au thorized to view the information). 

5ign~~~ 

Mich igan Network Services 

Form 499 Fi ler TO 826585 
CPNI Certifi cation 



STATEMENT 

Michigan Network Services ("Carrier") has established operating procedures Ih<ll ensure compliance 
with the Federal Communication Commission ("Commission") regula tions regardi ng !.he protection o f customer 
proprietary network informa tion ("CPNT"). 

1. Ca rrier has implemented a system whereby the status of a customer's e PNI approval can be determined 
p rior to the use of erNl. 

2. Carrier continually educates and trains its employees regarding the appropriate use of er N!. Carrier 

has established disciplinary procedures shou ld an employee violate the CPN I p rocedures established by 
Carrier. 

3. Carrier main tains record of its and its affiliates' sa les and marketi ng campa igns that lise its customer's 
O'NI. Carrier also maintains a record of any and a ll instances where ePNI was disclosed or p rovidt.>d to 

third parties, or where third parties were allowed access to ePN!. The records include a description o f 
each campaign, the specific e PNl that was used in the campaign, and what products and services were 

offered as part of the campaign. 

4. Carrier has established a supervisory review process regarding compliance wi th the CPNI rul es with 
rL>spL'Ct to ou tbou nd marketing situations and maintains records of ca rrier compltance for a minimum 
period of one year. Specifically, Carrier 's sales personnel obtain supervisory approva l of any proposed 
outbound marketing request for customer approva l rega rding CPNI, and a p rocess ensures that opt-out 

elections are recorded and fo llowed. 

5. Ca rrier took the fo llowing actions against data brokers in 2011 and to the present, Including proceedings 
instituted or petitions filed by Carrier a t a s late commission, in the court system, or at the Federal 
Communications. None 

6. The following is informa tion Carrier has with respect to the processes pretexters are using to allempllo 
acct.>Ss e r N!, and (if any) what sleps carriers are laking to protect CPNI: Carrier has d etermined Ihat no 

pretexlc r has attempted to access CPNI on Carrier 's system . 

7. The following is a summary o f a ll cus tomer comp laints received In 2011 and to the present regarding the 
unauthori zed release of CPN I: 

Number of customer complaints Carrier received in 2011 and to the present related to 
unauthorized access to CPN1, or unautho rized disclosure of e PNl: None 
Category of Complain t: 

.Q. Number of instances of improper access by employees 

.Q. Number of ins tances of improper disdosure to individuals not au thorized to receive 
the information . 
.Q. Number of instances of improper access to online information by individuals not 
authorized to view the information . 
.Q. Number o f other instances of improper access or disclosure 

Description of instances of improper access or disclosure: None 



MNS MTOITGAN NETWORK SERViCES 
P.O. BOX 210444 
AUBURN HILLS, MI 48321 

Customer Proprietary Network Information (CPNI) Policy 

Following nre tile processes and procedl/res ns implemented by Michignn Network Services to protect 
Custolller Proprietary Network Tnformation (CPN/) as required by the FCC. 

• Michigan Network Services customer account information, includ ing informa tion such as 
ca ll de tail records, account balances and transactions, etc. are not re leased to 3rd parties or 
without proper customer authentication as defined below. 

o Customer informa tion, such as Caller ro, Caller Name Delivery, Directory Listing 
information, etc., is excluded from the procedures defined below. 

• Customer Ca ll Detail Record (CDR) Request 

o A customer must submit a request for CDR's in writing or via E-mail. The request 
should contain the foUa wing information: 

• 

• 

• 

• 

• 

The name and address of the customer, as listed on the account, 
The daters) and timers) of the ca ll records being requested . Up to 5 dates may be 
r("'quested at no charge. Additional charges will apply for requests of more than 5 
da tes, 
The telephone number of the ca lled or calling party, if known, 
TI,e requested method for delivery of the CDR's, either pickup at the Michigan 
Network Services oflice, or via postal mail to the address as listed in the 
customer's account. The CDR's cannot be E-maiJed or communicated verba lly 
over the phone. 
A brief exp lanation of why the records are being requested, 

o Michigan Network Services will provide the CDR's via the method requested by the 
customer within 10 business days. If the customer is picking up the CDR's at the 
Michigan Network Services office, they must provide a photo [I) a t the time of pick up. 

• Non-CDR Customer Information Request 

o A customer may request Non-CDR account information, such as account balances, 

Michigan Networil; Services 
P :: 248.724.0600 ... F :: 248.253.9054 
P.O. Box 210444 Aubum Hills MI 48321 



payments, etc. via wri ting, E-mail, telephone, or in person. 
o Mkhigan Network Services will provide the requested information in one of the 
fo llowing manners as directed by the customer: 

• Via postal mail 10 the address as lisled in the customer's account, 
• Customer pick up at the Michigan Network Services office, upon presen ta tion of 

a photo !D. 

• On line CDR and Non-CDR Customer Information 

• CDR customer infonnation is not avai lable on-line. 

• Notice of Account Changes 

o When a customer initiates a call to Michigan Network Services requesting a change 
to thei r account information or password, Michigan Network Services mu st respond 

with a notification back to the customer. The notification can be a voice mail o r postal 
mail to the customer 's add ress of record. 
o Because of this requirement, a rustomer initiated te.lephone request to change 
address information or a password mandates a call back to the phone number of record 
to confirm the change. Leaving a voice mail is an acceptable conformation. If the 
customer does not answer, and there is no voice mail, then a conformation letter must 
be sent to the address of record . 

• Distribution of CDR and Non-CDR Customer Information for Marketing Purposes 

a Michigan Network Services does not allow the release of CDR and Non-CDR 
customer to marketing companies. 

Michigan Network Services 
P :: 248.724.0600 u F :: 248.253 .9054 
P.O. Box 210444 Auburn Hills MI 48321 


