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Writer's Direct Dial 
(703) 584-8665 

pgist@fcclaw.com 

February 24, 2012 

Marlene H. Dortch, Office of the Secretary 
Federal Communications Commission 
445 lth Street, SW 
Suite TW-A325 
Washington, D.C. 20554 

Re: EB Docket No. 06-36 
Annual 47 C.F.R. § 64.2009(e) CPNI Certification for 2011 

Dear Ms. Dortch: 

Giles-Craig Communications, Inc. 
Form 499 Filer ID 809805 

On behalf of Giles-Craig Communications, Inc., and pursuant to Section 64.2009( e) of FCC 
rules, submitted herewith is the carrier's CPNI certification with accompanying statement covering 
calendar year 2011. 

Should any questions arise regarding this submission, please contact the undersigned. 

Very truly yours, 

Pamela L. Gist 

Enclosures 
cc: Best Copy and Printing, Inc. 
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Giles-Craig Communications, Inc. 
P.O. Box 190 

Pembroke, VA 24136 

Annual 47 C.F.H. § 64.2009(.) CPNI Certification 
EB Docket 06-36 

Ann ... , .4.2008(_, CPNI Cert,"caClon for 201 Z cov.rlng the prior calendar 
p.rZ011 

D.t. fll ... : Fe""'.", 24, 201 Z 

Name of company cov ... d by this certification: GlieS-Cqlg Communications, 
_nc., a subsidiary of Pembroke Telepllone Cooperative 

Form ••• FI'.r ID: 8CH1805 

Address: P.O. Box 1'0 
Pembroke, VA '4136 

Name of sil.atOry: Donald M. Caldwell 

Title of signatory: Pr ..... nt 

CERTIFICATION 

I. Do ... ld M. Caldwell, certify th.t I am an officer of the cOMpany named 
above, and acting as an al.nt of til. company. that I h.ve p .... on •• knowledge 
th.t ('h. company has Mtabllsb.d Dpel"atlnl procedures tltat .... adeq ... e to 
ensur. compll.nce wnh the Cu.tomer Proprietary Network Infonnatlon rules 
s.t forth in 47 C.F.R ...... 2001 .t ."q. of th. nil .. of t ... F ........ 
Communlclltlons CommlHloft. 

Attached to this certltlClltlon III an accomp.nylng st.t ..... nt •• I.lnlng how 
the company"s pr~"'."'s ens ..... thllt th. company is in compliance with the 
teq .. lrem.nt8 (Including those mandatl .. g the adDption of CPNI proc.dures, 
training, recordk •• plng, aIKII sup."".ory review) set forth In section ••• 2001 
.t 51!1q. of th_ Commission". ru .... 

The company has not take. any al;tions (proe ••• lings instnuted or petlttons 
filed by a co ... pany at either state commissions. the c:ourt system, or .t the 
Commls&lon against data broke ... ) ag.lnst data brokers in the p.st year. 
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Glles-c.-alg Communications. Inc., a sUb$ldl.ry of 
Pembrok. T ..... ho ... Cooperatwe 
An~ .. _ 47 (:.F.R. I 04.zooe(e) CPNI Cwtlfteatlon fur 
Vear 2012 covering the ..... or oal ...... r year 2011 

The company has not received any eu.-amer comp •• I .... In the. past year 
coneamlng the .. nauthorlled re .... e of ePN •• 

The company rep ..... nts and 'warrants that the above c.rttflcation 15 
consistent with 47 C.F.R. § 1.17 which requires truthful and accurate 
st.t ..... nts to tile Commlasloft. The Company .'.0 ac:knawleclges thllt fal.e 
statements and mlsrep ..... ntatlons to th. Commission are punishable under 
Title 18 of th. U.S. Code and may sQbJect It to .".forceme"t aetlon. 

A~cP~ .. ~L. t2· ·L 
Name: Don.ld M. Caldwell 
Title: P .... ld.nt 
Date: () 'L - l · L - I L 

Attacl1ment: Accompanying statement explaining CPNI procedures 
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GILES-CRAIG COMMUNICATIONS, INC 
AND 

PEMBROKE TELEPHONE COOPERATIVE 
STATEMENT OF FCC ePNI RULE COMPLIANCE 

PAGE 03 

This statement serve~ to explain how Pembroke Telephone Cooperative (the Company) is 
complying with Federal Communications Commission ("FCC") roles related to the 
privacy of customer information. The type of information for wbich customer privacy is 
protected by the FCC's rules is called "customer proprietary network info:r:wation'; 
("CPNI"). The FCC's rules restricting telecommunication company use of CPNI are 
contained at Part 64, Subpart U of the FCC's rules (47 C.F.R. §§ 64.2001-2009), 

t. Integrated Nature ofCPNI Practi(:H 

The Company is a family of affiliated companies providing telecommunications services. 
FCC nIles requite that the Company has separate affiliates for some services, bllt allows 
those separate affiliates to 1.ta-ve common employees. Pembroke Telephone Cooperative 
is made up of the incumbent local exchange company, a long distance subsidiary and 
Internet group. Customers roay Dot always be aware that different, individual affiliates of 
tbe Company provide them. with specific telecommunications services. The Company's 
affiliates include the following companies: 

Giles-Craig Communications, Inc 

No matter which of the Company's affiliates provides a service, the employees of a 
single affiliate may provide customer service and support to the customers of the other 
affiliates. In other cases, employees may be dedicated to a single Company affiliate but 
8tHl rely on operational support systems common to all of the Company ~ s affiliates. 
Thus, the Company's practices for complying with the FCC's CPNJ rules are on an 
integrated Company basis. References to "employees" in this document refer to 
employees of the Company as a -whole. 

2. CPNl Compliance OfUter 

In addition to the specific matters required to be reviewed and approved by the 
Company's CPNI Compliance Officer, employ.ees and agents are strongly encouraged to 
bring any and all other questions, issues or uncertainties regarding the use, disclosure, or 
access to ePNI to the attention of the CotJipany's ePNI Compliance Officer for 
appropriate investigation, review and guidance. The extent to which a particular 
employee or agent brought a CPNI matter to the attention .of the CPNI Compliance 
Officer and received appropriate guidance is a material consideration in any discipUnaTY 
action brought against the employee or agent for impermissible U8~ disclosure or access 
toCPNT. 

1 
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Giles-craig COnununicaliCJn$, Jnc. and J:tembrokc Telephone Cooperative!: 
Sl' A 1'EMENT OF FCC CPNI RULE COMPLlANCE 

3. Identification of Services Aff'etted by CPNI Rules 

T,he Company has establish~ p.rocedures and trained employees to recognize the 
dIfferent types of telecommumcatlOhs and non-telecommunications services that affect 
how the Company uses CPNI. These services are: 

TelecomrnunicatiODB Services; 

Local (ll.EC) 
Interexchange (long distance) 
Commercial Mobile Radio Services (Wireless) 

Non-telecommunications Services 

Internet 
Voice Mail 
Inside Wiring 
CPE (Customer Premise Equipment) 

4. Use ofCPNIIs Restricted 

The Company recognizes that ePNI includes information that is personal and 
individually identifiable, a.nd that privacy concetns have led Congress and the FCC to 
impose restrictions upon its use and disclosure, and upon the provision of access to it 
by indjviduals or entities inside and outside the Company. 

The Company has designated a CPNI Compliance Officer who is responsible for: (1) 
communicating with the Company's attorneys and/or consultants regarding CPNI 
responsibilities, requirements and restrictions; (2) supervising the training of 
Company employees and agents who use or have access to CPN1; and (3) receiving, 
reviewing and resolving any questions or issues arising within the Company 
regarding use, disclosure j or provision of access to CPNT. 

Company employees and agents that may deal with CPNI have been informed that 
there are substantial federal restrictions upon CPNI use, distribution and access. In 
order to be authorized to use or access the Company's CPNI, employees and agents 
must receive training with respect to the requirements of Section 222 of the 
Communications Act and the FCC's CPNI Rules (Subpart U of Part 64 of the FCC 
Rules). 

5. Pennissible Uses of CPNI 

Company employees and agents are strictly prohibited from using CPNI, and :from 
providing CPNl to individuals or entities inside or outside the Company, except as 
follows: 
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Giles~Craig Communications, Inc. and Pemb~e Telephone Cooperative 
STATEMENT OF FCC CPNI RULE COMPLIANCE 
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1. The Company may) after recejving an appropriate request from a customer, 
disclose or provide the customer's CPNI to any person or entity designated by the 
customer. 

2. In the absence of an appropriate written request from the customer, the Company 
may provide the customer's phone records or other CPNI to a law enforcement 
agency only in response to a wan-ant or subpoena that specifies the particular CPNl to 
be furnished. 

3. The Company may use, disclose or permit access to CPNI to provide the same 
category of telecot;nm,u~ications service to a customer from which the CPNJ is 
derived. For example, the Company may use the CPNi from its provision of local 
exchange service to a customer to provide or market new, additional or modified local 
exchange service offerings to the customer. Likewise, the Company may use the 
CPNI from its provision of long distance toiJ service to a custoxnet to provide or 
market new, additional or modified long distance 1:ell 'Service offerings to the 
customer, 

4. The Company and its authorized employees may use, disclose or permit access to 
CPNI to provide services necessary to, or used in, the provision of the 
telecommunications service from which the CPNI is derived. 

a. The FCC has noted the publishing of directories as an example of this permitted 
use. 

h. The FCC has indicated that telecommunications carriers may use, disclose or 
pennit access to CPNI, without customer approval, to provide inside wiring 
installation, maintenance, and repair services. 

C. The FCC has stated that local e1Cchange carriers. and commercial mobile radio 
service providers may use CPNI, without customer approval, to market "adjunct
to-basic" services such 88 speed dialing. computer .. provided directory assistance, 
call monitoring, call tracing, call blocking, call return, repeat dialing, call 
tracking, call waiting, caller ID. call forwarding, and certain Centte:l( features. 

d. Any other U8e7 disclosure or provision of CPNI under this "necessary to or used 
in the provision or category must be expressly approved in writing by the 
Company's CPNl Compliance Officer. 

5. The Company, its authorized employees and its billing agent may use CPNI to 
. initiate, render. biU and collect for telecommunications services. 

6. The Company may use CPNI to protect the Company's rights or property, and to 
protect users and other caniers from fraudulent, abusive or illegal use of (or 
subscription to) the telecommunications service from which the CPNI is derived. 

3 
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Giles-Craig Communications. Inc. and Pemb .. oke Telephone Cooperative 
STATEMENT OF FCC CFNI RULE COMPLIANCE 
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7. The Company may use, disclose, or permit access to CPNl dcmved from its 
provision of local exchange service or interexchange service, without the customer~ s 
ap~rovaJ, to p~vide c~stomer premises equipment eCPE"), call answering, voice 
mad or messagmg, vOIce storage and retrieval services> fax store and forward, and 
protocol conversion. 

8. If a ¢ustomer subscribes to more than one category of service offered by the 
Company, the Company is permitted to share CPNI among its affiliated entities that 
provide a service offering to the customer. 

If a customer does oot subscribe to more than one offering by the Company, the 
Company is not penniued to share CPNI with its affiliates without the customer's 
consent pursuant to the notice and approval procedures set forth. 

9. When an e~stjng customer calls the Company to inquire about or order new, 
additional or modified services (in-bound marketing») th~ Company ma.y use the 
customer's epN} to assist the customer for the duration of the customer' s calJ if the 
Company provides the customer witb the oral notice guided by Sections 64.2008(c) 
and 64.2008(f) of the FCC's Rules. 

6. Customer Notification and Authorization Process 

The Company has established procedures, and trained employees responsible for 
obtaining customer authorization to use CPNI for marketing purposes, regarding the 
notice and approval requirements under the FCC's Part 64, Subpart U CPNI rules. 
FCC's CPNI rules at Part 64, Subpart V, Section 64.2008. 

7. Training 

The Company has trained existing employees having aCcess to, or occasion to use CPNI, 
as to when they are and are not authorized to use CPNI For new employees having 
access to, or occasion to use CPNI, the Company will include such training as part of 
employee orientation and training. 

8. DiscipUnary rro~ess 

The Company has in place a disciplinary process to address any unauthorized use of 
CPNI where the circumstances indicate authorization is required under the FCC's Part 
64, Subpart U CPNI rules. 

9. Supel'\'isory Review Protess for Outbound Marketing 

The Cotnpany has established a supervisory review process regarding its compliance with 
the rules in Part 64, Subpl:1rt V, for outbound marketing situations. Prior to any outbound 
marketing effort, sales personnel must obtain supervisory approval of ~he propos~d 
outbound marketing use. Any approval of CPNI use for outbound marketing efforts lS 

limited to CPNl not requiring prior customer authorization Of, where pri.or customer 
authorization is required, CPNI of customer~ having giv~n .the Company pnor approval. 
The Company maintains records ofits comphance for a mmtmum of one year. 

4 
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Giles-C~g Communications, Inc, and Pembroke Telephone Cooperative 
STATEMENT OF FCC CPNIRULE COMPLIANCE 

Date 

Date 

Date 

!iW.E~ ~ ager 

Leon A. Law, President of Pembroke 
Telephone Cooperative 

J)~.Ii--R elf J¥l ~ ~.J~~<_ 
Donald M. Caldwell, President of Giles
Craig Communications, Inc. 
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