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February 13, 2012 

Marlene H. Dortoh, Sl!(lretary 
Federel Communications Comml.sion 
OffIce of the Secrelll ry 
445 12th Street, S.W. 

Weshlngton. DC 20554 

Re: Jacoba Communication. GrDup LLC 
CPNI Certlficetlon Pursuant to 47 C.F.R. § 64.2009(e) 
E:EI Docket No. 06·36 

Daar Ms. Dortch: 

Tolephom.: (703) 714·13Q2 
FOQ$lmlle: (703) 714·1330 

E .. tnull: ma!lOCpDlCDplllncsGroyp com 
Website: wytwCgmrnpllaOCiQGCQUQ com 

On behalf of Jacob. Communication. Group LLC ("BNC Vol~·). enctosed herewith please find the company'a Annual Customer 
Proprl.lllry Netwcrk In!(lrmatlon 'CertlflcaUon ('CF'NI OffIcer Certlfloetlon") <X:Ivenng 2011. 

Should you have any queatlone regarding this flilng. please do no1 hesitate to contact the undersigned. 

Respectfully submitted. 

Christopher A. Canter 
On behalf Qf Jacobs Communications Group LLC 
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STATEMENT OF POLICY REGARDING 
CUSTOMER PROPRIETARY NETWORK INFORMATION 

In Ict;()rdanca With Section 222 ofthe Communications Act and the Federal Communications Commlllllion'$ ("FCC") CPNI Rules 
(47 C.F.R. Section 64.2001, It seq.), Jat;()bs Communications Gl'OlJp LLC ("BNC VoleG") flies this Statement 0/ Policy outlining the 
Company's procedures lor aeclsalng, using and storing Customer Proprietary Natwor~ Information ('CPNI'). 

BNC Voloe provides tell'CommunlcatJohs service. to retail Qustomera. Therefore, becau$a BNC Voice mll)i 8001188, use, or store 
CPNI when providing Ihese types 0/ services, the Company undertakes the steps outlined In this Statement 01 Polley to protect 
CPNllrom unsuthorlzod access or misuse, 

DefinItIon of CPNI 

Under fe~erallew, CPNlls certain customer Information obtained by e telecommunications pro~lder du~ng the course 01 providing 
telecommunications services (Including Interconnected VoIP) to a customer. This Includes Inlormation reillting to the quanUIy, 
technical oonrlguraUon, type, destination, location, and amount of US! of 1\ teleeommunlcmlon$ service sub&crlbed to by any 
customer of a telecommunications carrier, 

examples or CPNI Include Inlormatlon typically available from telephone-related dalalls on II monthly bill such ae the types of 
servlCilS purchased bye customer, numbers called, duration of cali5, dl"ctory assistance charges, lind calling patterns. CPNI 
does not Include names, addresses, and telephone numbel'll, because that Inlormstlon Is considered subscriber list Information 
under applicable lew. 

Usa ofCPNI 

It 1$ the policy of IilNC Voice not to use CPNllor any actl~lty other than liS permitted by applicable law. Any disclosure of CPNI to 
othsr pertles (such 89 amllstas, vendors and egents) occurs only II H Is necessary to conduct a legKlmata business sctMty relatad 
to the services already provided by BNC Voice to the customer. IfBNC Volca Is not required by law to disclose CPNI or It the 
Intended uea Is not otherwise permitted ~nder FCC Rules, the Company will nrst obtain the oustomer's consent prior to ~8lng or 
sharing CF'NI. 

BNC Voice folloWllndu&try-standard pl'llcUcea 10 prevent unauthorlled aCC8" to CPNI by a peraon other than the sublc~ber or 
Company, However, IilNC Voice cannot gUarantee that these practice. will prevent every ~nauthonzad atillrnpl!xl BCcaM, use, or 
disclose personally Identillable Information. 

CPNI NotIficatIon 

BNC Voice nolln" cU5tomerll Immediately 01 any account chang_I, Including address 01 record, authentication, online account 
anc Pil89WOI'd related ohanges. 

Employ" TraInIng POlicIes 

All employees 0/ BNC Voice are trained as 10 when they are, end are not, authorized to use CPNI. 

Specifically, BNC Voice prohlbHs lIB periKlnnel from rel811slng CPNI baaed upon a cUI!xlmar-ln~lated telephone call e~oept under 
the following three (3) clrcumatancas. 

• When the customl1lr has pre-established a password; 

• When the Informatlon requested by the customer Is to be sent to the customer's address of reool'd: or 

• When BNC Voice call. the customer'. t$lephone number 01 record and discueS99 the Information with the party InlUally 
identlnlld by customer when service was Initiated. 

DIsclosure to Buslne$' Customer. 
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BNC Voice may negotiate alternative authentication procedures for services that the Company prtlvldee to business customers 
that have a dedicated account representative and Q oonll'llct that specl~cally addresses the prtltectlon 01 CPNI. 

Disciplinary Procedures 

BNa Voice has Informed IblemplcYMI and agents that It consldens compliance with the Communloatlons Act and FCC Rullli 
regarding the use, disclosure, and IIccess \xl CPNI to be very Important. 

Violation by company employee5 or agents of luch CPNI requirements will lead to dlsolpllnary Betlen (Including remedial tl'$lnlng, 
reprimands, unl'llllerabis performance reviews, probatlen, and termination), depending upon the clroumstances of the violation 
(Including the leverlty of the violation, whether the violation was a flrsttlme or repeat violation, whether appropriate gUidance wae 
BQught or received from a suparvlsQr, and tI1e extent to which tne vlolaUon was or wal not dellbel'$te or malicious). 

Use of CPNlln Sales and Marketing Campaigns 

BNC Voice does not use CPNI In any marketing ¢IImpal;ns. 

However, If BNC Voice does usa CPNlln marketing ()8mpalllns, Ihe company will malnlaln a reoord of all sales and marketing 
campaigns that use the CPNI. The record will Include e de!lllription of each campBign, the &peclflc CPNI that waR used In the 
campaign, and what prodoots and services were offered IS perl 01 the oampalgn. 

BNC Voice will also Impillment 8 system 10 obtain prior approval and Inlormed consent !rom 118 customers In IICCOrdance with the 
CF'NI Ruills. This system will allow for thll status of a ouetomer'S CPNI approval to be clearly established prior to Ihe use of CPNI. 

Prior to commencement of a ."I~~ or n1llrkeUng campaign thet utilizes CPNI, ElNC Voice wliisstsbileh the etatus of a customer's 
CPNI approval. The following sell forth Ihe prooadur. thst will be followed by the Company: 

• Prior to ~ny $olloltellol'llor cu&ttlmer approval, BNC Voice will notify eU$tomens of their Mght to I'I!IiItrl~1 the use of, 
disclosure 01, and 8CCeS$ to their CPNI. 

• BNa voice will use opt.ln approval for any Inllanee In which Company muat obtain oustomer approvel prior to using, 
disclosing or permitting BocelS to CPNI. 

• A cU$tomer's approval or disapproval remains In allee! until the customer revokes or limits such approve I or disapproval. 

• F1!1corde 01 approvals lire maintained for alless! one yelr. 

• BNC Voice provides Individual notice to customers when $olloltlng approval to use, dllclose or permit access 10 CF'NI. 

• The CPNI natl ••••• nl by IINC Voice comply with FCC Flule &4.2008(.). 

BNC Voice will also establish IS supervisory review procesS regardin~ compliance with the CPNI rules for outbound marketing 
sltuatlens and will melntaln compliance I'1Icords for at IHlt one (1) yeer, 

FCC Notification 

Company Is prepared ttl provide written notlClt within flve (5) bUBlneBB days 10 the FCC 01 any Instance whel'$ the opt.ln 
mechanisms do not work properly or to such a degree that consumers' Inability to opt.ln 1& more than an anomaly. 

Third Party Use of CPNI 

To IIBfeguard CPNI, prior to allowing Joint vanturere or Independent oontraetol'S aCCIlI$$ to customers' Indlvtdusllv Identlflable CPNI, 
BNC Voice will require all such third p$rtles to enter Into I oonndentllllilty agreement that $"sures compliance with thl. Statemant 
of Polley and BNC Voice ehell also oblaln opt.ln con"nt from a customer prior to dlacloBlna the Information to lIuch third pertleQ. In 
addition, BNC Voice requires all outl;lde agents to acknowledge and ellrtlfy that they may only uae CPN I tor the purpose for which 
that Inlormatlon has be.n prtlvlded. 

BNC Voloe requires express written authorization from the customer prior to dispensing CPNI to new esrrlers, except as otherwlslII 
required by law. 
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BNO Voice doe. not market Or Gall CPN lin/ormation to any third party. 

Law Enforcement Notification of Unauthorized Disclosure 

If an unauthorized disclosure of CPNI ocours, BNC Voloe shell provide notlftCliltlon or the breach within seven (7) days to the 
United Slates Secret Service ('USSS") and the Fedel'lllllul'lIau of Investlgstion ("FBI"). 

BNC Voice shall walt an addHlonal.even (7) days from He govemment notice prlcrto notifying the affected customel'll oltha breaoh. 

Notwlth$tandlng tile ebov~. BNC Voice shall not walt the addltlonalaeven (7) days 10 notify tts customel'S If the Company 
determines thsre 1$ an Immediate risk of Irreparable harm to Ihe customers. 

BNC VOloe shill malnteln l'lIocrds of discovered breachl)$ for a parlod of st leaiS1 two (:2) years. 

CUltomer Complaints 

BNC Voice hal not received any cu.tomer complaints In lIle past VNr concerning the unaulhorj,!ed nelea$8 of or aoeess tQ CF'NI. 

Action, taken egalnet Pret$lCters 

8NC Vole. has hot taken lmy actions against data \:)rokel'il before state commissions, state or federal courts, or the FCC In the 
pnt year. BNC Voloe haa no Information. otl1ar than Information that hBs been publicly reported, regarding the processes that 
pr.leKIe" ar8 using to attempt to l008SS CPNI. 

Annual CPNI Certification 

PUrl/uent to FCC regulations, 47 C.F.R. § 64.20069(8). BNC Voice will annually $ubmlt to lIle FCC, prior to March 1&1, a CPNI 
Certification of Compliance and accompanying Statement regarding the company's CPNI polloles and OI)ere~ng proceduras. 
The •• documents cenlfy that BNC Voice complied with federal laws and FCC regulations l'lIgardlng the protection of CPNI 
throughout the prior calendar year. 
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Jacobs Communications Group LLC 

Annual CPNI Certification 
47 C.F.R. § 64.2009(.) 
EB Docket No. 06·36 

COMPANY NAME: Jacoba Communications Group ~LC 
REPORTING PERIOD: January 1, 2011 - December 31,2011 
FILER ID: 826761 
OFFICER: Thomas W. Jacobs 
TITLE: CEO I President 

I, Thomas W. Jaoobs, hereby certify that 1 am an officer 01 Jacob$ Communications Group LLC ("BNC Voice") and that lam 
autho~zed 10 make this certlflaation on behalf of BNC Voice. I have personal knowledge lhat BNC Voice has astabllahed operating 
proaeduras that are adequate 10 ensure compliance with the Commission's rUles governing Customer Proprietary Network 
Information ("CPNI"), to the exlent Ihalauch rules apply to BNC Voice or to any otlhe Information obtained by BNC Voice. Sea 47 
C.P.R. § 64.2001 at seq. 

Altached to this certlftcetlon Is an accompanying sl9tement 8J(plalnlng the procedures BNC Voice employs 10 ensure that It 
complies with the requirements eet forth In § 64.2001 at seq. of the CommlllllQn's rules. to the extent lMt such requirements applY 
to BNC Voice Qr to the Information obl$lned by BNC Voice. 

l Signed: c=:::.,p- ( -----

On behalf of Jacobs Communications Group LLC 


