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AnllulIl 47 C.F.R. § M.2009(c) Cl'NI CertHk~tion 

En !locket H()·3(' 

llllllll'" M,20()'I«-) C.'PNI Cerlilk<lliol1 jl)r 2011 

DiM liled: h:hnwIY 2012 

NllnlC or comp:my covered by this ccrtilkalioll: Alnsb, ·relecom. Inc. 

i")rJl) 499 Filer II): g I :>887 

Name (If signlliory: Daniel.l, Bom,,, 

I. Daniel.l Iloone, certify that I am an officer or Ill\) company named aho"'\ :md ading 
as all agent 01 illl: COlllpany, that I have personal knowledge that the company has 
(:stabli .. ,hcd oper:lting procedures that nrc adequate to "nSllrc c.ornpliance with the 
Commission', CUSlOnl(:l' Pl'oprietury Network Int())'Illation (C'PNI) rul"s. S'cc 47 C.r'.R. 
~ M.200! el seq, 

Attadl(:d 11.1 Ihis certifieatioll is an accompanying slatement explaining how the 
company's procedures ensure that the COlnpany is in compliance with the requirements 
"~tltlrth in ~ccti"n 64.2001 ('I seq, oftlw COllllllissi(m's I'uk:s. 

'rI.l" company has nOI tak,:n any actions (pnHx,cdillgs institutc:d 01' petitions !'ikd hy the 
company wilh dllwl' stnlc cOl11missions. the court system. or the Commission) against 
dara brokers in the past y,:al'. I :.}cknowkdg': that companie" 1l11lSt report on any 
inlhrlllatlOll Ihnt they huve with n:spect 10 lh,' pnlccsscS 1)I'('tc)(tcrs an~ using to ;rtlernpl 
to acci,;SS erN I. :.lIld what sleps companies are laking to protect (]'N Land i have no 
such inthrmatioJl to rcport at this time, 

'rho oOl'np<lny has not received any <,;lIstonwr complaints in the pa,1 yow' (;(lIlCCl'l1lng the 
ullallth(lri/.(~d release nf or ace(;ss to ('PNI amI I. hereby acknowk:dgc that it' tlll: 
company does n.icc:ivc nny such c()ll1plaints. it Im}sl provide: that in((mTl:.Ilio!'i 10 the 
C'ommissioll, indllding the nUn1hcr or customer complaints a company has received 
related 10 lHH.lutl}orizcd access to CT'N/' or unauthorized disd()sUl\~ of (TN I, broken 
down hy categury or cOl1lpbint, e.g .. instances of improj:KT i.le,"".:ss by clllplnyces, 
instances of irnproper disclosur(: to individuals no! iluthoril-cd to t'(tccivc th .. : 
inillrll1ation. or inslllllCCS of improper access to online in/\mllntioll by individuals not 
authorized to vi~w the information. 

Ii1l (J (J 1 
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Statement Accompanying ePNI Certil1cate EI3 Oockct No, 0(.-36 

AI,l,;k:1 'rdccm", h",. (the '"Company") docs 110t I1~C, disclose or pel1nil access til ('ustmner 
Proprietary Nctwnrk ini{mnation ("CPNl") except as pC1'mittc:d or required by law pursuant to 47 
U,S,C, ~ The sal~guards sci forth in Suctions I and J bdow arc i()l]()w,:d by the (.'mnpaIlY. 
and, to the extent Ihatthc Company ti.nds it necessary to lise, discios(: or pelTnit. lH':CCSS to ('PNL 
the opcmling PIT'CCtl\.lt·cs in Sections ;\-11 below are observed, 

A. Oefinitions. The tellllS used in this Statclm:nt have th" same meaning as set I()rth 111 47 
~M,20(l3 

B. USl' ()f CI'NI. It is the ('ompnny', policy that the Company may usc, disclose, or permit 
access 10 (,[,NI 1\);, the purpose of providing or marketing .,"I'Vice offerings WTl(lni;; the c'.llegories or 
sc:rvic" (i,e., locaL intere)(change, and inWre(lnnected VOII') to which the custolll,'r :lln:mly 
S<Jb~cl'ibe'; ft'('iH the Company, without ,:ustom,:1' aPP1'(lVal. 

To the extent that I.IK: ('mnp:Hly provides different catc'!,;ori<;, or service. and u ,:<JstOlner subscribes t() 
more than 011(: cal,'goI'Y or service ol1erl,d by the C\'l11pany, the Company nlilV ",hare ('PNI ilinOIl,l', 

the Compnny's al"liliated entities that provide a service om:ring to the clIstomer. Ilowcvel', to the 
extent that the Cornpany providl,;s dilJerent categorics or service, but a ~usto.mcr does not subscrib,;, 
to more than one oi1ering, the Company docs not shan: CPNI with its ariiliatc:"" except bY' Il)liowing 
till: I'\:quil'crncnls dc:"c:ribed herein, 

"rhe Company d"<,, 1101 usc, disciose, or pennit aecess to CI'NI to maJ'ket to a Clisiolllcr any s\:rvice 
,,!Turing, th:tt an, within a category or sel'vice to which Ihc sub:::<.)ribcr docs 111\1. already subscribe 
1"1'0111 the Company; ImJc" the (\nl'lp,my has customer approval to do so, TI:w C,<,mpany docs nol lise, 
disclot;c (lJ' pcormil '.\CCL'SS 10 CPNI. I() identify or Irack CtJS\(H!1CI'S Ihat c:.111 <.;omp(:ling service 
providel's. 

Notwithstanding the i(ll'going, it is the C\llnpany's policy that th" C\'lllpany 1ll,IY lISC. di,close, or 
pennit access 1(, ('i'N I In protec.t the rights or property or the COlllpany, or to protect. liscrs of Ihos" 
s"I'vices ilnd (,Iher carriers IhHn Ihlll(iuient, abusive, or 1I11h.lwllti liSCO or. or suhscription 1o, such 
sr..~rvi(.,',~::s, 

C. ('ustome.r Approvals. 

It is the Company':i policy t.hatthe Company may obt,lin ilpproval through written, oral or dele,tronic 
methods, The Company It"knowledges that it bears the l>llrden of (km(lnstnlting tlmt any oral 
aPP,'ovills haw h,:en given in compliance with Ihe Commission's rules. The Company honors all 
approvals 01' di:iapprovals to lISC, disdose:, or pcrmit acces, to (l C\.IstomGl"s CI'N I lIlH i I the customer 
revokes or limits such npproval 01' disappl'Ovni. T'lw C'(Jlllpany maintains l',:c(Jl'(ls 01' approval. 
I·,'gal'dl",,, "rlhe 1('I'Ill nrsllch approval. 1(11' at kast one year 

Opt-Out and (lpl,ln i\pproval Processes" It is the C\'llipany's policy tlwt it rllay, subject to ,)pt-""t 
approvlli or opt-in approval, usc its C\lStoll1Cl"S individually idGTltiliahle CI'NI I(ll" the purpose oj' 
marketing ,'()Il1mrlllications'-relmed services to lhut cr",tomcr. It is the COll1pHllY"'i policy that il llWY, 
subject to (lpt-out appl'OVl1l or opt-in appl'ovtlL discloSl' ils CllS\(llllds individually id"lltiti:lbk, erN I., 
/(,,)1'" Ihe purpo~c pf' I'tl;H'kcling comrnunicatiolls-n:lat~:d scrvicc~; to that <.:uslonler, !,\''I its agent's and its 
afilliatcs that provide cOllllllunietlli('Jls,!'<:latcd services: and its joint Vtmtun: pilf'lnerS and 
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independent c()ntr'.Ict.(lI'~ who do the same. It is the ('ompany's policy that it may abo permit sud1 
persons or entities 1.0 ohtain access \.P such CI'N I fhr stich purJlOs,,~. Fxc.::pt (I:' pt'ovided herein, or as 
othm'Wisc provided in Section 222 or the Con1l11l111icnlions Act of 1934, ilS arm.nded, t.he Company 
(lnly uscs. d;~el<),~;." or penni!., moeess to its cll,>((lIlwrs' individually idcntillabk, CPNI suhjc(:1 tn l.!ttL: 
1,1) (lllnn!y()J . 

O. Notk(' RNluired For lls(' Of CUS(mllCr Prop"ictary Nctw!II'k illfonnatioll. It is the 
Company's policy that prior to any solicitation f()r customer approval, 110lilkMion is provided 10 (he 
,:usl()t.nc:r or I"', (,uslol11ds righl 10 r~stri.;1 us.; \)!: disdosUI'e of, und access w that custom(O['s CPNL 
Tlw Cotnpany nininlnins ,IICh 1'('(:01'(1, of notification, whdh(:r oral. wriltC:11 or l'icctrOllic, 1('11' al leaSI 
nne YC(1L It is the Cnl1lpnny's policy that individual nNicc \0 customers is pl'ovided wlwl1 soliciling 
approv,d 10 USc, disdosc, or p.;nnil moe"s" \0 customel's' CPN I. 

K "i{)ticc ('oll("(~nt I~C(lui .. cmcnts. Company 1101;e"" must comply with the l()llowing 
requirements; 

I. Noli.;.:s mUf:l provide sulliciGnt information to enable the ClisWIll<.:r 10 mah' ,HI inn,rlned (kcisiul1 
as to whether 10 permit the Company 10 lISC, disclos\:. or permit access 10, 111\., ','llSlnftl(:r', C'PNI. 

2, Nolin" must ,;Ialc Ihal Ihe clIslOnle!' has a l'ighl, and Ihe Comptmy has "' duty, under Ibderallaw, 
to protect t. he conlidential ity of CI'N L 

.1, Notices must ,;pecit'y the types ol'inl(mnali()l1lh~11 ,~onstitute C['NI and tllG specific entities that 
willl'eceive the ('PNI, describe the purposes Ii)!' which erNI will be usud. nnd inform the 
customer of his or her right to disapprove Ihose uses, and deny or wilhdnllv access to CI'N I al 
any time. 

4, Notices Im.SI advise t.he clIstomer ni'the, pnx:;sc: steps the clIstomer nllIsllakc in order to gram or 
(\(oilY access to ("'I'NI. and must clearly statc thal rl denial oi' approval will not aflcet. Ihe provision 
or any service'S to which the eUSlOilll:!' subscribes, 

5, Notices lTlusl hi' COll1pl'ehensible and must 1101 be misleading. 

h. To the extent that written Nolices arc provided, the Notices an; dearly Icgihk use suflkiently 
lal'gt.~ type, and lH(~ piacl;;d in un nJ'~a so (IS to he readily appan.m{ to \1 custnrnct'. 

,), rfany porliol1 "ra NOliee: is translated inlo anolher inngullgc, then all porl.iolls orlh~ Npli(:~ must. 
be translated inlo that. language, 

8, 'Ill" Notie,; may stat" thalth" Glisloll"lcr', apprnvalt() liS" CPNlmay enhance the Company's 
ahility to (,IT",I' pn)(h.lcts imd s<=rvic<=s tailored to the clIslomer's needs, The ;-..iPllc,,, may also st.'lte 
that the Cornpnl1Y Inay be compelled to disclos..: CPNllo lIny person upon a!'linnative written 
request hy the customer. 

'), Nlltkcs may not i'l(:lude in the ll0titicatiol1 nny statement auempting 10 cm,ourage a cuslomer to 
free7,e rhird .. ·party access to CPNI. 

10, Notie,", lllU,1 :;Iule: Ihilt any :Jpproval. or denial of approval ii,r the LiSe orC'pO,11 olltsi(k or Ih..: 
sel'vice In which the Clistomer already suhscrihes lhnn the Company is valid lInlil. Ih(: eUSlOIlIN 
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affirmatively r"vok~s 01' limits such approval or denial. 

I J, Th" C\'>Il'lpally's solicitation ((>1' IIPf)l'(,val must b~ proximate to II)" Noll"" ,.(' " customer's CI'NI 
rights, 
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F. Opt-Out Notice Requirements. It is th~ COlllpallY's policy that Notice" tn "htain opt-out 
npproval be given only through eicctronic or written methods. and not by ('ral (;(IIWnunic(ltioll 
(except as provided with rC!ipcct to one-timo lise or CPN I bdow). 

'rho.: ~()IIt<.:lltS oj' <III)' suo.:h notilication mu,t o.:oll1ply with the Nntlcc Contont R"W1i,ri'I1Wf)\S (!esi;rihcd 
abO'vc. 

It is tIll' Company', polio.:y (0 wait (I 3(l-(lilY minimum period of tillie ailel' giving customers notice 
and an opportunity to oph-,ut bet,-,re assuming custOlm:r ;tpprov,d to liS\';. disclnsc, (\r permit m;e"ss 10 
CI'N I. This 30-duy minimllm period is cakulat"d "S lollows: (I) In the case or an "li:clronic li'l'll) (11" 

llmitk:Hinn, the \\'(riting l",riod shall begin to nm fl'(\m Ihe date (lf1 whkh the Nnlice was sent; and (2) 
In the case of Notice hy mail, the waiting period shall begin to run on the third day Ibllowing th" daIC' 
that the l1otilication was mailed. It is th!,; Company's policy 10 notify cuslom!,;,-, as I,) lhe upplicable 
w(liling period 1(lr II I'C'SPOI1S(: beli)t'c npproval is assumed. 

1"'01' those instances in which the Company uscs the opt-out mechanism. Ih" ('(Hnpany pt'Ovides 
notices 10 applicnhk; ('tlsloillers (;very two years, 

For those instilllC("< in which th", COll)P(lllY lIses e-mail to provide opl,out notices, the COlllPiU1Y 
fbiiows the addilional rcquir''l'11cnIS in addition to the requirements gelwI'uliy "pplieablc In 
notillcation: 

(.1) The Company musl "blain express. vcrilhhle, prior approVed [hml consumer:; 10 send notices via 
"-rnaill'egal'fiing I.heir service in gcncl'lli. 01' C'I'NI in particular; 

(2) The Company must allow c;USI.()l'ncrs to reply dil"'.;(:lly i{> e··muils cOllwi.lling (TNI nOlkcs in oi'ikr 
to Opl"'OIlI: 

el) Ort-out <:-muil. 1101.i(ICS thaI m'e I'cturned to th\) Company ilS undeliverable III1.1SI be sent to the 
elislOlncl' in another I('l'nl before the Company con,i(krs the Cllstoiller to haw rccelved noti;;<:; 

(4) The subi;;ct line oi'th<: mcssage Inusl ckilrly and a;;;;uratdy j(kntiry the suh"",:I 'naliC" oi'lhe c 
maiL and 

(5) Th" C'ol'1ipany trw!;"s avaibbk to every cllstome!' U "'elhml to opt-oulthal. is (,rilO additional cost 
10 the cu:;tomer and that is availabk 24 hours a d,IY, seven days n WGck, 

G. Opt-In Notk(, R('lIUirCllIcnts. IT. is the Company's p(>li~y t.hat. Not.ices 10 oblain ojlr·il) 
appnlVul bc giwn tl'o\'gh 01';11. written, or electronil.; 1ll,:lho<ls, The contents ()r Ilily .sueh norilication 
1111.1S1 comply Wilh the Notice Content Rcquin:lllwH (iI;s(:l'ihed above, 

II. Oncw'fime Usc of CI'NI Nolie(, R"(Juircmcnts. The Cnmplll1Y Illn)' w;e oralnolkc 10 obtain 
limited. onl:-lll11e liSe' orCI'NllllI' inbuund imd (llllh(111nd CllS\()Il1Cr lCkphone c!lntacts ibr Ih" 
dUr1!lioo d' I he en II. 'rhc C\mlpill1Y I'ClJ ui I'es lliat. 11.1(: (:0111\;01 s 0 i' any slIch noti fk:rlioJl musl c"mpl y 
with the Not ice Cont.ent Requiremenls describcd abovc, except that. tlw Company t!luy omit. any of 
the i()liowing nOlice provisions ii"not rclevanllO the lilllited use I()f whi~h th,' ('nmpany seeks cI'NI: 

( I) 'Ill(> 1\"(juin.mwnl. 1h:ll tlw C'omp:my advise cllslomers Ilwl if lhey have opted-nUl pn,:viously, no 
aClinn is needed 10 maintain the opt-out dcction; 
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(2) The l'equir~:Jm'nllhatth~ Company advise customers thutth~y may share CPNI with their 
alliliall's or Ihil'd-ptll"lks and n~"d nOl name those enlitiGs, if the Iimit,:d CrNl U';i",~~ will nol rendl in 
usc by, or discll)slH'C 10, illl allilialc 01' Ihinl"purly: " 

(3) "1"11(,' n'quire'l11cnl Ihallhc Cnmpany disclose the means hy which a clIslnmcr eill) deny or withdraw 
lilture ,leeess In ('I'NI. so long as explanatioll is given to clIstome)'s that the scop',: nftlw apprnv;ti tlw 
('ol11pany s"d(s is !irnilcd 10 one-lime usc; and 

(4) 'rhe (,'ompany I1my olnil (liseklsurc orlh(, rreds~: slc'ps II (;llstomer must u,lkc in order 10 gralll or 
(kny access 10 ePN!, ils long as Ihe Company clearly COlllll1llllicates Ihatthe ClISli,mcr can dcny 
access In his CPN 1 I"l' Ihe call. 

I. Safcgll!ln!s RCIlllircd for the Usc ofCPNI. It is th,;; policy of the C\)lnpany to tr~dn its 
personnd as to the cirCLImstances under whidl CPN I may, and may noL b..: used ill' disclosed. in 
addition. the ('o1l1pnny has established a written disciplinary process in instanct~s where i(s 
personnel do not comply with established policies, It is the Cornpany's policy 10 require that ,} 
record be Illaintai ned of its own and its aHihales' saks and rnal'kl,ting (:,nmpuigns that LIS\) their 
cw;lomlTs' CPN1, 'rhe ('ol11pany maintains n r(:cord 01',111 instances where CPNI was disdoi'ed 
(\1' provided tn other Ihird-p(irtic~, or wb"re third-parlies were allowed In access slich (:I'NT. 'Tlw 
record includes n description of each campaign, th,) spcdfic ('['Nl that was used ill the cil111paign, 
and what pwducts and services were o1Tcr~d liS (I pari oCthe clIlnpaign, Sud\ I'(,;cords an; rctaiw.:d 
['<)r a l11ini111U11'1 of nne year. 

'rile Cornpany has established n l11andatmy supervisory I',;vi<:w process regarding compliancl' 
with ePNl ruk,s 1,(,1' outbound marketing, Sales persnnneilllust ohtain Sup(;!'visory approval of 
,IllY proposed (mth,yund l11arkding request Ihr cuslomer approval. The ('Ol1'lP:"IJl.Y'S policies 
require Ihal mcords pertaining In slIch carrier compliance bi;' retaincd (ill' a Illinilnlln\ period of 
OIl(: year, 
In <.:ompli;Jf\cc: with S~cli()n 64.200'!(c). Ihe ('ompany will prc:parc a "compliann' cCrlilica\e" signed 
by an officer on an annual basi, sttlting Ihatl.he (Jllin'r has personal knowledge I,hal the Company hus 
cs(ahli,hc:d operating procedures that are adequate to cosurc compliuncc with 47 
('.r".R. ~ M.20(l] ('/ seq. 'rho certificate is to be accompanied by this sta(crnCl11 and will he med 
in PH j)()ckct:-.Jo, 06·36 annually on or bcl(.ll'c March I, jilr data pertaining 10 Ihe previolls 
cahmdnr year. T'his tiling will indudc an c,xplrination I'll' any actions takr,n ugain~t data brok(;l':; 
and a surnnwry 01' ;,dl customer complaints I'('ccived in tlw past y(;;.ll' concerning Ihe unauthorized 
release of CPN I. 

It is the COlllpany's policy to provide written 11<.llicc 10 Ihe FCC within five businc:s, days (lC;my 
insl:mcl.: when: IIll' opt-out mechanisl11s do not work prop,'rly, such that a C()Il:'l!ll1er's inability to 
ojl(-(,ut i:; !lIOt,(: thill'! Ill) anol11i1ly. T'lw written IlNicc shall comply with 47 Cit *64.2009(1). 

• .1, Safeguards 011 the Disdosun, 01' CI'NI. It is the C'ompany's p()lic), Ic' t"k" rCIl.sonablc 
nNaSUrl.'S 10 disc:ovc;r IlIId protect against lI11cmpls t(' gain unauthorized acc':ss 10 ('!'NI. 'rhe: 
(\Hnpany will propJ.:dy alllh~nticatc a cUStO!11CI' pt'iol' tel disdosi,ng CPNI hasGl,j ()o cu~~I(')n\(;~r-il1il.inlcd 

telephone conlac!, online a00ess. 01' ill-store visit, il'applicnble, as desclibed hcr(,i1\. 

( I ) Methods of Accessing CI'N I. 

(;1) 'l'depl\()l1c Acc"s, 10 ('PNI. It is the Comp:my's policy to only disd()s(: ClIll detail inf()l"J11i1tion 
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nVCr' lh,.' Idcphone. based on ~usl(lmc:r-il1ilialed teiepilUlle "(lnl(r~L irihe clIslomer llrst provides the 
Company wilh a 1'Ilssw()rd, a~ dc~cl'ib.;:d in Sc:cliol1 (2), tilat is not prompted 1:>y 11:1<.' Compnny asking 
1(11' readily av'lilailh., biographical infc>I'Illation, or accounl inlbrmatiol1. Iflhe cw;toll)cr do(:s not 
provide a password, the Company will oilly disdosv' C'all delail inl<.lJ'Il1ation by s('l1din!( it l() Ilh' 
cUstomer's addre,;,; of 1'\,'cord, or, hy calling the customer ill the tdc:phol1C' numher of record. Irthe 
customer is able 10 pl'oviiko ('all detail inlhrmation 10 the COIllP(lIlY during a customer-inilialed call 
Wilhoul Ih" Company's assisltlllCC, Ihun Ihe Company mny discuss the Cnli. del.llii .ini(mnlllion 
provided by the customer. 

(il) Online Access 10 ('!'NL It is Ilw Company's policy t(l authenticate a custnmer witiwllt the usc 01' 

readily avnilabk, hiographical ini()rm:nion, or account inf(lrInation, prior to allowing the ellstnmcr 
<lnlinc 11C,3(;SS to CPNI reiakd tn a IckcoITnnunicatiolls ','Tvi,,<: '.lccounL Once mnk,nticated, the 
clIstnmer Inlly 0111" ohlain online acee:;s to CPNI rci:II.(:d 10 a tciceOlmnuni,:.alioll'; ';elrvicc aC('.(lunl 
thrnugh 11 passwol'<l. as described in Section (2), that is not prompted by the Company askinI', Ihr 
rcndily Ilvailnhl" hiogl'aphical ini;'rmnlion, or account ini(ll111ation, 

((,) In Store: Aeces" to CPNI. It is the (.'omp:my's policy thllt it may di.sclosc C:PNI to a CliSIOlllc'r who, 
al any rctailloeation Opcl,ntcd hy the C'ompnny, IiI'S! presents to the Company 01' its agent a valid 
photo II) matching the customer's account. inlill'mation, 

(2) Pasoword Procedures. '1'0 establish a password, the COl11pany will Hlllhcntica!.c Ih" cuslolTler 
without the use of readily availahle bi(1gl'api1ical inlhrmalion, or aCl'ount inl\lrm;lliml. 'n", ComplIllY 
I11llY C,I'<':lIlc a bad, .. ·up clistomer authentication nwthod in the cW!\I of lost or 1(.1I'goilcn l)iISSWI)l'(!s, but 
,Udl bllck"up customer authentication method will not pn.>mpl IllG ClIst()I11Cr I"r 1',"Hlily avuilabk 
biographi,,,11 inl(>rn:lal.ion or accounl infonmlliot), I r Ihe customer cannot provid" Ih,., ,,(lITe:ct password 
(lI" COITcct l'cs!,n!lse I()r the badHljl etl"tlllner authentication l11()thod, tlte: ellstlllJ\Cr must establish a 
new password as described in this paragraph. 

(3) Nnti.lkatioll or /\(;eounl Changes, It is Ihe ('mnpany's policy to notify cuslomers imm"dialdy 
whencver a password, clistomer I't:sponsc 10 a back-up nlCans of authentication i()I' losl or l()rgollc:n 
passwords, olllim;: account, or address of record is c('cnted 01' changed. This notification may be 
IllI'OLJtdl (:')ll1p'.lllY~l.lriginatcd vOicelll1lil or text Illcssag<: to the tclcrholle l1lImb"l' \.>1' n:':Ol'ds, or by 
mail to the addres" 01' "';:cord, ami will not I'cvcallhc changed infllllll<llioll or b(: "ent to the mow 
account inh)rma1inn. 

(4) BUsinc'ss ('ustomer Exemption, It is the Company's policy Ihat it may cunlTactually be bound 
to ntiwr ilUtbenlic/liion ('(:gimes other than th();;(~ dcscdbt:d herein i()f servic"s provided In 
husiness cUstOI11('l"" that hav,; hoth a dedicated account reprc~('i\tntiV(l nnd ('1 (;nntrnct that 
specifically addresses the C'OI11pany's protection ofCPNL 

K. Notil1caHol1 (If ('''NI SeclIl'ity Hl'clIchcs. 

(I) II. is the COlllpiHly'S poliey tn notiry 1;lw cnf(JI'ccmCIII ora breach in ils clIsl()lncrs' ('!'NI 11', 
provided in Ihis scelion. The (.'ompany will not notify il;; clistomers or disdoRI' the breach publidy 
until .it has (:ompic:t(,d lite process ofOOlil:ying Inw cnl()rCCmCIlI pursuant to paragraph (2). 

(2) As soon as pr:lclkable, ami in no event later than seven (7) business days nlkl' I'ca,sonablc 
dclenninl1lion oCthe hreach, Ilw Company will ei<.:ctronieally Ilot.ify t.he United Simes Secret Services 
(I.ISSS) and the Fedent! Hl1I'CilU 01' Inwsl.igal.ioll (FBI) thl'Uugh a central reporting i:l('ilil.y. 
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(a) Nnt\Vith~tanding ~tntc law 10 the cOn!rary, the Company slwll not notily custnllwrs or disck"c Ihe 
hl'each tn the public until? 1'l1l1 busint'ss days haw passed idlel' notilication to Ik USSS and the FBL 
except as providLxi in paragnlphs (b) and (cJ, 

(b) If' Ihe C'ornpany believes that thel'e is an extraordinarily urgent need 10 l1otif\; allY class of' llrli.octcd 
cllstomer" ;<()()!1CI- ihan oth<.:rwisl: al1owL'd under paragraph (a), in order to tlvoid irnmc<iiatlJ and 
irreparable harm, it will SO indicate i.n its notification and may proceed 10 imllwdiatciy notifY its 
afli:dcd ,'·us[(nl'lcr, only ,ilkI' (Oonsliitation with the relevant investigatiOIl agellcy. The Company will 
DOO[.":!',lte with the i'dcvanl investigating agencis reqm:sllolllinil11ize any advel"";; dl",,:!:; oi':;Hci, 
elistOI1lCI' not i IkaU OIL 

(e) li'lh,,' n:lGvnnl i.nvestigatinl;t agency determines that public discloslire or nolieelo "(lsIOrm,r would 
impede or COl!lpl'<lI'nisG an ongoing or potential erim.inal inwsliglltiol1 or national sl.:(:Il!'ily, such 
agency Inay direcllhc carrier nOI to so disclose or notil).- Ii)!' ,11'\ initial period or tip 1.010 dny,. SllCh 
p(:I'iod may be extended by the agency as wasonably ncccss(lI'Y in the judgment 01' the agency. If such 
direction is given, the agency shall notifY the canier when it Ilppears that the pubhc disclosure or 
notice to nll\:ctcd customers will no longer imped" OJ' ".()Jurwlnisc a criminal inv'''<l.ig.m.ion PI' 
national seemity. !'he agency shall provide in writing ils initial direction In tlw "'.In'iel', any 
suhsequent extension, and any notification Ihut nOli"" will no longer imp<:dc 01' compromise a 
criminal inv<:stigal.toll or national sc~urity and :>tldl writings shull be COlllCml)(lI'HI"I,'olisly I')ggcd on 
the smn(' !'ep')rtinp. tilcility that contains I'e(;prds ol'notilk.iltilltls l11ed by the Comp"lny, 

(3) Customer Noti.lkation. Alter the (\mlpuny has notified law cnlhrccrm:nt pursu<ml to pn!'ngmph 
(2), it will nolilY ils customers "I' breach of those cllstom,,,-,' erNL 

(4) Recordkccping. 'rh" Company will maintain a r,,'cord. dcctl'(lnically or in ,on"" othel' manner, or 
any brendles discovcn:d, noti11catiol1s made to tlw USSS and the FHI pllrstlanllo p:m.lgraph (2), and 
nnlilic:al.iol'ls rna<k III Ctlstotncrs, The record will indll(k, ir"vailable, datl.O' oCdiscl)very and 
lloti lication, a de1:li led description or the CPNI Ih"t was lhe subject of the breach. and the 
cil'Clll11stances oflile breach_ The Company will nmintain Ihe record Ibr a l'I1ininnnn or 2 years, 
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