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Aonnuak 47 C0.R. 8§ 64.2009( ¢} CPNE Certification

B Docket 86-306

Annual 6420000 UPNT Centification for 2011

Dyate fided: Pebrugey 27, 2002

Name of compary covered by this certification; Alnska Tetecom, Ing.
Form 498 Filer 13 R1ARRT

Name of stgnatory; Daniel 1. Boong

Titde of stgnatory: President & CT0

[ Daniel b Boone, certify that T am an officer of the company named above. and acting
as an agent of the company, that | have personal knowledge that the company has
established operating procedures that are adequate o ensure complisnee with the
Commission’s Customer Proprietary Network nlormation (CPNI) rales, See 47 CF R
§ 042001 ¢f seq,

Attached 1o this certification i an accompanying statement cxplaining how the
company's procedures ensure that the company is in compliance with the requirements

set forth in seetion 64,2001 of seg. of the Commission’s rules,

The company has not taken any actions (procecdings instituted or petitions filed by the
company with cither stare commuissions, the court systern, or the Commission) apainst
data brokers in the past year, | oacknowledge that companies must report on any
iformation that they have with respect to the processes pretexters are using to attempt
to access CPNE and what steps companies are taking to protect CPNIL and | have no
such information (o report at this time.

The company has not recetved any customer complaints i the past year concerning the
unauthorized relense of or aecess 1o CPNE and | herehy acknowledge that i the
company does receive any such complaints, o must provide that information to the
Commission, including the number of customer complaints o company has reccived
refated to unauthorized access to CPNIL or unauthorized disclosure of CPNIL broken
down by catepory or complaint, eg., instances of impropar avcess by omplovees,
instances  of mmproper  disclosure to individuals pot authonized to reccive the
information, or instances of improper access to online information by individuals not
authorized to view the information.

[ Gu
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statement Accompanying CPNI Certificate EB Docket No. 06-30

Alaskn Felecom, Ine. {the "Company™) does not use. disclose or permit socess to Customer
Proprietavy Netiwork Information (CCPNT™) except as penmitted or required by faw pursuant 1o 47
ULB.CL 8 222, The safeguards set {orth in Scctions | and 1 below arce followed by the Company.
and, to the extent that the Company finds it necessary to use, disclose or peramt access W CPNL
the operating procedures in Sections A-H below are observed,

A, Pefinitions. The terms used in this Statement have the same meaning as set forth in 47
$O4, 2003

B. Use of TPNL T s the Company's policy that the Company may use, diselose, or permit
access 10 CPNT for the purpose of providing or marketing service offerings among the categories of
servies (e, doeal interexchange, and interconnected  VOIPY (o which the customer already
subscribes from the Company, without customer approval.

Ta the extent that the Company provides different categories of service. and o castomer subscribes (o
rmore than one category of serviee offered by the Company, the Company may share CPNY among
the Company's affiliated entities that provide o service offering to the customer. However, to the
extent that the Company provides different categories of service, but a customer does not subseribe
1o more than one offering, the Company does not share CPNI with ws affiltates, except by foHowing
the requirements described herein.

The Company does not use, disclose, or permit access 10 CPNE (o market to o customer any service
offerings that are within a category of service 1o which the subseriber does not already subscnbe
front the Company, unlgss the Company has customer approval to do so. The Company does not use,
disclose or permsit access to OPNY to rdentify or track customers that cult competing service
providers,

Notwithstanding the {orgoing, @t is the Company’s policy that the Company may use. disclose, or
seevices and other carriors from fraudulent, abusive, or unlawlul use of. or subscription to, such
SEIVICES,

. Customer Approvals,

1t i the Company’s poliey that the Company may obtain spproval through written, oral or electronie
methods. The Company scknowledges that it bears the burden of demonstrating that any oral
approvals have been given in complianee with the Commission's rutes. The Company honors all
approvals or disapprovals o use, disclose, or permit access to g customer's OPNT antil the customer
revokes or limits such approval or disapproval. The Company maintains vecords of approval,
ropardions of the torm af such approvad, for at least one year,

Opt-Out and Opt-in Approval Processes. It 1s the Company’s policy that it mav, subject to opt-out
apprroval or opt-in approval, use its customer's individually sdentifiable CPNL for the purpose of
marketng communications-related services o that customer. |t is the Company s policy that it may,
subject o opt-out approval or opt-in approval, disclose its customer's individuatly identifisble CPNI,
for the purpose of marketing communications-related gervices o that eustomer, o its agents and its
affifiates  that provide communications.related  services: and s joint venture  partners and
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mdependent contractors who do the same. It is the Company’s poliey that 1t may also permit such
persons or entities 1o obtain access 1o such CPNI for such purposes. Except as provided herein, or as
otherwise provided tn Section 222 of the Communications At of 1934, as amended. the Company

in approval.

3, Naotice Hegnired For Use Of Customer Proprietary Network Infermation. It iz the
Company s policy that prior to any solicitation for customer approval, notification is provided to the
customer of e customer's right o restrict use of, disclosure of, and access to that customer’s CPNT,
The Company maintaing such records of gotileaton, whither oral, written or clecteonic, for at least
one year. It s the Company’s policy that individual notice 1o customers is provided witen soliciting
approval 1o use, disclose, or permit neeess 1o customuers’ CPNL

B. Notice Content Reguirements. Company notices must comply with the  {ollowing
Teguirements:

1. Notices must provide sufficient information to enable the gustomer w make aninlormued decision
as to whether (o permit the Company to use, diselose, or permit access to, the customer's CPNL

MNatices must state that the custormer has a right, and the Company has a duty, under federal law,
tor proteet the confidentislity of CPNLL

3. Notices must specify the types of information that constitute CPNE and the specific entities that
witl receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customaer of his or her right to disapprove those uses, and deny or withdraw acaess o CPNT at
any time.

4, MNotices must advise the custorer of the precise steps the customer must take in order o grant or
deny access o CPNE and must clearty state that o denial of approval will not affect the provision
of any seevices Lo which the customer subscribes,

5. MNotices must be comprehensible and must not be risleading,

f. To the extent that written Notices are provided, the Notices are elearly fegible. use sufficiently
targe type, andd are placed fn an area so a5 10 be readily appurent to o custorner,

7. 1any portion of & Notice is transtated into another lainguage, then all portions of the Notice mist
I transdated nio that fanguage,

8. The Notiee may state that the cugstomer's approval w use CPNT may enhance the Company's
ability 1o offer products and services tailored o the customer's needs, The Notice muy also state
that the Company may be compelled to disclose CPNI o any person upon aflirmative written
request by the eustomer.

9, Netices moy nol include in the notification any statement atlempling 10 encourage o cuslomer o
frecae third-pary access to CPNL

HY Notices must st that sy approval, or denial of approval for the use of CPNI outside of the

service to whieh the customer already subsceribes from the Company is valid yotil the casromer
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affirmatively revokes or Himits such approval or denial.

P The Company s solicitation for approval must be proximate to the Notice ol i customer™s CPNI
riahts.
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F. Opt-Out Notice Requirements. 1t is the Compuny’™s policy that Notices o obtan opt-out
approval be given only through electronic or writien methods, and not by oral communication
(except as provided with respect 1o one-time use of CPNY below),

The contents of any such notilication must comply with the Notice Content Reguirements deseribed
abovi.

s the Company™s policy Lo wait a 30-day minimum period of time afier giving customers notice
and an epportunity 1o opt-out before assuming customer approval 1o use, disclose, ar pernmt aceess 1o
CPNE This 30-day minimum period is caleulmed ax follows: (13 In the case of an clectronic form af
notification, the waiting pevod shall begin to run from the date on which the Notice was sent; and (2)
Int the case of Motice by mail, the waiting period shall begin 1o run on the third day following the date
that the nedification was mailed. It is the Company's policy 10 notiy customers as to the applicable
wating pettod (01 4 response before approval is assumed.

For those instances in which the Company uses the opt-out mechanism., the Company provides
notices W applicabic customers every two years,

For those instances in which the Company uses e-mail o provide opt-out notices, the Comparny
follows the additional reyuirements in addition to the reguirements generally applicable o
nottfication;

(1) The Company must obtain express, verifiable, prior approval frorm consumers 1o send notices via
e~mail regarding their service in general, or CPNT in particular

(2} The Company must allow customers to reply dirvetly 10 c-mails contiining CINT notices in order
10y opteout,

{3) Opt-out e-mail notices that ate retwned to the Company as undeliverable must be sent to the
custosner in another form before the Company considers the custormer to have received notie;

{4y The subject line of the message must clearly and accurately identify the subject matler of'the e
mail; and

(83 The Company makes avajlable to every customer o method to opt-out that i ol no additionad cost
to the customer and that is available 24 howrs a day, seven days o week.

p Opt-in Notice Requirements. It is the Company’s policy that Notices (o obtain opt«in
approval be given though oral, written, or electronic mathods, The contents of any such notification
must comply wirls the Notice Content Requirements described above,

I One-Time Use of CPNI Notice Reguirements, ‘The Company may use oral notice (o obtain
Jimited, one-time wse of CPNI for tnbound and outbound customer wehaphone contacts for tw
duration of the call. The Company requires that the contents of any such notification must comply
with the Notice Content Requirements deseribed above, except that the Company may omit any of
the following notice provisions iU not refevant 1o the limited use tor which the Company secks CPNE

{1} The requirernent that the Comprany advise customers that i they have opted-out previowsty, no
action is needed o maintain the opt-oul clection:
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{2) The requirerment that the Company advise customers that they may share CPNT with their
allifiutes or third-partics and need nol name those entities, if the Jimited CPNT usage will not result in
use by, or disclosure to, an affitiate or third-party;

(3) The requirement that the Company disclose the means by which a customer can deny or withdraw
fttire access 1o CPNL so long ag explanation is given to customers that the scope nf the approval the
Company seeks s Hmited (o one-time use; and

{4} The Company may omit disclosure of the procise steps o customer must teke in order to grant or
deny aeeess 1o CPNI, as long as the Company clearly communicates that the customer can deny

aeess 1o his CPNT for the call.
R safepnards Required for the Usce of CPNL s the policy of the Company to train ity

pursonned as to the crreumstances under which CPNEmay., and may not, be used or disclosed. In
addition, the Company has established o written disciplinary process in instances where s
personnel do nol comply with established policies, It s the Company’s policy o reguire that a
record be maintained of its own and its affibates” sales and magketing campaigns that use their
customers” CPNL The Company maintaing a record of all instances where CPNT was disclosed
ot provided to other third-partics, or where third-parties woere allowed to accese sueh CPNIL The
record includes o description of each campaign, the specitic CPNI that was used in the compaign,
and what products and services were offered as @ part of the campaign. Such records are retained
for a mimmum of one year.

The Company has cstablished a mandatory supervisory review process regarding compliance
with CPNI rules for outbound marketing. Sales personnel must obtain supervisory approval of
any proposed outhound marketing request thr custorner approval. The Comgpany s policies
require that records pertaining to such carrier comphiance be retained for a minimum period of
One vear,

in complinnee with Section 64.2009(¢), the Company will propare o “compliance certificate” stgned
by an officer on ar annual basis stistiog that the officer has personad knowledge that the Company has
catablished operating procedures that are adeguate o ensure complianee with 47

CFR.§ 642001 ¢ seq. The certificate s to be accompanied by this statement and will be filed
in BB Docket No. 06.36 annually on or hefore March 1, for data pertaining to the previous
calendar year, This filing will inelude an explanation of any actions taken agmnst duta brokers
and a summary of all custormer complaimts received m the past vear concerming the unsuthorized
release of CPNILL

It is the Company's policy to provide written notice to the FOC within five business days of any
mstunee where the opt-out mechanisms do not work property, such that a consumec’s mability to

opt-out i3 more tan an anomaly, The written notice shall comply with 47 CUE.RD 864.2000(1),

g safeguards on the Disclosure of CPNIL It is the Company’s policy 1o take reasonabie
measures (o discover and protect against attempts o pain unauthorized access o CPNL The

Company will properly authenticate a customer prior o disclosing CPNI hased oo customer-imitiated
telephone contact, online aceess, or in-store visit, i applicable, as described herem.

(1) Methods of Accessing CPNL

{a) Telephone Avcess 1o CPNL I s the Company's policy to only disclose Calt detail information
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over the telephone. based on customer-initated wlephone contact, i the customer st provides the
Company with u password, as deseribed in Seetion (2), that is not prompted by the Company asking
for readily avatlable biographicat information, or account information. If the customer does not
provide a password, the Company will only disclose Calt detal! information by sending it to the
customer’s address of record, or, by calling the customer at the wlephone number of record. 1§ the
customer is able 1o provide Call detatl information to the Company during o customer-initiated call
witheut the Company's assistance, then the Company may diseuss the Call detail information
provided by the customer.

() Ontite Avcess to CPNL s the Company’s policy 1o authenticate a customer without the use of
reachty avattable biographical information, or aceount information, prior to allowing the customer
onling aecess 10 CPNT refated 10 a telecommunications service account, Once authenticated, the
customer may only ehtain onfing access 1o CPNI related 1 a telecommunications service aceount
through a password, as deseribed in Section (2), that is not prompred by the Company asking {or
readily available biographical information, or account information.

(¢) In Store Access to CPNE It is the Company’s policy that it may diselose CPNI (o a customer whao,
at any retait loeation operated by the Comparny, fiest presents to the Company or its ageat a valid
photo 1D matching the customer™s aceount information,

(2) Pussword Procedures. To establish a password, the Company will authenienic the customer
without the use of readily available bipgraphical information, or account informaton, The Company
may ereale a back-up customer authentication methed i the event of Tost or forgotien posswords, bt
sueh back-up customer authentication method will not prompt the customer for ceadily available
brographical information or account information, It the customer cannot provide the correet password
or correct resporse for the back-up customer authentication method. the customer must establish a
new password as described in this parageaph.

(3) Notiffcation of Account Changes, 1 is the Company s policy to notify customers immedaiely
whenever a password, customer response to a back-up means of authentication for lost or forgotien
nasswords. online account, or address of record is created or ehanged. This notification may be
through Comparny-originated voieemall or text message 1o the telephone number of regords, or by
mail to the address of record, and will not reveal the changed information or by sent 10 the new
aceount iformation.

{4) Businesy Customer Exemption. 1 s the Company™s policy that it may contractuaily be bound
to other anthentication regimes other than those deseribed herein for services provided o
business customers that have both a dedicated account representative and a eontract that
spectiically addresses the Company’s protection of CPNL

B Notification of CPNI Sceurity Breaches.

(131 is the Comgramy™s poliey to notily Taw enforcement of & breach n its customers” CPNL ax
provided in this section. The Company will not notify its customers or disclose the breach publicly
until it has completed the process of notilying Inw enforcement pursuant to paragraph (23

(2} As soon as practicable, and in no event later than seven (7) business days afler reasonable
determination of the breach, the Company will clectronically notify the United States Secret Services
(LRSS} and the Federal Bureau of Tovestigaton (FB through a central reporting faeiiity.
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() Notwithstanding state law 1o the contrary, the Company shall not notfy customers or disclose the
breach to the public untit 7 full business days have passed after notilication to the USSS and the FBL
except us provided i paragraphs (b) and (¢),

(by ' the Company belicves that there is an extraordinardy urgent need 1w notify 2y elass of alfected
customerys sooner than otherwise allowed under paragraph (a), in order 1o avoid fmmediate and
rreparable harm. i will so indicate in s notification and may proceed 1o immediately notfy s
aflected customers only after consultation with the relevant investigation agency. The Company will
cooperate with the relevant investigating agency™s request to minimize any adverse offeots of such
customer nodification,

{e) I the relevant investigating agency determines that public disclosure or notice 1o customer would
inpede or compromise an ongoing or potential eriminal investigation or national security, such
agency may direct the carrer not o so disclose or nolify for an inital period of up to 30 dayvs. Such
period may be extended by the agency as reasonably necessary in the judgment of the agency. If such
direetion 15 given. the agency shall notify the carmer when it appears that the public disclosare or
notice to affected customers will no Jonger impede or compromise a criminal investigation or
national security. The agency shall provide in writing s initial direction to the carvier, any
subsequent extension, and any notification that notice witl no tonger impede or compromise a
criminal investigation or national seeurity and such writings shall be contemporansously logged on
the same reporting fweility that containg records of notifizations filed by the Company,

1) Customer Notification. After the Company has notified law enforcement pursiant (o paragraph
(23, it will notity its customers of breach of those customers’ TPNL

(4) Recordkeeping, The Company will maintain a record, ¢leetronically or in some other manner, of
any breaches discovered, notifications made to the USSS and the FRBI pursuant to paragraph (2), and
notifications made (o customers. The record will include, Havailable, dates of discovery and
nodification. a dewiled description of the CPNT that was the subject of the hreach, and the

circumstances of the breach. The Company will maintain the record for & minimuom of 2 yeans.,
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