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Annual 47 COFRL 8 6120000 ey C PN Certification

ER Docket M6-36

Annuat 04200000 CPNE Centification for 2010

Date (led: February 27, 2012

Nurne of company covered by this certification: Aluska Telecony, e
Form 499 Filer 11 813887

Name of sgnstory: Dandel §. Boone

Title of signatory: Precident & CEO

L, Danicl 1. Boone, certify that § am an officer of the company named above. and acting
as an agent of the company, that 1 have personal knowledge that the company has
estublished operating procedures that are adequate to ensure compliance with the
Comptssion’s Customer Proprietary Network Enformation (CPN]) rules, See 47 CLEF.R,
§ 04,2000 ot sy,

Attached to this certification is an pecompanying statement explaining how the
company s procedures ensure that the company s in complisnes witlt the reguircments
set {orth in section 64,2001 ¢r seg. of the Cormmsgion’s rules,

The company has not taken any actions (proceedings instituted or petitions filed by the
company with either state commissions, the court system, or the Commission) against
data brokers in the past year. 1 acknowledge that companies must report on any
information that they have with respect to the processes pretexters are using (o attempt
to access CPNL and what steps companics are taking to protect CPNE and { have no
such information to report at this time,

The company has nol received any custormur complaints in the past year congeming the
unauthorived release of or access to CPNI and | hereby acknowledge that af the
company does receive my such complaints, i must provide that iformation to the
Commission, including the number of customer complaints a company has received
related to unauthorzed access to CPNIL or unauthorized disclosure of CPNIL broken
down by cotepory or complainl, e g. instances of anproper aceess by cmployecs,
mstances  of improper disclosure o individuals not authorized  to receive the
information, or instances of improper access to online information by individuals not
authorized 1o view the information,

P Y
4‘ .cj /' )fe i /
| .Y
Paamied I Boone, Preawdent & CEO

g ooy
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Statement Aceornpanying CPNI Certificate EB Docket No. 0636

Afaska Telecom, Ine. (the “Company™) does not use, disclose or pernot aecess (o Customuer
Proprictary Network Information (“CPNI™) except as permitted or required by law pursuant to 47
VLS8 222, The safepuards set forth in Sections |and 1 below are followed by the Company,
and, to the extent that the Company finds it necessary to use, disclose or permit access to CPNI,
the operating procedures tn Sections A-H helow are observed.

A Definitions. The terms used in this Statement have the same meamng as sob forth e 47
$64.20003.
. Use of CPNL It s the Company’s pobicy that the Company may use, disclose, or permit

aeeess 1o CPNL Hor the purpose of providing ov marketng service offerings amony the categories of
service (Lew toeal, inerexchange, and interconnected VOIPY to which the customer already
subseribes from the Company, without customer approval.

To the extent that the Company provides different categories of service, and a customer subseribes Lo
more than one category of servics offered by the Company, the Company may share CPNI smong
the Company's alltiated entities that provide a service offering to the customer, However, 1o the
extent that the Company provides ditferent categories of service, but a customer does not subscribe
to more than one offering, the Company does not share CPNT with its aftiliates, except by following
the requirements deseribed heeein.

The Company does not use, disclose, or permit aceess 0 CPNIT o market to a customer any service
offerings that are within a category of service to which the subscriber does rot already subseribe
from the Company. unless the Company has customer approval to do so. The Company does not use,
disclose or permit access to CPNI to identify or track customers thut eall competing service
providers,

Notwithstanding the forgoing, it s the Company’s policy that the Company may use. disclose. or
purmit aceess W CPNT o protect the vights or property of the Company, of to protect users of those
services and other carviers from fravdulent, abusive, or unlawful use of, or subscription to, such
ROTVICOH,

. Customer Approvals.

It iy the Company’s policy that the Company may obtain approval through written, oral or clectronic
methods, The Company acknowledges that #t bears the burden of demonstiating hat any otal
approvals have been given in compliance with the Commission's rules, The Company honors all
approvals o disapprovals to use, disclose. or permit aceess o a customer’s CPND untid the customer
revokes or fimite such approval or disapproval, The Company maintains records of approval,
regardicss of the torm of such approval, for at least one year,

Opt-Out and Opt-In Approval Processes. 1t s the Company’s policy that i may, subject to opt-out
approval or opt-in approval, use its customer's individually identifiable CPME [or the purpose of
marketing cormunicitions-retated services to that customer. It 1s the Company s policy that it may,
subiect W opt-out approval or opt-in approval, disclose s costomer's individuatly identifisble CTNE
for the purpose of marketing communications-refated services to that customer, o s agents amd its
affiftates that provide  communications-related  services, and s jolnt venture partners and



Q@A2T42072 20023 FAX  T02 ZHZ 4405 LUKOR BUSTIHESS CENTER g 011

independent contractors who do the same. T is the Company’s policy that 1t muy also permit such
persons or ertities to obtain aceess 1 such CPNT (o such purposes. Except as provided herein, or as
otherwise provided in Scetion 222 of the Communications Act of 1934, as amended, the Company
only uses, discloses, or permits access to its customers' individually ideopfiable CPNI subject to opie
in approval.

12, Notice Reguired For Use O Customer Proprietary Network Information. i is the
Company's policy that prior to any solicitation for customer approval, notification is provided w the
customer of the customer's right to restrict use of, disclosure of, and access 1o that customer's CPNL
The Company maintains such records of notification, whether oral, written or clectronic. for at east
ane year, 1t s the Company’s policy that individual notice 1o customers is provided when soliciting
appraval to use, disclose, or permit goeess Lo customers’ CPNE,

k. Notice Content  Requirements, Company notices must comply  with the following
requirenments:

[ Notees must provide sullicient mformation to enable the customer (o make an inlormed decision
as o whether to permit the Company to use, disclose, or permit access to, the costomer’s CPNTL

2. Notices must state that the customer has a eight, and the Company has a duty, ander federal law,
to protect the contidentiality of CPNI,

3. Notices must specify the types of information that constitute CPNEand the specitic entities that
wilh receive the CPNIL, deseribe the purposes for which CPNT will be used, and mform the
customer of his or her right to disapprove those uses. and deny or withdraw secess o CPNI at
any thne,

4. Notices must advise the customer of the precise steps the customer must take i order o grant or
deny access 1w CPNEL and must clearly state thot o denial of approval will not affest the provision
of any services to which the customer subscribes,

3. Notices must be comprehensible and must not be misleading,

6. To the extent that written Notiges are provided, the Notices are elearly legible, use sufliciently
large type, and are placed in an area so s 10 be readidy apparent 10 g cuslomer,

7. Wany portion of o Notice 1s translated into another language, then oll portiens of the Notice must
be translated into that language.

8. The Notiee may state that the customer's approval to use CPNT may enhanee the Company's
ahitity to offer products and services tailored to the customer's needs, The Noetiee may also state

request by the customer,

9, Notices may not include in the notification any statement aeMPLing L eneourge o customer fo
freeze third-party access to CPNIL

HO. Notices must state that any approval, or deniat of approval for the use of CPNT outside of the
service to which the customer already subscribes from the Company is valid uptil the customer
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atfirmatively vevokes or Himits such approval or denial,

UL The Companys sobicitation for approval must be proxtmate o the Notice of s customer's CPN
righis,
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k. Opt-Out Motice Requiremuents, It is the Company's policy thut Notices to obtain opt-out
approval be given only through electronic or written methods, and not by garal communication
{except as provided with respect to one<time use of CPNY below).

The contents of any such notification must comply with the Notce Content Reguirements deseribed
ahove.

It is the Company’s policy 1o wait a 30-day minimum period of time alter SEIVING Customers nofice
and anm opportunity to opl-out before assuming customer approval 1 use, disclose, or permit secess o
CPNI This 30-day minimunt period is caleulated as Tollows: (1) In the case of oo clectronic form of
notification, the waiting period shall begin w run rom the date on which the Notice was sent; and (1)
In the case of Notice by mail, the waiting period shall begin to run on the third day following the date
that the notification was mailed. 1 is the Company’s policy to notify customers s W the applicable
wantting period [or o response before approval is assumed.

For those mstances in which the Company uses the opteout mechanism, the Clompany provides
notices o applicable cuslomers every two yours,

For those mstances in which the Company uses e-mail to provide opt-out notices, the Cormpuny
foltows  the additional requirements in addition (0 the requirements  generaily  applicable 1o
notification:

(1) T'he Company must obtain cxpress, verifiable, prior approval from consumers to send notices via
e=-mail regarding their service in general, or CPNT in particular;

{2y The Company must alfow customers W reply directly 1o canals containing CPNI notices in order
£ Oprt-cansty

(3) Opt-out e-mail notiees that are returned to the Company as undeliverable must e sent o the
customer it another form before the Company considers the customer to have received nolice;

(4} The subject Hre of the message must clearty and accurately identify the subject mutter of the ¢-
ks arud

{3) The Company makes gvailable o every customer a method w opt-out that is of no additional cos)
tes the customer and that is available 24 hours a day, seven days a weel.

G. Opt-In Notice Requirements, It is the Company’s policy that Notices to obtain opt-n
approvi) he given thgh oral, written, or electronic methoeds, The contents of any such nottfication
must eomply with the Notice Content Requirements described above,

H. One-Fime Use of CPNI Notice Requirements. The Company may use oral notice te obtain
fmited. one-tipme wse of CPNT for inbound snd ostbound customer telephong contacts for the
duration of the call. The Company requires that the contents of any such notification must comply
with the Notice Content Reguirements described above, except that the Company may omit any of
the following notice provisions i not rélevant to the Hmited use for which the Company seeks CPNE

(1) The requirement that the Company wdvise cugtomers that if they have opted-oul previously, no
action is needed o maintain the optout clection;



fenl
fee
fenl
]
=
=
Ry
i

Q22742012 20024 FAX  TO

affiliates or third-parties and need not name those entitivs, i{ the imited CPNI usage witl not result in
use by, or disclosure (o, an affilinte or third-party;

{(2) The requirement that the Company ndvise customers that they may sharve CPNE with thejr

(3} The requirement that the Company disclose the tneans by which a customer can deny or withdraw
Future access W CPNL so long as explanytion is given to customers that the scope of the approval the
Company seels is fimited to one-time use; and

() The Company may omit diselosure of the precise steps a customer must take in order (o grant or
deny access to UPNL as tong as the Company clearly communicates that the customer can deny
aecess o his CPNT o the call,

i Safeguards Required for the Use of CPNT 1 s the policy of the Company o train its
personnel as o the circumstances under which CPNEmay, and may not, be used or disclosed, tn
addition. the Company has established a written disciplinary process in instances where ity
personnel do not comply with established policies, 1t is the Company’s policy to require that a
record e maintained of its own and its affiliates” sales and marketing campaigns that use their
custorners” CPNL The Company maintains a record of all ingtances where CPNDwas disclosed
or provided to other third-parties. or where third-partics were allowed (o access such CPNL The
record includes a deseription of cach campaign, the specific CPNT that was used in the campaign,
and what products and services were offered as a part of the campaign. Such records are retained
for a minmum of one year,

The Company has established o mandatory supervisory review process regarding compliance
with CPNI rules for outhound marketing. Sales personnel must obtain supervisory approval of
any proposed outhound marketing request for costomer approval. The Company’s policies
require that records pertaiming to such carrier complisnee be retained for a mmimum penod of
Gre year,

In corpplinner with Section 64.2000(¢), the Compuny will prepare a “compliance certilicate™ signed
by an officer on an annual basts stating that the officer has personal Knowledge that the Company has
established operating procedures thal are adequate to ensure compliance with 47

CERL§ 642000 2 veg. The certificate is to be accompanied by this statement and will be filed
in BB Docket No. 06-36 annually on or before March |, for data pertaining to the previous
catendar year, This filing will include an explanation of any actions taken aganst dala brokers
and o summary of all customer complaints received in the past year concerning the uniuthorized
refense of CPNL

Itis the Company’s policy 1o provide written notice to the FOC within five business days of any
nstanes where the opt-out mechanisms do not work properly, such that o consumer™s mability to

apt-out is more than an anomaly, The wetten notice shall comply with 47 CF.R. §64.2009(1),
4 safeguards on the Disclosure of CPNL It ix the Company's policy 0 toke reasonable

measures (o discover and protect against attempts to gain unauthorized access W CPNL The
Company will propetly authenticate a customer prior W disclosing CPNI based on customer-inttiated
tefephone contuet, online access, ot in-store visit, il applicable, as deseribed herein,

(1) Methods of Avcessing CPNL

{a) Telephone Access o CPNL 1 s the Company’s policy (o only disclose Call detail information

LUKOR BUSTIHESE CENTER gl 01d
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over the telephone, based on customer-initiated telephone contact, if the customer tirst provides the
Company with & password, as deseribed in Scetion (2), that is not prompted by the Company asking
for readily available biographical information, or account information. If the customer does not
provide a password, the Company will only disclose Call detail information by sending it to the
customer's sddress of record, or, by calling the customer at the telephone mimber of record. H the
customer is able o provide Call detail information 1o the Company during a customer-initinted catl
without the Company's assistance, then the Company may discuss the Call detail information
provided by the costomer.

() Onhine Access to CPNE 1L is the Company's policy to authenticate a customer without the use of
readily avmlable hiographical information, or account information, prior to allowing the customer
online access to CPNT refated to a telecommunications service account. Once authenticated, the
customer may only obtain online access o CPNT related w a telecommunications service mecount
through a password, as deseribod in Section (29, that is not prompled by the Company asking for
readily available biographical information, or account information,

() In BMore Aveess o CPNLL it is the Comypany™s policy that it may disclose CPNI to a custormer who,
utany retail focation operated by the Company, first presents to the Company or f agent a valid
phote [ matching the customer’s account information.

(2) Passwerd Procedures, To establish a password, the Company will authenticate the customer
without the use of readily available biographicat information, or account information. The Company
may create g back-up customer authentication method in the event of ost or foreotten passwords, but
such back-up customier authentication method will not prompt the customer for readily availuble
biographical information or account information, Hthe customer cannot provide the correct passwordd
or correet response for the back-up customer authentication method, the custorser must establish o
new password as deseribed i this paragraph.

{3 Notification of Account Changes, 10is the Company™s palicy 1o notify customens inmediately
whenever o password, customer response 1o a back-up muans of suthentication for lnst or forgotien
passwords, online seeount. or address of record 1s erested or changed, This notification may he
through Company-originated volcemad] or lext message to the telephone nuber of records, or by
mal to the address of record, and will not reveal the changed information or be sent to the new
aceount information,

-

to ather authentication regimes other than those described herein for services provided o
business customers that have both a dedicated account representative and a contract that
specifically addresses the Company’s protection of CPNL

K. Notification of CENI Security Breaches.

{1y s the Company's policy to notify Taw enloreement ol g breach in ity customers” CPNT as
provided in this section. The Company will not notify its customers or disclose the breach publicly
unti! it has completed the process of notifying law enforcement pursuant 1o parapraph (),

(2} As soon as practicabla, and in no event lder than seven (7)) business davs after reasonahle
determination of the breach, the Company will clectronicilly notily the United States Secrat Services
(US55} und the Federal Bureau of Investigation (FBI) through a central reporting facility.
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fa) Notwithstanding state law to the contrary, the Compuny shall not notify customers or disclose the
breach to 1the public untid 7 full business duys have passed aller notification to the 11855 and the TRIL
except as provided in paragraphs (b) and (c).

{b) Hthe Company helieves that theee is an extraordinarily urgent need to notify any class ol affected
customers sooner thar otherwise allowad under paragraph (1), in order to averd immediate and
rreparable harm, it will so indicate in s notfication and may proceed to immediately notfy its
affected customers ondy after consubtation with the relevant investigation agency. The Company will
vooperate with the relevant investigating agency’s request to miniosize any adverse etfects of such
customer potficaton.

{e) If the velevant wvestigating agency determines that public disclosure or notice 1o customer woulkd
mipede or compromise an ohgoing or potential eriminal mvestigation or nationa| sectrity, such
agency may direct the carrier not to so diselose or notily Tor an mitial penod of up o 30 davs, Such
period may be extended by the 2gency s reasonably necessary in the judement of the ageney. 1 sueh
diveetion is given, the agency shall notity the carrier when it appears that the public disclosure or
notice to affceted customers witl no fonger impede or compromise o erimingl investigation or
national sceurity. The agencey shall provide in writing it initial direction to the carier, any
subscguent extension, and any notification that notice will no longer impede or compromise a
criminal investigation or national security and such writings shall be contemporaneously logeed on
the same reporting facility that containg records of potifications (ed by the Company,

{3y Customer Netification, Alter the Company has notified law enforcement pursuant to paragraph
123, 1wl notily s customers of brewch of those customers” CPNL

(4) Recordkeeping. The Company wilt maintain a record, electronically or in seme other mannet, of
any breaches discovered. notifications made to the USSS and the FBI pursuant to paragraph (2), and
notifications made o customers, The record will include, i available, dates of discovery and
notification, a detailed deseription of the CPNI that was the subject of the breach. and the
circumstances of the breach, The Company will maintain the record for 2 minimum of 2 years,
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