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i\.nnual (14.2009(,,) ('!'NI Certification Ibl' 2010 

ilatc IIkd: Fchn';J""" ,2012 

Nan", or "ompany covered by this cCI'tilicalion: Alnska ']\,kcom, Inc, 

Form ,l<)') Filer In: 8 J 5~g7 

Nr,\rlIc ()!' si~~nut()ry: Daniel.l. lJoonc 

'I'ilk or signat()lY President & ('FO 

I. Dallid J. B.),II'lc, certi Iy that I am all offkcr uf the ~ulllpany IHUlled (lboY(;, and ,,,:tlllg 
as an agent or Ih,v cOlnpany. that I have persollal knowledge that the (;Olnpan)l has 
established operating prnccdul'Cs thaI' an: mlcquatc tn CIlSIII'C compliance with the 
(,'ol11111ission's ('uslomcr Proprietary Network !n/(mnation (CPNI) rules. ,','1"" ,:1,7 ('.F.R. 

* 64.200 J c( seq, 

Attached to thi~', (~(;rtiti(:[t(i(Jn is Dil nccompnnying stntCl11ent expl:lining how the 
company's pr()cedun:s \:IlSlm: that the COl1lpill1Y is in c(Hl1pliunce with the requirements 
SCI /()rth in ~eeti()n i\4,200 J el seq, of the Commission', rules, 

'nle wmpany h:I:; nol taken an)l actions (proceedings instituted or petitions 11kd by the 
mlllpall)l with dther statc commissions, the court system, or the Commission) against 
data brokers in Ihe past year. I acknowledge thai companies nms! r,'por: 011 any 
illii:>r!nation that Ihey have with respect to the proccss,:s Pl'ct,:xt\:rs (11'(\ lIsing II) ntlel11pt 
to access ('PNL :'lIld what steps componies orc tnking to proteel (,PNL and r have no 
such infhrmatiol1 to report at this time, 

The (:olnpany has Ilot n;ccivud any custmm;r cotJlplHints in the: past y(~ilr ''')I1C(,rning th~ 
unauthorized rei";!,,, of or access to ("I'Nt :lnd I hereby ackI](lwtedgc Ihal if 11K' 
company dews receive any sueh complaints, it nUlst provide that i"(('!I'million 10 the 
Commission, induding tlw !lumber of ClIstO.lm:r (:otnplaints a company has received 
rdalcd 10 lll1mtlhor1z,ed access to CPN I, or unauthOJized disclosure of CI'N1 brob::n 
down by Cn1<:g(l[Y or complaint- e,g, instances of impropcr acc\~ss by "mploy(Ocs, 
instances of in1propcr disclosure' to individuals not authorized to ["c(',ive the 
in((mnatiorl, or instances of improper access to online int(>nllatiol1 oy individuals not 
<luthoriLc:d to vicw the inJ(mmltion. 

G1l 008 
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Statement Accompanying erNI Ccrtit1clItc I<:S Docket No. (l6·36 

Alaska 'I'd",c."!1I, Inc. (the "Company") does not use. disclose or permit neeess (0 C.lIs(olll(:r 
Proprietary Network lnlimnatiol1 C'CPNl'') iJX,:cpt as p,:rmit1(:(\ or rcquired hy law pursuant to 47 
U.S.C', ~ 222, T'I,,: sa!(:guards sct {(,rill in Section:; J. lInd J below are Ibllowc:d by the ('ompany. 
and, io the exteni that the Compilny linds it necessary to lise, disclose or penni! access to ('TN I, 
the operating procedllres in Sections A-II below are observed. 

A. Denlliti()II~. The t<::rms lIsl.:d in this St<It<':ll)(;nt have: (he same rncaning as set i(,rtil ill 47 
~M,2()O:l. 

B, Usc of ('PNt It is the Company's policy thut th", (\l1npany may \lse, disclose, or pcrmit 
a~cC~S 10 ('PN I I",' til" purp":;, or pn.1viding of' nll\rk~ting service ,.,fterings lIl1long th" (:I.lt~gOri"s or 
service (ie .. inc:ri, i!l!.(:rexdl(lllgc, :md inlcrconneclcd YOW) to which Ih,.: (;I.l~l{)rncl' all'eadv 
subscribe, from the Company, without cuslomel' lIpproval. 

To the extent til;]!. the C'oll1pnny pl"Ovides different categorics ()j' s,:rvk~, and:1 Cllsl(llller subscribes to 
more than one c'llcgory or service ofH::rcd by the Company, th" Company may share CPNI among 
tiltl Company's 11iTilialcd entilies that provide a service olTtll'ing to the l:lIsI0!!1C!", Hmvcvcl', 10 the 
cxtent that the Company l)I'ovi(!es diflcrent categories of sCl'vie", but i;\ custorner does not sllbscrilx: 
to more than one (ol.10ring, the Company docs not ShiH\: erNI with its affiliate'S, ,;);I,ept by tbllowing 
the requirements dcscdbed h,,'rcill" 

The Company docs not lise, disclose, or pennit ill:Cess to erN I to Inarkel to II customer any service 
"i'I\;rings that (\1\.: within n Icategory of service to which the subscriber docs not alrcmly subscribe 
ii'()1l1 the C'ortlp,my, lInless tiKI CllmplIny has clIstl>lnCr appnwalto do so, 'flw ('ornpany does not lISC, 

discl!\sc or pcrmil access to CI'NI to idl:t1tilY or trnck CllSlomers that cill! competing servlc,(' 
provi,krs. 

Notwithstanding I.he i()rgoing, it is the COlllP(lIlY'S PC)\icy that the Company rnny usc, disciose\ or 
pcm1it ae"css to ('PN! 10 pro[\:(:t Ih~ righls ('I' property of 111\1 C:ompany, or In prntecl lIscrs of those: 
scrvlccs and nthcr carriers from fraudulent, abusive"~ or unlawlttl use 01: or suhsaiplion tn, such 
s~~rvJ('::G~. 

C Custolllei' Approvals. 

It is the C.'Ol11pHny"s pOlicy thnt the C'ompany may obtain approvallhl'ough written, omlor ck:ctronic 
m~thods. The Cnrnpany acknowkdgcs that il b\;ars the burden of dell1on~lrating Ih,n ,lilY (,ral 
approvals have been givt:n in compliance with till' C\mllnission's rule:s. 'rI,,: Company honors all 
apPl"(wals ('I' di,:\ppl'(lvals In LIse, disclose, pr permit aeee:ss t() :t cIIst()I'I)CI"S (,[,NI lIntil the CllstOI1Kr 
revokes or limits slich approval or disapproval. 'rh" C'ol\lpany maintains records or (lppl'()v(lL 
rcgnrdlcss Offhc 1')lTl'I of slIch approval, li.>r at least onc year. 

()ptA"">ul and Opl-In Approval l'r"",,:;.,\:s. It is thc C(\mpany's polky tilal it 111:;:)1" suhiect to opt-nut 
~pprovlli or opt-in approval, use its cllstomer's individually i(\cmillai)le CI'Ni f'\1" th" purpos~ or 
l11nri<eting ,,<.nllrllulli(lalinns-rciatcd services to thnt customer. It is th", Company's policy that it. Inay, 
subject t.() opt-uut. approval ('1' ()pt-in approval. disdosc its \:ustnrnds individuI:r1ly identifiable ('['Nt 

1(.1r the: pllrprose oi' marketing commIUli,:ati()ns-rdatcd services lu that custom"L to il::; n!:~cnts and its 
"mli'lt", that pnwidc c0I11municilti(1I1S-I'datcd services; and ils joint VCI.·llure partners and 
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indcpcl)(knl WIlITiJl:l(lJ'S who do the same. It is the (\'l11panis policy tlwt it also permit such 
persons or entities to obtain (lCC,OSS 10 such erNI Ihl' such pUrpOSelS. Except as pt'()"idcd IlclTin, or ns 
olhclrwisc providc:d in Section 222 of the Communications Acl or 1934, as mm;nded, the Company 
only lIses, disck,,;e,;, nr pellllits access 10 ils CUslOlllcrs' individually kkolitiablc (TNl subjecllo I)JlI, 

i.!J ... unp.r.~}.y{tl· 

D, Notice RelJuired F<.w lIs(; or CIIStomer Proprietary NctwOl'k Inft.H'l1Ultioll. II is the 
Companis policy Ihm prior 10 any s(llicitation {()r customer approval, notilkation is provided to Ih<: 
custolllcr oj" the cuslomer's right to restde!. usc (ll~ discloslll'e 01; and aCC"$$ t() li1.l:1l cuslomer's CI'N I. 
Tht, COlllpany mainmil)s such records or l](ltilicntion, whether oral, written or clcc.:lroni", n)r at kast 
one year, II is Ihe ('ompany's policy that inciividulJllwlicC1 10 cllstomers is PI'pvilled when soliciting 
approval to USC, disclose, or pcrmit ac<:css 10 ellslomers' Cf'NI. 

K N(ltic~ Content Rcqllil'~mcnts, Company Ilotic:es lnust comply with Ihe ic.llowil1g 
requirements: 

I. NOI i,'es mllst provide slImeienl intbrmation to enable the cIlstomer \0 llHI"-: 1111 i.n I<mncd (ic1cisl<.n 
as In wl]Cltllcr 10 permit tbt: Company 10 usc, disclose, or pcrmit access tn, the CtlSlfllnCr's CPNI. 

') Notices mLlsl stale that the cuslomer hilS il right. and tli.., Company has a duty, under fcclerallaw, 
to protecl tl)" ,,,.nlidentiality oi'CI'NI. 

."l. N()tic(~s 1l1Ust "flccil'y the types ofinf(lI'l11:Jtion that constitute CPNI and thc specitic entities that 
will receive tl.w ePN:!, describe, Ihe purposes nlr which CI'NI will be lIsed, and infol'l11 the 
customer of hi,;, or h'T right to disapprow thos<: us<:-" and deny or withdraw ~lCC:<;S$t() CPNI al 
(IllY tim.!.', 

4. Notices nlllst ndvisc the customer or Ihe prec.isc stcps Ih" clIstomer musl take in orrl"r 10 grant or 
deny aeee,s to ('PNI. and Intlsl clearly slale Ihal a (k:nial oi'upprovul will nOi an",,1 th<:- provision 
PI' any services to which the CllSIOmcl' subscrihes, 

S. Noti\:es ImIS! lw comprehensible and must. not he l11isleading. 

6, Tu Ihe cxtentlitat wriHcl1 NOlie\,s ~m: pr<lVi(\,\(1, I.he Notic,'s arc (.lkarly k'gihlc. I.IS" sunieic1I1tly 
large Iype, and arc placed in an are" so (,IS to hI; rendily apP(lrent to a (;IISlo.n(;1'. 

7, Ifany portion (lfn NOlice is translaled inlo anothclr language, tilen all pnrtions oCtile Nolice must. 
b,'1mnslatecl into rhat i:1ngU(lge. 

H. 'rile Nllti"" ITl"Y slall' that the cllst(IITler's approv;1I 10 lise erNI mny enh:ul,'·(' the C'om.pllt'l:>"s 
ahility 10 (ln~'r products and services tailored 10 the customer's needs. The NOi,ice lJ'Iay a.lso Stille: 
thatlhC1 C\.lI.npany may be compelled to disclo,e CPNI i(> any person upon ailinn,;I(.ive wrincn 
request by Ihe ',C)lsl<'1l11CL 

9. NolieI', may not include in the l1atiticalion lIny statement nllclnpt.ing 1.0 cilcour!lg,<': a cusl{lI1wr 10 
I'rccze thinl,parl,y il(:cess 10 CPNI. 

I (), Notices must slatc that any approval. or denial of approval Ihr the usc orC]'N I nutside of the 
sCllYicc 10 which the Custolller already subscribes frolll the COl11pany is valid u.ntil the Cllst()I11Cr 
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II, 'nl~ Company',,; solicitation I(-H' npproval Hllist he pro~illl;H,' to the Notice ofa custom.::r', CPNI 
right,,;, 
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F. Opt·Oul Notice Rcquiremcllt~. It is the COIl1Jlnlly's policy Ihul Nolices to (>blilln "pl.-nuL 
appl'ovtll be given only 111.1'oo,;h dectronic ()f' written methods. and nOI by I)ral commllnication 
kxcept as pJ'Ovided with respect to ol)c·timc lise "CerNI below). 

Tile U>lltents of uny such Ilotilkation mllsl c:ornply with til,: N()tice ContcllI RC'IUirl'lllents de:>eribed 
\lhove, 

It is the (\.llllp"ny \ policy to w;.!il (I 30-day minimum perioe! of linw anel' giving l'lIstOl11crs I1mie.., 
and an opportunity tn opt-out hel,',lI'e tlss1Il11illg CUS!OIlH:r approvallo usc. (iIsclose. 01' permit ",;cess to 
erN!. This .'O·day minill1um period is calculated (IS i(>il(>\Vs: (i) In the case oi' III) dcctronic I(mn of 
notification, the wa.iting pel'iod shall begin to nm Ibm the dale Oil whidl the Nn1lce was sent and (2) 
In the ,,'as<' of'Nottce by mail, 11'1\: w,titing period shall begin to run on the third dny /()llnwing the date 
that the n()(ific~1tioll was mailed. It. is th" Company's poli,;y to !lotify custom"r,; il' to the applicnhk 
waiting period I()I" :.1 response bdbre approval is (lssurned. 

For Ihose instances in which the Company lIses Ihe opH.>ut Inechanism .. Ihc ('ompany prnvidcs 
notices to appli,;abk clistomers ewry two yen!'" 

Fo!' iI'H."'" instanCe'" in which the Company ilses c-mail to pl'ovide OpHlllt l1oric.cs. Ihe Company 
1i)lIows iI](: addil.ional requirements in additinn to thc requirements It('Il(:nti.ly applicahle to 
notiJication: 

(I,) The Company mllst obtain express. vcriliabic, prior appl'ov~JI I'r(,tn COllSUme]'s to send notice:; vin 
,,-maill'cgarding Ul\;ir service in genel'ol, 01' CPN I in pmticular; 

(2) The Company Intlst alknv <:llstolllers to reply directly In ""111aiJs cOlltaining CPNI notices in nl'dcl' 
to ,->pt-l>la: 

(J) Opt-out e-mail nolic<.:sthatarercttll.l1cdtotheC:()1l1pHI.IY (IS und,divl:rablc mUSI he selllln l.i,,: 

ctlstnl11er io ,"wther 1()I'm bdl>.!'c the Company considers the ctlstomer ((> 11:Ive ,,,'e,:ived notke; 

(4) 'fhe subject line of' the message must cknrly and aClcuratcly idcntl 1'1 (he ;;uhil'(:i. tmmel' of 111,: e
rnail; and 

(5) The (»mpany makes uva.ilabk to eYery customer (I I'Iwti1od to opt-out that i,': 01 no addilinnni \:osl 
to the clistoiner and that is availnbk 24 I](>urs a day. seven days a week. 

G. Opt-In NOl.ke Requiremcnts. It is the ('ompnlty's p(lli~y that Notice,,, 10 ()htnin opt'"in 
appl'Ov:lllw giv~n !i\l.>ugh oral. written. or elcctl'Onic nwthods, 'l'lw ~(lI1tcnts or illly :·:uch n(>tilkuti()I1 
must ce,mpiy with the Nl,tic·e Content Requirements dcscl'ibed :lhov~, 

It Onc·'rimc t!sc of CI'NI Notkl' RC<luircmcnts. 'rhe Company Illay usc: oral notice tn ohtain 
limitec!' onc,linw U:;C ofCPNI 1,,1' inilolilld :md outbound cUstomer tdcphl.>lw cOlli:Kt:; filr the 
duwti(m oCthe cal!. 'J'lw Company requires that Ih~ contcnts of any :;uch nOli.lic:ninn Intlsl (:(imply 
wilh Ihe Notice ('Ol1lenl Requirements described above. except that the C'ompany may omil nny or 
t.he 1(,li(Jlving notice pl'OvisioJ]s ii'not rdev<lnt to the limil\:d usc t.(rl" which the Company seeks C'PNI: 

(I) TI1(, J'equircmelli tl1<11. the COl1lrany advise (l..US10I11,lrs that ifthcy have opwd"oui. previously. no 
action is nec(kd 1.0 maintain tlte OpH>ul deetion; 
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(~) 'rhe I'ciJuir~ml'nl that the Comp,my ndvise Cllsl(llllers that they may shore Ci'Ni with Ihdr 
affiliates nr t.hird-pnl'lks and need nOI mImI: those enlilies, iethe limited C'PNlll,,,,,.,,, will not result in 
usc; hy, or disclosure 10, an amlime or thil'Cl·pIU'ly; . 

(3) 'rhe requirement. that the Compnny disclose Ihe rne:ms by which a ellSlorm'l' ,':m deny ,)1' withdraw 
fhture access 10 C'PNL so long as explanulion is givcn tI'l custO!1\ers that the SCOPI;, or Ihe approv:illhe 
Company sc(.Oks is limited 10 fmc-lime USc; and 

(4) 'rhe C'olTlpany may omit disclosure ofth'" pr~cisc stepS:1 nl$tomer mllst take in (1I'(lel" t.O grllill I'll' 
d\my access 10 (TN!, as k10g as the C'ol11pnny dearly cOll1ll1lmie:lt<;:s thnt the customer can deny 
access to his ('PNI ((,r the enl!. 

L Safegulirds Required for the tlsc of CI'NI. It j, the policy oftl1(; Company to train its 
personnel as to the circumstances under which CI'NI m,lY, (lnd Illay not, be lIsed or disclosc:d, III 
additint1, tI'w Company hn, established a written disciplinary process in instances where its 
personnel do not cornply with I:stablished policies, It is the Compnl1y's policy t{l require that II 

rewrd hI;: maintain,:lI oril, own and its afllliai<.Js' saks and markding <.:ampmgns that usc their 
cllst(nners' (,PN I. The Company mainta.ins a r<tcord of all instances where CPN lwas disclosed 
or provided to other third'j')[ll'ties, or where third-pal'lks w..:r" allowed to aeeese' such ('PNl. The 
record includes n description of each campaign, the specific CI'NI that wm; used in the campaign, 
lUld what produ(:1S ami services werl;) ofl.crell as a purt of the campaign, Sud! records arc retained 
ror a 1l11nimul11 o'V ont.~ year, 

Tlw Company has established (I mnndntory sllp,,:rvisory review process regarding compliilllCC 
with CPN I rules (')1' outbound marketing. Saks p(;rsonnd must obtain supervi.sory approval of 
any proposed outbound marketing rcq\wst for c'ustolllcr approval. 'The Cnmpany's plllicies 
rcquil'(; that re(\)i"(is pertaining to such (:;Irricr compliance be rdained I(H' a lninirnum period (If 
one year. 
In complinll(:c with Section (,4,2009(c), Ihe Compuny will prc'pare u "compliance certilicate" signed 
by (In,'ln;ect' \Ill m'l ,mn\lal basis stating that the offk..:r has pcrsolwl knmvlcdg(; lIwl. Ih.., Company has 
(;stabJished operating proccdurc8 tilat arc: adequate to ensure compliance with 47 
C.r:,R, ~ 64.1001 <'I sell, "r!w ccrtilkate is leI IX' accornp(lllkd by this statenwnt and will be Iiled 
in EB [locket No, 06-36 atlmtally on or bel()rc March I, i()r data pertaining to the previous 
cak:ndar yc:ar. ··rhis liling will include iln expl:matioll of any actions tah'll against data brokers 
and a sUllllnary oi' i·tli ,:ustomcr complaints ITceiwd in the past year concerning. the un:.luthori7cd 
rdense of CPN l. 

It is the C\))np:my's policy to provide written notice to the reT' within tive: business days of any 
instance, where the opt·OUl mcdwnisllIs do not work properly. Sl.lch that a (;{)n:;umcr' 5 inability to 
opt-nut is more than an :lI1omaly, The written noticc shall comply with 47 C.F R. SM,::'009(f). 

.1. Safeguards Oil the Disclosure of ('I'Nt. 11 is the C0111p:my's policy 10 Inkc reasonable 
Il1casul'cs 1\.> disc,"w and proted against attempts to gain unauthorized 1.(.'C\.:ss to C'PNI. 'rhe 
Company will propel'ly authenticate a clIstom.;1' prior to disdo,ing CPNI based c'n customer-initiated 
telephone C(lli{()C\.. online access, or in'Slvre visit, if applicable, as described herein. 

(a) 'r'dcphol1e Acct:ss to CPNL It is the Company's polky 10 only discio:;(' ('till 'ktlril inihnnaliol1 
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(>v~r lb~ Id"pll",1", bast,d on cllslOm<:l'-iniliakd tdeph(>m' (:onlacL if the cllstol11erllrS! provides the 
('omprmy wiih it p"ssword, as dc~crih"d in S'l.:li<')IJ (2), thm h tlt>l promptt:d by the COinpimy ;,skin;!: 
Ibr readily aVHilable biographical information, 01' a"ouni in Ii"rmat i(m. If the customer docs nol 
provide :,1 p"sswtmL tht: Company will only disclose Call detail infbnllation by ,,<;odin!, it to the 
clistomc!" S i,ddn;s,·, oC record, or, by ,all ing Ihe custOIT1l.". at the telephone m1l11hl.',. 1.1 r record, If the 
,UstOI11CI' ii, able to provide Call detail inf()J'l11alion to till' Company during a CllSIOi1lt'l'-initi:llcd call 
willl(>Ul the ('oI11pimy\ assisliltlCC, Ihen the Company !)lilY dis~uss the Call detail i.nlhl'lnalion 
pt'uvidcd by th" customer. 

(b) Online Acce~s 10 ('PNI. It is the Company's policy to authenticate a Cuslnllwl' withoulthe lIS(' or 
rell(,liiy nV~liiable biographical inl()J'fl1alion, 01' account inflmnation, prior to (llk)\vin,,~ Ihe customer 
online (l,:,c'ss to (T'N il'uiatcd to a tdec()l'nmlmiealions service account. On~e '1(I11\.,.:nt;",lc:d. Ihc 
(TIRtOJ'H(:r' may only oht.ain online access IO CPNI relnted ~o II t!;::,lccollll11unication;.; service Uc,t:ount 
through n password, as desGI'ib,x! in Section (2), thm is not prompted by the Cmnpany asking Il,,' 
readily avail(lble hiographical ini(ll'lllation. or a~count inJ(H'll1ation, 

(t:) In Storc Act'c:;:; 10 ('['Nt It is rhe C'omp'Hly'~ policy Ihat it may disclose erN! to il eliSion,,,!, who, 
a! any rdaillocnti.on operated by rhe Company, 11I'.,t presenls !o !hl: Cornpany or ils agent a valid 
photo If) rntltdling (he cllstomer's accollnt inlhl'I1Hllioll. 

(2) !'nssword I'rnce<.!UI'\:', "ro establish a password, the Company will authenticate ,he customer 
without the usc or ,"""dily nvnilable hiographical inli>l'lllatiol1, or account inf()J'trlmion. The C(>l11pany 
may create II bnck"up custom"r authentication method in the even! or lost or f()rgotlen passwords. but 
such hack"up eust<)l\lcr authentication mc:thod will not prompt the cu:;tOl1lcr for rc,<,dily av,lil;rhlc 
biographical inl<>nnatioo or '1(;C()ul\l.in.ii.>nna!ioll, IJlh(: (:uslom",r cannot provide the correct password 
or ,()ITee! response 1('1' the hack"up custO!))C!' authentication method. the eustollwr must establish II 

n<.;w password as described in this paragraph. 

0) Notification 01' ;\(;(;0\.1(")1 ('h~11lg,:,~, It is tlw Cornpany', polky to notify C\tS!OlliCI', illllrlcdintdy 
whenever il password. customer response to a back-up ITwan, of authentication 1(,1' lost or l(lI'gon(;n 
passwords, onl inc ~,c(;ounl. or :Iddress or 1'<.;(;01'(! is CI'(;u1(:d 01' changed, 'rhis l)otil1c,nion may be 
through CompanY"(lriginated vokcrmdl 01' text Illcs:;agc to the telephonc nUlllbcl' ("I' rccords, or hy 
mail to Ihe address of record, and will not reveal the changed infbrll1ution or be sent to the new 
account illJbrmatiotl, 

(4) Business ClIstum;.;r Exemption. It is the Company's polil:Y lhal it may contr,;rdllllliy bl: bou!!d 
to (>ther authentic:l.1.ioll I'eginws 0111<:1' than those; described herein fill" services provided 10 
busin(:ss ClistOlTK:r, Ihal have both n (!(;dic.llt(:d (lc(:·ollnl rqm:scntillivc and II C(llltrac.llllHt 
specifically addrDsses the Company's protectiOll of CPN 1. 

K. Notification of (,I'Nt Sccnrit:v Brcachcs, 

( I) It is Ihe Company's pol icy 10 not i Iy Ir,w (:n 1()f'(:cl1l(:nt "r (I 1)I'('(lch in its cu,tol11(:r,' C:PN I ilS 
providcd in Ihis s""lIon. The C'oll1pany willn(ll notily ils eUSlomers 01' disclose I.he breach publicly 
until it hus complellod tile P""";,,SS ornotif)'i.ng Inw C:lllilln:nwnt pursulInt 10 par:.lgr'lph (2), 

(2) As soon ;IS pnH.:lk:ablc. and in no event later Ihun seven (7) business days ancr 1.·eaSOIHlbk: 
dClerminmion ort"" brcuch. thc Company will d<;<:tronicilily l10tdy the United Stilles Sccret Services 
(USSS) lind the Fed.eral Bureau of Investigation (FBI) thl'(lUgh a central reponing l"'leility. 
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(a) Nntwithstandin!; state bw to the cOfltrury, the CompmlY shall not notity ellstolm'rs or di"clo" the, 
breach tr) ill{: public unlil 7 fulllm~inc~s dllYS have pass<:d alkr notilkation 10 the I.)SSS and the rBI, 
c:xcept as provided in paragraphs (b) and (e), 

(bl I r i11\' C:ompany bdieves thm Ihet'c is an extraOI'(!inarily urgent need to noli 1\' ;,lI'\y class or a flected 
customers sooner Illan ntlwrwisc allmv(,d under paragraph (il), il1 order to aV(lid il11ln,,<liatl,;, and 
irreparable harm. it wili so indicate in its notification and lHay proc0ed tn immediilldy notily its 
allioeled "llStmllcrs only alh:r consultation with the relevant investigation agency, The Company will 
cooperate: with the rclcVilllt invesligaling agency's request to Ininitnilc uny adverse: dl(;~ts of sueh 
COllstrmlcr notification, 

(c) Ifth,: re!Gvanl invcslig(Hing agclK,y determine, Ihat public disclosure or nOl;\;" 1.0 customer would 
inlpt:dl.: or cnmpnHl)ise an ong(}jng or potentinl cl'imilwl investigation or natinn::d .'.;ectll'ity, such 
agt:ncy may dir('(:1 Ihe currier not to Sf> disdose or IlfItilY I(ll';m .initial plTiod nfuplo 30 dllys, Such 
period may he extl:l1lkd by the ag.ency as rcasnnahly necessnry in til" judgment of ',he agency, J f such 
direction is given. til(' agency shall notify th~ carri"r when it appears thin til, public disclosure or 
notice io afkckd cusiom"rs will nn longer ilnpcd(: or compromise ~l criminal inv('stigalion or 
national "'clIril,,, 'nil; agency shail provide in wi'it.ing its initial dirc,ction to the eal'riel'. ilny 
sub~e:qucnt. cxlen,ion, lind any nO!ilicat.ioll that notice: will no longer impede 01' COlllf)I'Ol11ise a 
criminal invc!;tigati,on ()l' national sccllrity ;In(l SUdl wrilings :;hall be conkmporanc,ou:;ly logged on 
the S1lIl1(' rcpf\rtin!", (iicility that Cfll1tains records ofootilications likd by the C0I11jXIIlY, 

(3) C:uslol11cr Not.ilicatiorl, ,Arter the Company has notified law enforcement plll'sual1l to pnI'llgraph 
(2). it wili nOiilY il,:, clistntnGI'S orbre:llch ol'tho:;e customers' CI'NI. 

(4) ReeOl'dk""pini" Th" Company willmaintaill a rcc()rd. electronically (>I' in ,';IIme (\tlter n1l11lller. 01' 
uny breacltes discovel'"d. notifications made to the USSS and thc FI31 pursuant tn paragraph (2), and 
noti li~atiolls made to CU~(OI1I"r~, Th" r~"ord will inc,lud" if uvuilubl0, dates or di:iCOVC:ry and 
rK'iilication, a detailed description oftlw CI'Nll.hlli was the subj()(;1 oi'l.h" Im:m:IL dnd til(! 
circulllstances ofthe hreach, The C'omp:II1Y will mnintuin Ihc' record fhr a rnininllJrn 01'1 years, 
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