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Annual 47 C.F.R. § 64.2009(c) CPNI Certification 

En Docket 06-36 

Annual 64.2009(e) CPN] Certification for 2011 

Namc of company covered by Ihis certification: Fiher Technologies Networl(s, L.L.C. 

Form 499 Filer ID: 821688 

Namc of signatory: Charles Stocl(dnlc 

Title of signatory: Vice PJ'csident and General Counsel 

I, Charles Stockdale, certify that I am an officer of Fibertech Networks, LLC, the sole 
member of Fiber Technologies Networks, L.L.c. (collectively, "the Company"), and acting as an 
agent of the Company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules. 
See 47 C.F.R. § 64.2001 el seq. 

Attached to this certification is an accompanying statement explaining how the 
company's procedlll'es ensure that the company is in compliance with the requirements sct forth 
in section 64.2001 el seq. or the COlllmission 's rules. 

The Company has not taken any actions (proceedings instituted or petitions filed by a 
company at either state commissions, the court systcm, or at the Commission against data 
brokers) against data brokers ill the past year. 

The Company has not received any cllstomer complaints in the past ycar concerning the 
unauthorized release of CPN!. Nor is the Company aware or any instances involving 
unauthorized disclosure of CPNI or improper access or CPNI by Company employees or access 
by individuals not authorized to receive or view the information . 

Printed Name: Charles Stockdale Position: Vice President and General Counsel 

Signature: 



STATEMENT ON FIBER TECHNOLOGIES NETWORKS, L.L.c.'S POLICY ON 
USE OF CUSTOMER PROPlUETARY NETWORK INFORMATION 

Summary 

The purpose of this statement is to memorialize the policy of Fiber Technologies Networks, 
L.L.c. and its affiliates (collectively, "Fibcrtech") on the use of Customer Proprietary Network 
Information ("CPNI"). Fibcrlech builds and operates fiber optic networks through-out mid-size 
cities in the Eastern <lnd Central regions of the United States, Fibertech 's policy is basecl upon 
and compliant with Feeleral COlllll1unications Commission C'FCC") rules and regulations 
governing CPNl. t Fiber[ech is committed to the protection and nOll-disclosure of its customers' 
CPNI in compliance with existing rules and regulatiolls. 

Any questions regarding this policy or any use of CPNI should be directed to: 

Jamie Hoare 
Deputy Gellcral Counsel 
FIBERTECH NETWORKS, I.LC 
30() Meridian Centrc 
Rochester, NY J 461 R 
Phone: (585) 697-5 J 84 
FAX: (585) 442-8845 

Inquiries regarding nny suspected violations by other carriers of the federal rules described In 

Lhis policy should be directed to Jamie Hoare as wei!. 

Key Definitions 

Affiliate- a person that (directly or indirectly) owns or controls, is owned or controlled by, or is 
under common ownership or control with anothcr person , pO\' the purposes of this paragraph, the 
term "own" mcans Lo own an cquity interest ofll1ore than ten (10) percent. 

Customer Pl'oprietary Network Infonnatiol1 (CPNI) - is defined as: (i) information that 
relates to [he quantity, technical configuration, type, destination, loca[ion and amount of usc of a 
telecollllllunications service subscribed to by any customer of a telecommunications carrier, and 
that is made available to the carrier by the customer solely by virtue of the carrier-customer 
relationship; (ii) information contained in the bills pertaining to telephone exchange service or 
telephone toll service received by a custoI1ler of a carrier; (iii) except that such term docs 1I0t 
include Subscriber List InformatiolJ. 

Subscl'ibcl' List Informatioll - Illeans any information identifying the listed Ilames of 
subscribers of' 11 CHITter and such suhscribers' telephone numbers, addresses, or primary 

47 U.S.c. * 222. 



advertising classifications, or any combination of such listed namcs, numbers, addresses , or 
classifications; and tllat the carrier or an affiliate has published, callsed to be published, or 
accepted for publication in any directory format. 

Fihcrtcch's CPNI Policy 

1) USE OF CPNI WITHOUT CUSTOMER APPROVAL 

In certain instances, Pibcrtecll may usc, disclose or permit access to CPN! without having to 
obtain customer approval, including: 

1) To initiate, render, bill and collect for telecommunications services; 

2) To protect the rights or property or Pibertecll, or to protect users or other carriers 
frolll fraudulent, abusive, or illegal usc of, or subscription to, such service; 

3) To market services within the package or services to which the customer already 
subscribes; and, 

4) To complete inside wiring installatioll, maintenance, and repair services. 

II) USE OF CPNI WIlEN CUSTOMER APPROVAL IS REQlJIRED 

If Fiberlech's lise or CPNI does not nil' within olle of' the exception for which no Jlotice is 
required, thcn Fibertech will acquire customer approval before proceeding with such usc. 
Fibertech will utilizc either the "Opt-Ollt'· or "Opt-Jn" method at its discretion, each oj" which is 
described in greater detail below. Prior to any solicitation for customer approval, Fibertech will 
provide notification to the customcr or the customer' s right to restrict use oC disclosure or, and 
access to that customcr 's CPNI. Fibertech's solicitation 101' lise ofCPNI will be proximate to the 
l1otilication ora customer's CPNI rights. 

A. Notiticatioll Requirements Generally 

I) The notification shall state that the customer has the right , and that Fibertech has 
the duty , under federal law, to protect the confidentiality of the customer's CPNI. 

2) The Ilotification shall specify the types of informatioll that constitute CPNI alld 
the specific cntitics that will receive the CrNI, describe the purpose for lhe which 
the ePNl will be used and inform the cllstomer or their right to disapprove those 
uses, and delly or withdraw access to e PNI at any time . 

3) The notification shall aclvise the cllstomer of the pn:cisc steps the customer lllllst 
lake in oreler to grant or dcny access to CPNI, and shall clearly state that a denial 
of approval will not afrect the provision of any services to which the cllstomers 
subscribes. Fibertcch may state that the cllstomcr's approval to lise CPNI may 



enhance the carrier's ability to oller products and services tailorcd to the 
customer's need . 

4) The notification shall statl! that any approval , or denial of approval for the use of 
CPN! outside of the service to which the customer already subscribes from the 
carrier is valid until the customer affirmatively revokes or limits such approval or 
denial. 

5) Fibertech willillaintain records of notification, whether oral, written or electronic, 
for at least one (I) year from the elate or notification. 

6. Opt-Out Appmval 

The following arc additional requirements concerning opt-out approval: 

1) To ensure that customers have an opportunity to respond, there will be a 
reasonable waiting period, at least 30 days, beforc consent to usc CPNI is 
inferred. Fibertech will notify clistomel'S as to the applicable waiting period. 
Fibertech will honor clistomer decisions to opt-out of requested uscs whenever 
those decisions arc comlllunicated by customers, which may occur during or after 
the waiting period. Fibertech will implement and honor the customer's later 
request for privacy as expeditiollsly as possible within the regular course of 
business. Fiberlech will notify customers as to the applicable waiting period for 
a response before approval is assull1ed. 

2) In the case of written notification by mail, the waiting period will begin to run on 
the third day following the date the notification was mailed. In the case of 
elcctronic notification, the waiting period will begin to run 011 the dale tilt: 
notification WliS sent. 

3) Fibertech will transmit rdresher notices to customers or their opt -out rights at 
least every 1wo (2) years. The rcl'l'esher notice will advise customers that if they 
have opted-out previously, no action is needed to maintain the opt-nut electioIl. 
However, customers who wish to reverse their previous decision to opt-out, or 
consumers who have not previously opted-out but wish to do so, lllust take action 
as describecl in the notice. 

4) If Fibcl'lech's opt-out mechanisms break down, Fibertech will notify the FCC 
within five (5) business clays in a format compliant with FCC rules. 

5) When Fiberlech uses ,Ill electronic 1'01'111 of Notification, Fibcrtech will also: 

a) have obtained express, verifiable prior approval frolll the cllstomer that 
electronic notices are acceptable for their services in gelleral or erNl ill 
pari icul ar. 



b) allow customers to reply directly to the dectronie notice to opl-oul. 

c) not count electronic notices that were returned us undeliverable as having 
satisfied the Notij'ication requirement. 

d) ensure that the subject line clemly identifies the subject multer or the e
mail. 

c) make available to every customer (including but not limited to thost.! 
without Internet HCC L:SS Hnd disabled customers) a method to opt-out that is 
of no additional cost to tilt: customer Hnd available 24 hours a day, seven 
days a week. 

C. Opt-In Approval 

Opt-In approvallllcans Ihat Fiberlech will obt.lin from Ihe customer affirmative, express consenl 
allowing the requested erNI usage, disclosure or access after the customer is provided 
appropriate notificatioll ol'tilc carrier's request. 

D. Orlll Notification 

Fibertech will provide notification to obtain opt-out approval through electronic or written 
methods and not by oral methods , except that Fibertech may lise oral notice to obtain limited, 
one time usc of ePNl [or inbollnd ami outbound customer telephone contacts for the cluration of 
the call, regardless of whether Fibertech uses opt-out or opt-in approval based on the natun.: of 
the contact. When using the olle time oral notice, the Fibertech representative will clearly 
coml11unicatc the same informalioll that is provided in an Fibcrtech written notice; however, the 
FilJertech representative nceel not aelv ise customers that: (I) r;ibe rtech may share CPN I wit h t!lei I' 
affiliales or Ihird parties and need not name those ciititics if the limited CPNI usage will not 
result in usc by or disclosure to an affiliate or third pany; (2) certain steps arc nccessary to 
approval or restrict usc of CPNI as long as Ihe representativc makes it clear that thc customer can 
deny access for the call; and, (3) previous opt-out decisions require no furtht.:I' action to maintain 
the opt-out election . 

Notation will be made in the clistomcr records or anyone-lime oral notice to the customer and 
the custolller's acceptance or rejection of nne-time usc or erN!. 

E. SUbSCCjllcnt Notices 

Fibertech will honor its customers' CJ>NI elections unless and until u customer artirillatively 
changes his or her election. Following a ClistOllH:!r'S election to withhold approval or CPN I 
lIsage, Fibertech may !:>ubscC]uently attempt to sec lII'c the cllstomer's npprovnl to lise, disclose. or 
permit access to ePNI as freqUl~ntly as Fibertecli deems appropriate, however, Fibertecll will lIot 
force clistomers to opt-out repeatedly ill <Ill attempt to wear the cUSlOmer down <lnd obtain an 



inadvertent approval. Upon receipt of written request by the custo mer, Fi bcrtech will disclose 
ePNl to thc cuslomer. 

F. New Clistomcl's 

Fiberlech may request that conslImers alTirlllatively make a CP NI l! 1l!ClioJ1 when the customcr 
signs up for service. However, if Fibertech provides an opt -ou t notice hut docs not require the 
customer to specifically demonstra te his decision to opt-out, then Fibertech will abide by the 
thirty (30) clay wailing period. The customer's election will be separate and distinct from the 
eustomcr's decision to purchase ribertech'~; service. Fibcrtcch will not require custOJllcrs to 
asscnt to CPNl as a conditioJl or service. New customers will also he required to select a 
password for acccss ing CPN I. 

III) ADDITIONAL SAFEGUARDS 

\) Customer Status: ribcrtech has implemented a sy~lt:Jl\ where a cllstomer's 
CPNI approval stat LIS is clear ly illclicakd on lhe ClistoIlH.:r's records. 

2) Training: Fibertcch personnel will he trained as to when and how Cl'N I may be 
used. 

3) Disciplinary Action: Failure 10 abide by Ihe Fibe rtech' s ePNI policy will result 
in disciplinary action , inclucling possihlc termination , ill accordance with the 
company's then current em ployme nt polici(;s anc! procedures ill place. 

4) Marketing Campaigns: Fibntech and its ,i1Tiliates that utilize CP NI in 
marketing campaigns mu st crcat(; a record specifying when and how ePN I was 
used and to whom it was disclosed or to whom access was permilled. This record 
must include a description of the campaign, till! CPN I used, a III I the products and 
services orrerecl in the cilillpaign. Copi es of all I'cco rcls will be retained by Jami(; 
Hoare. The records will be mainltlincc\ for at least one year. 

5) Outh()und Mm'kcting: /\11 sales personnel mc required to obtain supervisory 
approval or any proposed outbound marketing request for customer approval. 

6) Carriu Authorization Rcquircmcnts: In order to prevent clala brokers or 
" pretcxters" I'r0111 illegull y collecting ('PN I illl'ofmalion, Fibertcch will not release 
call detail information to cusloillers dllring ctistolll(;r-initiall!c! telephonc contact 
except when the customcr provides a password. If a customer cioes not provi(k a 
password, Fiberlech will either se nd it 10 an address or record or call Ihe cuslomer 
at the telephonc or record. Fihertech also I'cquires mundatory password protection 
for online accoullt access. ril)L:rtech will provide CPNI to customers basl.:d on in
store contact with valid photo id l.: l1lil'icatioll. 

7) Reporting: Fibcrll~ c ll is awart.: 01' it s ohligatioll to report allY breach in erN! 
policy . Records pl.:rtaining to breaches will 11(; kl.:pt 1'01' al least two years. 


