
EX PAM! 00 LATE Ftlt:f' 

KHKELLER AND HECKMAN LLP 
Serving Business through Law attd Science~ 

1001 G Street, N.W. 
Suite 500 West 
Washington, D.C. 20001 
tel. 202.434.4100 
fax 202.434.4646 

November 1, 2012 

Via Electronic Filing 
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Washington, D.C. 20554 
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Dear Ms. Dortch: 

Rece\ved & \nspect.ed 

NOV -6 Z01Z 

FCCMaURoom 
Writer's Direct Access 
Jack Richards 
(202) 434-4210 
richards@khlaw. com 

On October 31,2012, James Crandall of the American Petroleum Institute ("API"), Greg 
Kunkle of Keller and Heckman LLP, and the undersigned on behalf of the Energy 
T elecornrnunications and Electrical Association ("ENTELEC") met with Commissioner Pai and 
his legal advisor for wireless issues, Courtney Reinhard, to discuss spectrum issues facing the oil 
and natural gas industry. 

We described the problems critical infrastructure industries face in their efforts to obtain 
access to spectrum, particularly for higher speed, point-to-multipoint applications. During the 
meeting, API's comments in the above-referenced proceedings regarding the use of the 2.5 GHz 
Educational Broadband Service ("'EBS") in the Gulf of Mexico were mentioned. 

The attached document was distributed and discussed during our meeting. 

Pursuant to Section 1.1206(b) of the Commission's Rules, 47 C.F.R. § 1.1206(b), a copy 
of this letter is being filed electronically for inclusion in the public record of this proceeding. 
Please contact me if you have any questions. 

Attachment 

cc: Commissioner Ajit Pai 
Courtney Reinhard 

Washington, D.C. 
lh1s document was delivered electromcally. 

Sincerely, 

~~ 
Brussels San Francisco Shar1gh_?L _ _ _ _ __ 

r·~o. uf Cnp:lils rec'd ___ O_-tL __ _ 
U:;! .C..BGDE 
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The Pressing Need (or Spectrum 
in the Energy Industry 

A shortage of radio spectrum is jeopardizing the energy industry's ability to continue 
developing energy resources safely and efficiently. Energy companies rely on a variety of 
communications systems authorized by the Federal Communications Commission to meet their 
private, internal communications requirements. These types of systems are used to serve a 
multitude ofvital communications functions, including voice and data applications, supervisory 
control and data acquisition ("SCADA") communications with remote facilities, the extension of 
circuits to areas unserved by commercial carriers, monitoring, security and emergency response. 
Without an influx of additional spectrum, the energy industry's ability to continue providing 
these critical functions is questionable. 

API. API is a national trade association representing more than 500 companies involved 
in all phases of the petroleum and natural gas industries, including exploration, production, 
refining, marketing and transportation of petroleum, petroleum products and natural gas. Among 
its many activities, API acts on behalf of its members before federal and state regulatory 
agencies. The API Telecommunications Subcommittee evaluates and develops responses to state 
and federal proposals affecting telecommunications facilities used in the oil and gas industries. 
API is supported and sustained by companies that make use of a wide variety ofwireline, 
wireless and satellite communications services on both a private and commercial basis. API 
member companies are authorized by the Commission to operate facilities in the Private Land 
Mobile Radio (''PLMR") service and Private Operational-Fixed Microwave Services ("POFS''), 
among other telecommunications systems. Spectrum is used for communications with remote oil 
and gas exploration and production sites for voice and data applications, communications with 
refineries, the extension of circuits to remote pipeline pump and compressor stations, and 
SCADA that remotely monitor and control oil and gas wells, pipeline operations and other 
facilities. 

ENTELEC. The mission of the Energy Telecommunications and Electrical Association 
(''ENTELEC") is to advance knowledge and ideas concerning the engineering, design, 
construction, maintenance, administration and operations of telecommunications, automation, 
electric power, information processing systems and other electrical and electronic facilities 
employed in the energy industries. Much ofthe association's focus is on communications and 
control technologies used by petroleum companies, natural gas pipelines and electric utilities. 
ENTELEC provides an educational platform for these industries, including technical 
presentations, equipment, exhibits and networking opportunities during the annual ENTELEC 
Conference & Expo and also advocates regulatory positions on their behalf (www.entelec.org). 
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The ENTELEC Regulatory Committee is a special committee ofENTELEC, established 
in 2011 to address regulatory requirements affecting the interests of the association's 
membership. Of particular concern to the Committee is the sufficiency of currently available 
radio spectrum resources to support the critical communications requirements of energy 
companies, including SCADA operations related to production fields, pipelines and other 
facilities in the oil and gas industry, as well as Smart Grid and other critical functions in the 
electric utility industry. 

Energy companies implementing advanced communications systems are increasingly 
dependent on automation to provide their services safely, reliably and efficiently. Broadband 
radio spectrum is a key component in the development of these systems, enabling the energy 
industry to use wireless communications technologies that are potentially more cost-effective, 
scalable, reliable and secure than commercially available services or other alternative 
communications technologies. 

Use of Spectrum by Oil and Gas Companies 

From production fields to refineries, terminals, platforms and other facilities, petroleum 
and natural gas companies are pressed for spectrum to satisfY the need for person-to-person and 
machine-to-machine communications and to ensure safe, reliable and efficient operations of 
critical infrastructure. 

For instance, approximately two-thirds of the energy supply in the United States is 
transported through pipelines. 1 There are roughly 170,000 miles ofliquid pipelines, 295,000 
miles of gas transmission pipelines and 1.9 million miles of gas distribution pipelines in the 
United States? Pipelines covering thousands of miles must have equipment to control 
commodity movement, including pumps and compressors to provide force and valves to control 
pressure or change flow direction.3 Pressure, flow, heat and equipment integrity are 
continuously monitored and remotely controlled by personnel in central control rooms often 
located a significant distance from the subject pipeline. The availability of wireless spectrum is 
vital to this task. 

In 2009, the Pipeline and Hazardous Materials Safety Administration ("PHMSA") issued 
a final rule amending the pipeline safety regulations governing control room management for 
pipelines where controllers use SCADA systems.4 The rule, as amended, mandated that by 
August I, 2011, operators develop control room alarm management procedures and that they 
implement those procedures by August 1, 2012.5 

1 74 Fed. Reg. 63311 (Dec. 3, 2009), amended by 76 Fed. Reg. 35130 (June 16, 2011). 
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The PHMSA's rules require companies operating Liquid Natural Gas ("LNG") facilities 
to have two reliable forms of communications that are not dependent upon each other at its 
facilities.6 In addition, the PHMSA requires each operator of a pipeline facility7 to have a 
communication system that provides for the transmission of information needed for the safe 
operation of its pipeline system.8 The communications system must, at a minimum, (1) monitor 
operational data, (2) receive notices from personnel, the public and public authorities of any 
abnormal/emergency conditions, (3) provide two-way vocal communications between a control 
center and the scene of any abnormal/emergency situation, and (4) communicate with fire, 
police, and other appropriate public officials during emergency conditions.9 

Additional requirements have been proposed. On January 3, 2012, President Obama 
signed into law H.R. 2845, The Pipeline Safety, Regulatory Certainty, and Job Creation Act of 
2011 ("Pipeline Safety Act"). 10 Section 4 of the Pipeline Safety Act requires that, within two 
years of enactment, the Department of Transportation pass regulations requiring oil and gas 
companies to implement automatic or remote-controlled shut-off valves or equivalent 
techno logy. 1 1 

Use of Spectrum by Electric Utilities 

Electric utilities, like the oil and gas companies, rely on spectrum to increase system 
automation, reliability, safety and efficiency. Electric utilities across the country are 
implementing Smart Grid and other advanced communications systems to become more efficient 
and responsive to consumers. At the same time, they are becoming progressively more 
dependent on automation to provide critical services. 

In support ofthe trend toward automation, the FCC dedicated an entire chapter of its 
National Broadband Plan to spectrum options in support of smart grid deployment. 12 The federal 
government as a whole has invested billions of dollars in private companies, utilities, 
manufacturers and cities to aid in Smart Grid deployment. 13 

6 See 49 C.F.R. § I 93.2519 (2010). This rule requires each LNG plant to have a primary communication system that 
provides verbal communication between plant personnel and plants with storage capacity in excess of70,000 
gallons to have a second communication system capable of providing verbal communications in the event of an 
emergency. 
7 A pipeline facility is any new or existing pipe, rights-of-way and any equipment, facility, or building used in the 
transportation of hazardous liquids or carbon dioxide. 49 C.F.R. § I 95.2 (201 0). 
8 49 C.F.R. § 195.408(a) (2010). 
9 49 C.F.R. § 195.408(b) (2010). 
10 Public Law No: I I 2-90. 
11 Pipeline Safety Act at §5. 
12 The National Broadband Plan is available at http://www.broadband.gov/plan/ (last visited, October 7, 201 I). 

13 See, Obama Announces New Recove1y Act Smart Gnd Funding- $3.4 Billion, available at 
http:/ I cleantechn i ca.com/2009/ I 0/2 7 I obama-ann ounces-new-recovery-act -smart-grid-funding-3 4-bi IIi on/ (last 
visited October 7, 201 I). 
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September 11th and Hurricane Katrina demonstrated all too clearly the critical need for 
energy industries to have access to reliable and secure communications over a hardened network 
during times of emergency to allow response activities essential to protecting safety and restoring 
service. To many energy companies, this type of reliability is dependent on sufficient spectrum 
resources to support it. 

Unfortunately, over time, the FCC has reallocated large amounts of bandwidth away from 
the critical infrastructure industry to other services. As a result of these actions, there currently is 
a shortage of channels available to satisfY many of the energy industry's critical needs. 14 

For example, the licensed portions of the 2 GHz band, once the mainstay oflong-haul 
Private Operational Fixed Microwave Services, is now allocated to Personal Communications 
Services (PCS), Advanced Wireless Services (A WS) and Mobile Satellite Services (MSS). 15 

Many former 2 GHz users tried to relocate to the 4 GHz and 6 GHz bands, the next-best options 
for long-haul links, but satellite earth stations, which are routinely coordinated and licensed for 
the entire band and satellite arc, block many coordination efforts in those bands. Fixed service 
coordination at 4 GHz has become all but impossible nationwide, due to the proliferation of 
registered receive-only satellite dishes. Uplink earth station congestion has made the lower 6 
GHz band largely unavailable in and near major population centers. Just as troubling, in 2001 
the FCC auctioned much ofthe multiple address service spectrum in the 928/952 and 932/941 
MHz bands. This spectrum was one ofthe few options for exclusive point-to-multipoint 
communications and heavily relied on by the energy industry. 

Energy companies must have sufficient bandwidth to meet their needs and allow these 
companies to avoid the interference and congestion problems they currently experience in 
sharing spectrum with incompatible radio operations. Energy companies need regulatory 
certainty, and access to dedicated spectrum exclusively for their use would provide the kind of 
regulatory certainty that would lay a solid foundation for the deployment of the Smart Grid and 
Digital Oil Fields. Dedicated spectrum would enable energy companies to deploy advanced 
communications systems enabling more automation and the provision oftheir services more 
safely, reliably, and efficiently 

14 See e.g., Comments of the Utilities Telecom Council, RM-11429 (June 26, 2008). "The smart grid necessitates 
even more reliance on internal communications and IT networks than utilities already have, especially for data 
transmission. Much ofthe communication will be wireless; however, the critical infrastructure industries currently 
have no RF spectrum access to accommodate these needs.'' 
15 See 47 C.F.R.§ 101.69 (preamble) (reallocation of 1850-1990, 2110-2150, 2160-2200 MHz to PCS, A WS, MSS) 
(2010). 
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Access to dedicated spectrum on a nationwide basis is the best way to ensure that the 
energy industry can remain competitive and deploy the next generation of technology, including 
Digital Oil Fields and Smart Grids. The FCC and other government agencies need to ensure that 
these critical applications are supported by sufficient spectrum resources. 

James Crandall 
American Petroleum Institute 
1220 L Street, NW 
Washington, DC 20005-4070 
(202) 682-8000 

* * * 
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Thomas Frobase, Chair 
Kori Ugalde, Co-Chair 
Regulatory Committee 
Energy Telecommunications and 
Electrical Association 
5005 W. Royal Lane, Suite 116 
Irving, TX 75063 
(888) 503-8700 

Jack Richards 
Gregory E. Kunkle 
Keller and Heckman LLP 
1001 G Street NW 
Suite 500 West 
Washington, D.C. 20001 
(202) 434-4100 

Their Attorneys 
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On October 31,2012, James Crandall of the American Petroleum Institute ("API"), Greg 
Kunkle of Keller and Heckman LLP, and the undersigned on behalf of the Energy 
Telecommunications and Electrical Association ("ENTELEC") met with Commissioner Pai and 
his legal advisor for wireless issues, Courtney Reinhard, to discuss spectrum issues facing the oil 
and natural gas industry. 

We described the problems critical infrastructure industries face in their efforts to obtain 
access to spectrum, particularly for higher speed, point-to-multipoint applications. During the . ' . . . 

Educ_ational Br()~~band Servic~ ("EBS") inthe Gulf of Mexico were mef}ti()ne_d. 

The attached document was distributed and discussed during our meeting. 

Pursuant to Section 1.1206(b) of the Commission's Rules, 4 7 C.F .R. § 1.1206(b ), a copy 
of this letter is being filed electronically for inclusion in the public record of this proceeding. 
Please contact me if you have any questions. 
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cc: Commissioner Ajit Pai 
Courtney Reinhard 

Washington, D.C. 
ThiS document was delivered electro meally. 
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fh:~ 
Brussels San Francisco Shan_gh_l!i ___________________ _ 
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The Pressing Need for Spectrum 
in the Energv Industry 

A shortage ofradio spectrum is jeopardizing the energy industry's ability to continue 
developing energy resources safely and efficiently. Energy companies rely on a variety of 
communications systems authorized by the Federal Communications Commission to meet their 
private, internal communications requirements. These types of systems are used to serve a 
multitude of vital communications functions, including voice and data applications, supervisory 
control and data acquisition ("SCADA") communications with remote facilities, the extension of 
circuits to areas unserved by commercial carriers, monitoring, security and emergency response. 
Without an influx of additional spectrum, the energy industry's ability to continue providing 
these critical functions is questionable. 

API. API is a national trade association representing more than 500 companies involved 
in all phases ofthe petroleum and natural gas industries, including exploration, production, 
refining, marketing and transportation ofpetroleum, petroleum products and natural gas. Among 
its many activities, API acts on behalf of its members before federal and state regulatory 
agencies. The API Telecommunications Subcommittee evaluates and develops responses to state 
and federal proposals affecting telecommunications facilities used in the oil and gas industries. 
API is supported and sustained by companies that make use of a wide variety ofwireline, 
wireless and satellite communications services on both a nrivate and commercial basis API 

member companies are authorized by the Commission to operate facilities in the Private Land 
Moblle RadiO (""PLIVIR") service and -Private -Operafloriai-Fixed MI-crowave SerVICeS ("POFS"), 
among other telecommunications systems. Spectrum is used for communications with remote oil 
and gas exploration and production sites for voice and data applications, communications with 
refineries, the extension of circuits to remote pipeline pump and compressor stations, and 
SCADA that remotely monitor and control oil and gas wells, pipeline operations and other 
facilities. 

ENTELEC. The mission ofthe Energy Telecommunications and Electrical Association 
("'ENTELEC'') is to advance knowledge and ideas concerning the engineering, design, 
construction, maintenance, administration and operations oftelecommunications, automation, 
electric power, information processing systems and other electrical and electronic facilities 
employed in the energy industries. Much ofthe association's focus is on communications and 
control technologies used by petroleum companies, natural gas pipelines and electric utilities. 
ENTELEC provides an educational platform for these industries, including technical 
presentations, equipment, exhibits and networking opportunities during the annual ENTELEC 
Conference & Expo and also advocates regulatory positions on their behalf(www.entelec.org). 
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The ENTELEC Regulatory Committee is a special committee ofENTELEC, established 
in 2011 to address regulatory requirements affecting the interests of the association's 
membership. Of particular concern to the Committee is the sufficiency of currently available 
radio spectrum resources to support the critical communications requirements of energy 
companies, including SCADA operations related to production fields, pipelines and other 
facilities in the oil and gas industry, as well as Smart Grid and other critical functions in the 
electric utility industry. 

Energy companies implementing advanced communications systems are increasingly 
dependent on automation to provide their services safely, reliably and efficiently. Broadband 
radio spectrum is a key component in the development of these systems, enabling the energy 
industry to use wireless communications technologies that are potentially more cost-effective, 
scalable, reliable and secure than commercially available services or other alternative 
communications techno logics. 

Use of Spectrum by Oil and Gas Companies 

From production fields to refineries, terminals, platforms and other facilities, petroleum 
and natural gas companies are pressed for spectrum to satisfY the need for person-to-person and 
machine-to-machine communications and to ensure safe, reliable and efficient operations of 
critical infrastructure. 

For instance, approximately two-thirds of the energy supply in the United States is 
transported through pipelines. 1 There are roughly 170,000 miles of liquid pipelines, 295,000 
miles of gas transmission pipelines and 1.9 million miles of gas distribution pipelines in the 
United States.2 Pipelines covering thousands of miles must have equipment to control 
commodity movement, including pumps and compressors to provide force and valves to control 

located a significant distance from the subject pipeline. The availability of wireless spectrum is 
vital to this task. 

In 2009, the Pipeline and Hazardous Materials Safety Administration ("PHMSA") issued 
a final rule amending the pipeline safety regulations governing control room management for 
pipelines where controllers use SCADA systems.'1 The rule, as amended, mandated that by 
August I, 2011, operators develop control room alarm management procedures and that they 
implement those procedures by August 1, 2012.5 

1 74 Fed. Reg. 63311 (Dec. 3, 2009), amended by 76 Fed. Reg. 35130 (June 16, 2011). 

2 /d. 

1 !d. 

-1 !d. 

5 /d. 

2 



Received & 1ne13eeted 

NOV .. 0 Z01t 

FCC Mall Room 

The PHMSA's rules require companies operating Liquid Natural Gas ("LNG") facilities 
to have two reliable forms of communications that are not dependent upon each other at its 
facilities. 6 In addition, the PHMSA requires each operator of a pipeline facility7 to have a 
communication system that provides for the transmission of information needed for the safe 
operation of its pipeline system.8 The communications system must, at a minimum, (1) monitor 
operational data, (2) receive notices from personnel, the public and public authorities of any 
abnormal/emergency conditions, (3) provide two-way vocal communications between a control 
center and the scene of any abnormal/emergency situation, and (4) communicate with fire, 
police, and other appropriate public officials during emergency conditions.9 

Additional requirements have been proposed. On January 3, 2012, President Obama 
signed into law H.R. 2845, The Pipeline Safety, Regulatory Certainty, and Job Creation Act of 
2011 ("Pipeline Safety Act"). 10 Section 4 of the Pipeline Safety Act requires that, within two 
years of enactment, the Department of Transportation pass regulations requiring oil and gas 
companies to implement automatic or remote-controlled shut-off valves or equivalent 
technology. 11 

Use of Spectrum by Electric Utilities 

Electric utilities, like the oil and gas companies, rely on spectrum to increase system 
automation, reliability, safety and efficiency. Electric utilities across the country are 
implementing Smart Grid and other advanced communications systems to become more efficient 
and responsive to consumers. At the same time, they are becoming progressively more 
dependent on automation to provide critical services. 

In support of the trend toward automation, the FCC dedicated an entire chapter of its 
National Broadband Plan to spectrum options in support of smart grid deployment. 12 The federal 

6 See 49 C.F.R. § 193.2519 (2010). This rule requires each LNG plant to have a primary communication system that 
provides verbal communication between plant personnel and plants with storage capacity in excess of 70,000 
gallons to have a second communication system capable of providing verbal communications in the event of an 
emergency. 
7 A pipeline facility is any new or existing pipe, rights-of-way and any equipment, facility, or building used in the 
transportation of hazardous liquids or carbon dioxide. 49 C.F.R. § 195.2 (201 0). 
8 49 C.F.R. § 195.408( a) (20 I 0). 
9 49 C.F.R. § 195.408(b) (2010). 
10 Public Law No: 112-90. 
11 Pipeline Safety Act at §5. 

Jc The National Broadband Plan is available at http://www.broadband.gov/plan/ (last visited, October 7, 2011 ). 

13 See, Obama Announces ,Ve11· Recovery .let Smart Grid Funding- SJ . .f Billion, available at 
http:/ /cleantechnica.com/2009/ I 0/27 /obama-announces-new-recovery-act-smart-grid-funding-34-bi II ion/ (last 
visited October 7, 20 II). 
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Spectrum Shortage 

September 11th and Hurricane Katrina demonstrated all too clearly the critical need for 
energy industries to have access to reliable and secure communications over a hardened network 
during times of emergency to allow response activities essential to protecting safety and restoring 
service. To many energy companies, this type of reliability is dependent on sufficient spectrum 
resources to support it. 

Unfortunately, over time, the FCC has reallocated large amounts of bandwidth away from 
the critical infrastructure industry to other services. As a result ofthese actions, there currently is 
a shortage of channels available to satisfy many of the energy industry's critical needs. 14 

For example, the licensed portions ofthe 2 GHz band, once the mainstay of long-haul 
Private Operational Fixed Microwave Services, is now allocated to Personal Communications 
Services (PCS), Advanced Wireless Services (A WS) and Mobile Satellite Services (MSS). 15 

Many former 2 GHz users tried to relocate to the 4 GHz and 6 GHz bands, the next-best options 
for long-haul links, but satellite earth stations, which are routinely coordinated and licensed for 
the entire band and satellite arc, block many coordination efforts in those bands. Fixed service 
coordination at 4 GHz has become all but impossible nationwide, due to the proliferation of 
registered receive-only satellite dishes. Uplink earth station congestion has made the lower 6 
GHz band largely unavailable in and near major population centers. Just as troubling, in 2001 
the FCC auctioned much ofthe multiple address service spectrum in the 928/952 and 932/941 
MHz bands. This spectrum was one of the few options for exclusive point-to-multipoint 
communications and heavily relied on by the energy industry. 

Energy companies must have sufficient bandwidth to meet their needs and allow these 
companies to avoid the interference and congestion problems they currently experience in 
snarmg spectrum Wnn mcumpattore ramo operaumis. c:rrergy corrrparrres neei:i regmatUiy 
""'rt<>i.nhi <>ncL<>cr"'"" tn cletlir<>t<>a<en<>l'frum """hJ.ci.liPW £fir their u~:P. UJL>uld nrnlli.cle thP. 1: ind.rrf 

regulatory certainty that would lay a solid foundation for the deployment of the Smart Grid and 
Digital Oil Fields. Dedicated spectrum would enable energy companies to deploy advanced 
communications systems enabling more automation and the provision of their services more 
safely, reliably, and efficiently 

14 See e.g.. Comments of the Utilities Telecom Council. RM-11429 (June 26, 2008). "The smart grid necessitates 
even more reliance on internal communications and IT networks than utilities already have, especially for data 
transmission. Much of the communication will be wireless: however, the critical inrrastructure industries currently 
have no RF spectrum access to accommodate these needs." 
15 See 47 C.F.R.§ 101.69 (preamble) (reallocation of 1850~1990. 2110~2150, 2160~2200 MHz to PCS. A WS, MSS) 
(2010). 
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Access to dedicated spectrum on a nationwide basis is the best way to ensure that the 
energy industry can remain competitive and deploy the next generation of technology, including 
Digital Oil Fields and Smart Grids. The FCC and other government agencies need to ensure that 
these critical applications are supported by sufficient spectrum resources. 

James Crandall 
American Petroleum Institute 
1220 L Street, NW 
Washington, DC 20005-4070 
(202) 682-8000 
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