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Leon Uutl 

I, I eoo Gul certify that I am an officer of Troot net. Inc 
----::---,-,--,--•(tho rompany named above, herein referred to as "the 
company"). a'ld acting -.~ an agent of the company, that! hove personal 
knOwledge that the company has established oper.J~ng prooodures that are 
adequate to ensure compliance with the Comm•ss10n's CPNI rules. See 47 
C F R S 64.2001 et seq .. wllich is a subpart to mplement section 222 of the 
Conununications Act of 193.4 as amended. 47 U.S.C. 222. 

Attached to tflis certificatlon Is an aooompanying statement expta1n1ng how the 
CC>liiP<1ny's procedures enst•re lhattl1e company is in compliance wtth the 
requirements set forth In section 64.2001 et seq. of the Commission's rules. See 
auached accompany ng statement for details. 

The company has not had to taken any actions in :he form of proceed1ngs 
o'IStiluled oc petolions filod by a company at either state corn'Tli$S10n•. the court 
system, or at the ComrmsSion against data brokers agamst on the past year 

Tho company understands that 11 must report on any nformatoon that ~ has w1th 
respect to the processes protoxtors aro using to aliempt lo aocess CPNI. and 
what steps the company IS taking to protect CPNI. 

Note. the company recognizes •pretexting' as "the process In which personal 
Information is obtained by fraudulent means including Identity theft. selling 
personal data for profit, or using some other method for snooping for 
information whose release was not authorized by the owner of the 
infonnation. See attaehed aec:ompanying statQment for details on how the 
applicant guards CPNI data against prctexting. 

[signature) 



The company l'as nnt rece1ved any customer ccmplai• •ls in the pas1 
year concerning the unaulilorited release or CPNI and the company hns 
received !! number of customer complarnls received related to unauthonzed 
access to CPNI, or unauthonzed disdosure of CPNI. brokon down by category or 
complaint as follows: 
(I) Instances of imprope1 awessiJy omployees: Q complajnts 
(?). Instances of improper disclosure to Individuals not authorized to 

roccive the rnformabon: 0 Complain!§ 
(3). lnst.mcos of improper access to onl.ne inlonr~tKlfl by indiVIduals 

not avthonzod to view the information). 0 Complaints 

If ll was affirmative, above. the company would have provided summary of all 
custorll$r complaints received in the past year concerning tne unauthof'2ed 
release of CPNI 

The company rs aware of "lmplemenlntion of the Telecommunications Act o r 
1996 Telor,ommun:cations Carriers' Use of Customor Proprietary Network 
lnfolmabon and Othef Customer lnformabOn: IP-Enabled Services. CC Docket 
No 96-115: we Docket No 04-36. Report and Order and Further NOiice of 
Proposed Rutemaking. 22 I' CC Red 6927 (7007)("EPIC CPNt Ordel"). See 4 7 
U.S.C. S: 222". 

The company understands " 47 C.F.R. S: 64.2009(e)ln that it sl3tcs 
(1) "A tetecommunicatoos earner must have an olfoccr. as an agent of the 

C3lTICr. sign and file w1th the Comm1ssion a compliance certrficate on an 
annual basts. 

(2) T~at the officer must state in the cer~fication that he or she haS personal 
knowlodgo that the company has established operall'IQ procooures that 
are adequate to ensure compliance wrlh the rules '" lh1s subpart. 

(3). Thai the carrier must provide a stateuoent uccompanying the certification 
exp~ain;ng how its operating procedures ens •. ue that it is or is not in 
compliance with the rules in this subpart 

(4 ). Thai the carrier must include an explanation o f nny actions taken aga1nst 
data l)rok~IS and o st1mrnary of all customer complaints recaivcd in the 
past year concerniny the unauthnrl7ed release or CPNI. 

(!>). Thallhos r.flng must be made annually wrll11he Enforcement Bureau on or 
before Mnrch 1 in EB Docket No. 06-36. for datl pertaining to the previous 
catendar year." 

Sognro L ~-na d// (signature) 



Attached Accompanying Statement 

Tho IOIIo>hing are tho measures put in place by the earner (hereon telened to as 
"the company") to prolcct CPNt I rom pretexting. The company underslands that 
the tnree common lypes or "ptctoxting" are identity thAI!. selling personal dafa 
for pfofit without authortzatlon by the owner or using some othAr method 
for snooping for information whose release was not authori~etJ by the 
ow nor of the infom1at1on. 

I. Pretext•ng v1a identify theft 
(A) Identify theft v1a theft of physical hardwaro contnin•no CPN 1 Data 

Guarding Measures: 
The oompany utilizes physical security sudl as loc<s and sew11y 
surveoQance Ia pooled physiCal hordwaro and lillllts physical access 
to authonzed personnel. Also, cel1ain oooldble hardware such as 
laptops have S(.'OJrily features that p·ovide addtttonat securily. 

(B). ldenltly th$ft via hacking/vu1ual inlru&ion Qf ~ystems that carry CPNI 
Guarllinq Mea!!Jres: 
The company uhlizos security software to detecl and preve11t 
unauthor11ad access via hacking and other vtrtual methods. 

II Pretexttng via some other method fo r s1ooping for tnformat on whose 
release was not authonzed by the owner 
(A). Snoop,ng via sooal en9tneering/ tmpe-sonationlfatse identification 

Guarding Measure~· 
The oompanys customer service personnol (tho rndividua/s most 
likely to be tile t&rgets of social engrneering) have specifc policies 
that they must follow to identify that they are in contact wtth the 
owner ol the CPNI data pnor to discussing or reveahng CPNI. 

(B). Snooping by personnel not authonzed to ~ccass data 
Guarding Measures· 
The compa11y I rnits IJCCC,-.s o f CPNI to authorized personnel only. 

Ill Pretel<11ng oy selhng CPNI lor profrt Without a~>thor~lion by the owner 
(A} Selling CPNI data by the company w th (l(her companoes 

Guardmg Moasures 
Tne company does not share CPNI data with other axnpanies for 
marketing and profit purposes. 

(B). Shanng CPNI data l()r profiVmarketin~ purposes by the company 
with sister companies. subsidia1ies, pnrcnl oomponics or joint 
venture entities 
Guarding Measurtl!.: 
See IJaQtt 4 to 8 for dnta.ts (items 1 to 18 ). 

;ti.J:. tnt 



Attached Accompanying Stat~mP.nt 

The following items (1) to (18) are how the company guards CPN t against 
pretexting in the form o f selling CPNI for profit or marketing purposes by the 
company to its sister companies. subsidiaries, parent companies or joint venture 
entities but wiU,out authorization by the owner. tn the r,-vent that the company 
was to sell or share CPNI with its a ffiliated entities for ma• ket•ng or pront 
purposes, H would strictly abide by the following pohc•es m comphance with FCC 
rules as outlined in ~2 of the Communications Act of 1934 as amended. 
47lJ.S.C. 22? i47 C FR. S : 64.2001 to 64.2011 et seq.). 

I~ ow The Company Complies with 47 C.F.R. S: 64.2001-64.2011 et seq. 
( 1 ). The company d0€s not enable use, disclosure or permit access to 

CPNI for arty 11Wf'k(:o)ling purp(J .. ~e~; to any persons, entities parti-.::s 
outside of the company •Nithout the &pecitic consent of the cuslorner that 
owns the CPNI data. 

(2). It the company wishes lo share CPNI with any subsidiaries or 
parent companies of the company and the customer only subscl'ibes lo 
only 1 category of service offered by the company, the company 
will secure the cooser>l of the customer prior to sharing that CPNI data 
with subSidiaries or parent companies of the company. 

(3). In most cases. the company will go a step aoove and try to secure the 
con.sent or the customer to share CPNI data with subsidiaries and parent 
companies of the company, regal'dless or whether customer subscribes to 
1 or more than 1 type o f service offered by the company. 

(4). The company will not utilize, disclose or permit access to CPNI 
dala lo ideutiry or track c;ustomers lhat eall compe ting scrvico providers. 

(5). If the company requires customer consent for utilizing. disclosing or 
permitting ncc:e"' to CPNI data, the company will obtain consent through 
vmtten, oral or electronic methods. 

(6). Th<l company understands that carriers that rely on oral approval 
shall beaf the burden of proving lhBl sueh approval hns been given in 
compliance v11lh the Commission's rules. 

(7). The company has a policy in which any customer approvals obtained for 
the use, disclosing or utilization of CPNI data w!ll remain In effect until the 
customer revokes or lirnils such approwll or d ~sapproval. 

~Int. 



Att:.ached Accompanying Statement 

(8) For all Opt-Out and Opt-In Approval Processes ut hud by the 
Company m whrch the <iPNI data is used for marketing communications 
related services tu that ~-ustorner, tho company will make that customer's 
data individually rdenltfiable to the cvstomer and st~tt> the ~peciflc 
marketing purpose thai CPNI would be utilized. 

(0). Prior I•> any solicitation of the customer for approval, L~e 
company provrdos noltfica•iM to the costome· or the customer's rights to 
restrict to use of, drsclosure o;, and access to Ural customo"s CPNI 

(10) The cornp.,ny m.1intnins recocds of notifica~on. whether ornt. WTitten or 
electronic, for at least one year. The cocnr><>ry P<OV•dcs individual notices 
ro custome-s Vihen solretbng approval to use. disclose or permrl access to 
customer's CPNI. 

( 11 ). In cc;ses where tho company roquests CPNI release requests from 
the customer. the comp~ny rnctudes the following in 1ts "Consent 
of Notice" 
I. Sufficient information to enable the customer to make an 

rnformed decisron as to whether to permit tho company to use, 
disclose or permit access to, !he customer's CPNI 

II Statement decla•rng that the custo11erhas a rght. and that the 
company has the duty. under federal taw. to protect the 
confident1alrty of CPNI 

Ill. Specific statement on that the types of informallon that 
r,onstituta CPNI (as defined in 64.2001 ) AM the specific 
entities that will receive the CPNI, describing the purposes for 
which CPNI w ill be used, and inform the customer of h1s or her right 
to disapprove those uses, and deny or withdraw access to CPNI at 
anytirne. 

IV. State.ment &dv•s•nq the customer of the preese steps the 
customer must take in order to gra~t or deny access to CPNI. and 
dear statement that a den <>I of approvdl v11ll not affect the pi'O'Iision 
of any serv ees to whiCh the customer subscnbes. l he company 
also provides a brief statement. in clear and neutral language. 
describing consequences directly resv~ '"9 from the tack of access 
to CPNI. Tha c<>mpany's notlficot'on will be comprehensible and not 
be m1stead1ng. 



Attached Accompanying Statement 

{11 ). "Consent of No ace" (continued from page 4 ... ) 
V. In cases where the company utilizes written notification. 

lh<> no tice will he t;ltj(<r, logibl<·>, ~ulficienUy largtj type and be pi,J<;ed 
1n an area so as to be readily apparent to a customer. 

VI. In the event that U1e notification is to be translated Into another 
language. then ;til r ortions of thP. c-..ompany's notifir.ation will be 
lranslat~d into that language. 

VIII. The company will not include in the noiification any statement 
a ttempting to encourage a customer to freeze third· party access to 
CPNI. 

IX. The notification Will state that any approval, or den1al of approval for 
the use of CPNI outside of the service to which the customer 
already subscribes from the company is valid until lhe customt:!r 
affirmatively revokes or limits such approval or denial. 

X. The company's solicitallon for approval will state tile custome( s 
CPNI rights (definec:i in 47 C .F.R. 5: 6 4.2001 to 64.2011 ct seq.). 

(12). All of the company's notices specific to Opt-Out option will be provided 
via electronic or written notification The company will not utilize purely 
oral notification. 

(13). Tt1e company must wait a minimum of 30 days after giving customer 
nctice and an opportunity to opt-out before assuming customer approval 
to use, disclose, or permit access to CPNI. The company may, in its 
discretion. providf:l for a longer pBriod for notification and opportunily rof 
opt-out option. The comoany does notrfv customers as to the applicable 
wailing period for responso bt!fore :~pprova! is assumed. The company 
also a~:ndes by the following as far as minimum wailing period 
I. In cases where the company utilizes electronic notification. the 

Company's waiting period begins to run from the date that the 
no lineation was mai!t')d. 

II . In the case ol notificauon by mail. the \>,•atting period shall begin to 
run on the third day following the date that the notification was 
mailed. 

(14) The company's op t-out mechanism wilt prov•de no~ces to the customer 
every two years. 

~Int. 



Attached Accompanying Statement 

(15) The company's e-mail based opt-out notices will comply with the following 
requirements in addition to the re{Julrements generally applicable to 
r1otific;alion: 
I. The company will obtain express. verifiable. pnor approval frorn 

the customer to send notices via e-mail regarding their service rn 
general. or CPNI in particular. 

II. Th~ comptlny will allow• ce •~tomors to fGply difcctly toe-mails 
Co:>taining CPNI notices i11 order to opt out. 

Ill. Opt-oul e-mail notices returned to the company as undeliverable 
must be sent to the customer in another form before the companl' 
may conside1 lh~ cuslomer lo have received notice. 

IV. Carriers that vse e-ma1lto sen<! CPNI notices must ensure that the 
subject line of the message clearly and accumtely identifies the 
subject matter of the e-mail 

If. Telecommumcations carrrers must make avarlable to every 
customer a method to opt-out that is of no additional cost to the 
customer and that is available 24 hours a day, seven days a week. 
Carriers may satisfy this requirement through a combination of 
methods, so long as all customers have the ability to opt-out at no 
cost and are able to effectuate that cho1ce whenever they choose. 

16. In terms of the company's Opt-In method, the company will provide 
notification to obtain opt·rn approval through oral, wntten or electronic 
methods, with all such methods complying with applicable items listed 
prior in lhis oltachmenL 

17. In One-Time Use of CPNt, the customer recognizes that it may use 
oral notices to obtain limited. one-time use of CPNI for inbound and 
oulbouud customer telephone conttlcls for the dur<1tion of the call, 
regardless of whether the company use opt~out or opt-in approval 
based 0;"1 the nature of the contact. However, the oompany wlfl not 
utilize oral t.'OI1S(:mt and a!; ~;uch, will utilize either written Of electronic 
notification and consent methods. 



Attached Accompanying Statement 

18. The co:npany VIlli ensure that all nobficabons w oll comply w th tho 
requirements listed above but recognizes that under F-CC CPNI rules 
en• bla thP. r.ompany to omil any of the following notice provisions if not 
relevant to the linoita<J usa for which I he company seeKs CPNI: 

I. Under lhe applicable FCC CPNi o ultJ~ . Tho <JOrnpany recognizes 
that it w II not need to advose customers thsl if they opted out 
proviou,!ly, no ac~on is needed to maintaon the optoQvt elecbon. 

II. The company also recogrnzes that 1 need not advise cuslomers 
that they may share CPI\1 wtlh tile altlltales or third parties and 
need not name those e~tilies, of lhe torroted CPNI usage Will not 
result in uso by, or do<;Ciosure to. an affilioto or third party; 

IlL The company recognizes that ot need not tl•sclosc Uoo means by 
which a customer can deny or withdraw future aocess to CPNI. 
t;o long <•s the company explains to customers thai the scope o f 
the sppo·oval ltoe carrier seeks lsllmilod 10 onc-llme use. 

IV The co..,pany recognizes that ot may omit disclosure of the 
precise steps a customer must take in order to grant or deny 
access to CPNI, as lo'1Q as the company cloarty communicates 
that the wstorne• can deny access to hos CPNI for tne call. 

... ra In! 


