Annusl 47 C.F.R. S: 64 20091(c) CPN] Certification

ER Docket (bo-36-
Arinuatl 61.2009{c) CPNI Centitication fie: 2013 covering the prior calemdur vear 2012
). Dnats filed; 011872013
2. Name of company coverad by this comtificatione  Custom Tel LLC
1. Farm 499 Filer 1 _ 826680
1. Name of sigaatory: anied Colamey
5. ke of signatory: _ Presidemt
6. Uentification:

[ Daniel 1. Cobomey__, certify that | am an officer of Cosiom Vel LEC , being its Prosidens,
{the company named above, herem refemed 10 as “the company™h and scting as an ngent of the
company. thal | have personzl knowledge that the company has established aperating procedures tha
arc adeguste to eusure comghivnce with the Commission’s CPNEF rules. See 47 CER S: 64 .20M «
sey., which is & subpart to implemenst section 222 of the Commumicstions Act of 1934 as amemided,
47 LLS.C. 122,

Attached 1w this certification is an aceompanying stateneent explaming how |he company s
procedures ensure that the company is in complisnce with the requirements sct funb in secrion
#4201 €t sey, of the Commission's neles. See attached accompanying statemnend for details.

The vompany has met taken any actions {ic. procecdings nstiuted or petitions filed by 2
company al cither stale commissivas, the count system, or al the Cammission opnenst datn brokers)
dpeainsl data beokers in the past year,

lhe company has reccived no custommer complaimts = (e past year cuncoming the
unauthorized release of UPNI,

The company repressnls and warrants thal the above certification s consistent with 47 CF R §
117 which noguines truthfol and avcerse stdements o Ihe Comamission. The company sk
achnowledpes that false statements and misrepresentations W the Commission are punshable under
Title 18 of the U_S. Code and may susbject it to enforcemem action.

L

Attachments: Accompanying Statement explaining CHS | proccdures
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Tlse company has not reccived aoy vislomer complamts in U past year conceming the
unamthorized relense of CPNT and the company has reccived O pumber of cassomer
complaints reccived eclated 10 unaothorired access o CPNL bul onc {1) incidem of
unautherized disclosare of CPNL broken down by cascpory or complaint as fflows:

(1 Instances of improper access by employees: B complaints

(2), Imstanecs of improper disclosire o individusls ool aothorized 10 foccwve the
infarmation: 0 Complaints

(1. Instances of moproper access to online infornnatacs by inclividizals mot authori ed
e view the information: 0 Complarnis

If it was affimative, above, the company woull have provided sumomey of all custumer
crmplaints recedved in the past year concening the unsulborized release of CPNI

The company s aware of “Implememtation of the Telecommunications Act of 1906;
Teleoommunications Camers” Use of Costomer Propeictary Network, Inlormation aal €ther
Customer Informatioa: IP-Crabled Services, CC Dacket Mo 96. 1| 52 WO Ducket N, (4.36,
Report and Onder and Further Notice of Proposed Rubemaking, 22 FOC Rod 6927
{2007 ¢EPKC CPNI Qrder™). See 47 US.C, S 2227

{lhn “A refecommunications carrier must have an officer, as an apent of the camicr. sign
and file wilh the Commissiom a compliance certificace oen s ansual basis,

(20 Tha the offscer must state in the cerification thal he or she bhas personal
knpwlodge thal the company has eslablished operating procedures tha ane
adeguare 1o ensure conplinnce with e rules in this subpant.

(3 That the carrier must provide 3 satement scoompumying the cemilication
explaining how i1s operaling procedures ensure that it i or is aod i compliance
with the rubes in this subpan,

(4). I'hat the carmier must include an explmation ol any acmons taken against dam
brokers and a summary of &l customer complainls received in the past year
concerning the unaaibironsd redesse of CPNI,

13 Thar this filtng must be made aniaally with the Enforeensnl Hurceu on or hefiore

March | in EB Docket No, (6-36, for dats penaiming to the previous cakendar
yoar,"
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Attached Accompanying Statement

Ihe follewinp are the measures pul i place by the carreer (herein relerred e 25 “the
i comipany™) o prodect CPNE from pretexting, The company understands that the theee
i courienon Gypes of “pretexting” are sdentity thefl, selling personal data for profit witkoat
nuthorinstion by the owner or ssing sume otler necthod for seooping for isfarmation
whose releuse was ot authorioed by the owoer of the informarion.

[ Fretexting wia sdenify thedt
(AL Igentify thett via thefi of physical hasdware conaining CPN] Dura
Guarding Messpres:
The company utilices physical secwrity swch as bocks and security
surveillamee to protect physical hardware aod Bmits physicsl access 1o
autherized perssnnel. Alss, certain portable bardware such as lapiops
have security featwres that provide additional secerity,

{I£). bdentify thel vin hacking/virtual intrusion of systems that curry CPNIE
The company wtilizes scewrity software fo detort and  prevest
umauthorized sceess via hacking wnd ather virmal methods.

1. IPrefestmg via some other method for snooping for information whose release was
ot autBborossd by the awher,
{A) Snooping via social engieering’ impeesorsstion’ false idendificatinn
ke company’s customer service personne (Ibe individeals mast ikety
ta be the targets of social cngisecring) have specilic policies that they
st follow to identily that they are in contact with ihe ewner of the
CP'NI data prier to discussing or revealing CPNIL

(B Snooping by personnel not authonzed o access taa

Guarding Measures:
The company limits access of CPMNL o astborioed persennd only,

. Presexting by seflmp CTNI for profit without awthsaruation by the owner
(AL Selling CPNI data by the company with ofiver companies
Guarding Measures:
The company docs wd share CPNT duta with ather companies for
marketing and profit parposcs.

(1:1 8 Sharimg CPNI data for profitmarketing pusposes by the company with
sisler companics, subsidiaricos. parem compunics or punl ventire entiries.

Guarding Veasures:
Soe page 410 7 [or details {items 1o 18]
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The fallowing items {1} ta (18) are how the company goards CPNI against pre-testing in the foem
of sefling CPNI for profit or marketing pusposes by the compumy I its sister companics,
subsidiaries. parcnl coimpanics or joiol venture entitics bt withow authorization w the aaner, In
the ¢vent fhat the company was to scll or share CPNI with ils alTiated couses for marketing oc
pralit PUIROSES, il wnuld strictly abide h} !Iu. [nlhmng policies in complinnee with FOC rules =
oartlined in s 22 of the C s o coded, 47 US.C. 222 (4TC.FR,
S A4 2001 1o 200D el seqg.).

How the company complics with 47 C.F.R. S: 642001 — 64,2011 et seq,

{1} The compamy does not enable use, disclosune or permin access wr CPNE foe asy msarketing
parpuses L any persons, entitics partecs outside of the company without the specific
eivser of the cistomer thal swns the PN data

(2% I the company wishes Lo share CPNI waith amy subsidiarees or poreit companivs ol the
company and the customer only subscribes o only | calepory of service offered by the
campany, the company will sesure the consent of the cantomer pror 1o sharing dliat U1PNI
s with subsidiarss or parent coimpunivs of the company.

10 I it cases, the company will go o step above and Iy 1o secare the consent of 1he
customer ® share CPN1 data with subsidianies and pareol compunies of the compny,
regardiess of whether customer suhseribes 10 | ar mere than 1 1vpe of service olfored by
the company.

(4),  The company will mot utilize, disclose or permit access to CPMI data w0 ibentify or eack
customers that il competing service providers,

(3).  If the company reyeires cusiomer consent for wilizing, disclusiog or permitling access 1
I data, the compaty will abgain consent throush writen, veal or clecrronic methoads

185 The company understands that carricrs that rely on oral approval shall beas the buriden of
prowing that such approval has been given i comgdiance welh the Commission s milus,

(7 The company has a palicy in which any customer apprnals obtiimed for the wse,
dizclosing or uadlization of CINI data will remain an effecy until the custamer revokies or
limits siach approval or disapprowal,

1) Tor all Op-Out and Ope-In Approval Processes ulilicsd by the Conpany in which the
CPNL datin is used for marketing communications redated services Lo thad customes, the
company will make that customer’s daty individuatly ®lemifinble f» the costomer and stale
the specitic marketing purpose thil CPNI would be utibizul
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Attached Accompunying Statement (cont.)

Prior to any solicitation of the customer for approval, the company peovides wotification 1w
the customur of Lhe customer's righls W restrict o use of, disclosure of, and access 1o that
customter's CPNL

The company maintains secords of natification, whether oral, writlen o cloctronic, lor at
lenst ome vear. The company provides imdividizal matices 1o customers when spliciling
approval 10 use, disciose or permil access 1 customer’s CPNI

In cases where the company reguests CPNI nodease requess from the customer, thy
company mitudes the fallowing in its “Conscet of Notice™

IV,

Y.

VL

Vil

Saifficsent information to cnnble the customer ke muke an informed decision as o
whether 1 permit the company 10 use. disclose or pemmil access ke, Lhe customer's
CPNL

Statement declarng that the customer bas a mglt, and thal the company has the
dury, under fed eral law, 10 peoteet the confidentintity ol CENIL

Specific statersent an that the rypes of informatson that constitste CPNI |
defined in 64.2001 ) and the specilic etitics that will recvive twe CPNI, duscribing
the purpases for which CPNT will be used. and ioform the ¢ustomer of his or her
right to disppprove thuse ives. and deny or withdraw pocess 10 CPNI af anylime,

Statemnent advising the custemer ol Lhe precise steps the customer mnst take in
order to grant or deny scoess 10 CPNL and clear statement thet a deninl of approval
will net &flect the provisien of any scrvices o which the customes subseribes. The
company also provides a beief stagoment, in clear anid noutml language, describing
consequences directly resulting from the fack of access 1o UPNL Lhe company’s
natification will e comprehensible and nol he misleading.

In cases where Ihe company ulilizes writlen notification, the notice will he cloae.
legible, sulficiently larpe type and be placed in an arca so & o be resdily apparent
19 @ Customer,

In the evenl thut the netilication is ki be trmslatexd @lo ancther langunge. then all
partioas of the company s noti ication will be trassksted indo that bmguage.

Ihe company will not inclede in the actificstsan any statemenl altenapting
encournge a custamer to freere thind-party access o UPNL
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Attached Accompanving Statement {cont.)

(11} “Consent of Notice™ (camtinmed from page 6...)
VIIE  The notlication will state b aoy appeaval, or denial of approval for the nse of
CPNL outside of the service to which the customer already subscribes from the
conspany is valid until the customer affirmatively revokes or lmiils such approval
or denial,

IX.  The company’s saliciistion fiw approval will siale the customer's CPND rights
(detined in 47 C.F.R. S: 64.2000 1o 64,2011 et seq.).

(125, Allol the company ‘s miices specific 4o Opt-Cut opeion will be provided via ehectranic or
written matificatinn. The company will mol ulilize purely vnsl mtificagion

{13 The company must wait a minmem of 30 davs aflor wvmg customer notice wxl an .
appertunity 0 apt-out befare assuming cstomer approval 10 use. discluse, or permit access 1n
CPNL. The company may, in ils discretion, provide for a kmeer perkul for notification and
opportunity for opt-out aption. The compemy docs notify customers as to the applicable waiting
perinel for respomse hefore approval is assumed. The company also shides by the [ollowing as for as
| i wailing poriod.

(141 Uhe company’s ept-val mechumisin will provide netices to the customer cvery lwne years.

(15} The company's ¢-mail basad ept-oul mdices will comply with the Tollowing requirements
in addigion tn the requinements pemerally applicable to notification !
L The company will phitaim express, verifiable, prior approval from ihe customer &
send notices via e-mail regarding their service m general, or UIPNIE m partscular,

[ The company will allow customers (o rephy directly o e-mails containing CPNI
atices in cnder b opl-uu,

It Ogpt-out c-mail wotices retarncd to the company as wndehiversble must be sem 1o
the customer in another fonm hefore the compary may consider he customer 1o
have recerved notice.

V.  Carriers than use e-mail 10 send CPNI notices must ensure thl the subject line of
the messape clearly nnd accurately identifics the subsoct matter of U coimail,

V. I'ckecommunications carricrs mast make availabke 1o every customer a methexd
op-out that is of no additicaal cost to the customer and that is available 24 hours 2
day, seven dmys a week Carriers may satisfy this requiremest theough a
combinatson of methods, so long as all customens have the nbibity to opt-out o o
cust and are able 10 effeciuate thal choice whenever they choose,

9 abed Bo000-000-000 BF:S0 TI0Z'62 VW



(16).  Inserms of the company ‘s (pt-in method, the company will provede totification o ohrain
ogit-in approval throegh oral, written or electronic metiods. with all such metheds complying with
apphicabde items lisled prios in this alttachment.

(171 In One-Time Use of CPNLL the customer recognizes that it may wse aral mowices to oblain
limited, onc-time wse of CPNI fir inbousd wed outbound customer telephose comacts fiw the
daration ol the call, repardless of whether the company use opt-oul or api-in appeoval based oo the
nature of the conlact, Howewer, the campany will not utilize oral coment and as soch, will iilizc
either written or electransc natification and consent methods.

(18).  The compury will emsure thal all notificarions will comply with the requircimcnts listed
ahnve hut recagnizes that under FUC CPNE miles enable the cosipany ki amit any of the fallowing
nitsee pryisins i not relevant #0 the limited pse for whick the conpany secks CPNE:
I Under the applicable FCC CPNI rules. The company recegnoses that it will nct
need 1o advise castomners that if they opted-oul previcosty, ne action s needed 1o
maistain the opt-cut election,

I The compeny also recognizes that & need mid advise customers that they may share
CPNI with the affilistes or thind parties and necd not name those entitivs. i the
limited CPNI esage will it resalt in ose by, or disclosure to, an affiliwe o (hind
party.

1. The company recognizes that ot need not disekese the means by which a custonier
can teny or withdmw Futore access to CPNL so loup as the comgpany explaims o
custumers that the scope ol 1he spproval the carricr secks is limited W one-ime
s

Y. The company recagnizes thet it may omit disclosire of the procise slops o
customer must take M order W grant or deny access t CPNL as long as the
company ¢leardy communcstes thal the customes can donay sceess o his CPNI for
the call.
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