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- ETTC ‘V: Sterbenz, ef czlé

ResiliNets Strategy
 D%R?+DR

~» Two phase strategy for resilience
o Real ktimek‘contr()l IOOp' D?‘RZ Diagnose
- real-time with respect to |
network operation
— many simultaneous ~
| independent loops sl Defend
-« Background loop: DR
| — out-of-band ahalys;is of the
- reaction to adverse events
— increase future resilience of system

[wikiZOOG, EU ANA, EU ReSumeNet, NSF PoMo, ComNet 2010]
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: w% I TTC | Sterbmz, ef al.

ResiliNets Strategy
D}?-R2 + DR: Diagnose

S5. Diagnose fault that lead to error or failure
e RoOOt cause anaIYSiS to Diagnose

discover design flaws
— faults not directly detectable

e Disaster tolerant network
— analyse disaster
— network response
— root cause analysis

06 February 2013 Diversity and Rapid Recovery from Natural Disasters




w% HTTC Sterbeﬁz, et al,

ResiliNets Strategy
D?R% + DR: Refine

S6. Refine behaviour for the future

e Learn from past D2R? cycles
— better defense, detection,
remediation next time

. Dlsaster tolerant network
modify threat models

modify challenge matrix
enrich network topology
redesign protocols

strengthen resistance to cascading
and interdependent failures

06 February 2013 Diversity and Rapid Recovery from Natural Disasters
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KU%*'TTC Sterbenz, e‘z“ ;?1.

ResiliNets State Space

Operational Resilience

] | Operational State N

o
Op_e_rat'Ona | Normal  Partially Severely
resilience | Operation Degraded Degraded

— minimal
degradation
— in the face of
challenges
e Resilience state

— remains in
normal
operation

[ICNP 2006, COMSNETS 2011, 7572011]
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Sterbenz, et al.

ResiliNets State Space

Quantification of Resilience |
| Operational State N

. 'S 1 ‘
Resmence | ) Normal Partially  Severely
— R = area under trajectory Operation Degraded Degraded

— for particular scenario
— resilience ®
over all scenarios
e Types of analysis
— static [Jabbar 2010]
— temporal |

Impaired Unacceptable

— reflective

Service Parameters P

Acceptable
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W% I TTC Sterbenz, et al.

State Space Analysis
Network Topology Example

i i

unacceptable
p1 <0.9]
Py < 0.2

impaired
8.9<p, <1}
9.2 < p, < 8.33

@@ ;
: A
AAAAAAAAA‘

acceptable | L ~
Pzl o : 4

P, 2 0.33 Sprint e
P ﬁ G’EANT‘Z "

et
o
2
2
bv el
()
O
o
o
=
Sown.
Q
et}
(2]
=
o
e
c
1Y)
O
N
w
@)
ek

E ,
normal partially degraded severely degraded

L3 link failure probability
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Sterbenz, ef al.

Evaluation Methodology

Challenge Simulation Module

Ichallenge i
|specification ~ ‘
txt @)

adjacency simulation ns-3 plotted trace

matrix description :
)\ simulator
node o] [ | Lem Ié,
coordinates L1 9_ .
.txtIé@ | | |

e KU-CSM Challenge Simulation Module
challenge specification describes challenge scenario
network coordinates provide node geo-locations
adjacency matrix specifies link connectivity KU-LoCGen
input to conventional ns-3 simulation run [RNDM 2010,
generates trace to plot results with KU-gpWrapper  7572011]
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% l TTC Sterbenz, et al.

Millimeter-Wave Mesh Networks
Architecture

e Mesh architecture

— high degree of connectivity

— alternate diverse paths ,
« severely attenuated mm wave J{ X

« alternate mm links
« alternate lower-freq. RF
« fiber bypass (competitor)

e Proposed solution

— route around failures
« before they occur

— avoid high error links
| [IWSOS 2008, INFOCOM2009]
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