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Name of signatory: Steven Sanders, Jr.

Title of signatory: President/General Manager

1. Steven Sanders, Jr., cerfify that [ am an officer of the Company named above, and acling as
an agent of the company. that | have personal knowledge that the Cempany has established operating
procedures that are adequate to ensure compliance with the Commission’s CPNI rules, See 47 CFR. §
642001 er seq,

Attached to this certification as Aftachment A is an accompanying stalement cxplaining how
the Comnpany’s provedures ensure that the Company is in compliance with the requirements (including
those mmmdating the adoption of CPNI proveduores, training, recordkeeping, snd supervisory review)
get forth in section 64.2001 e seg. of the Commission’s rukes. '

The Company has not faken actions (Fe.. proceedings instinted or pettions filed by the
Comnpany at either state comunissions, the court system, or af the Conunission against data brokers)
against data brokers in the pas! vear.

The Company has not received customer complaints in the past vear concerning th
unauthorized release of CPNL

The Company represents and warrmats thal the above certificate is consistent with 47 C

§1.17 which reguires trubiul and scowsic staloments to the Commission, The Company

acknowledges thar false stawrnents an fﬁf&iﬁii‘ﬂ?ﬁ‘:ﬁﬁ?‘i’iﬂl"-i}-i’}i? 1o the CUommission are punishable
Title 18 of the LLE. Code and may 315?{}{;6 it1o mﬁbmgﬁ;ﬁm &{:iéﬁl :

G e A s S
Signed__ /1 1ET ,/ *ff??ff»’"”’fj'w

Atnchments: Attachment A: Accompanying Strtement Explaining CPNI Procedures

Attachiment B: Explanation of Actions Taken Agsinst Data Brokers

Anachment O Summary of Customer Complaings




Attachment A
NORTHERN ARKANSAS TELEPHONE CO., INC,

STATEMENT EXPLAINING HOW THE COMPANY’S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FCC’S CPNI RULES

I. Customer Proprietary Network Information (“CPNP")

CPND is defined in Section 222(1) of the Communications Act as (A) information that relates
o the guantity, technical configuration, type, destination, and amount of use of a
telecommunications service subseribed 10 by any customer of  telecommaunications carrier,
and that Is made available to the currier by the cusiomer solely by virtue of the carrier-
customer relationship; and (B) information contained in the bills pertainitg to telephone
exchange service or telephone toll service received by a costomer of a carrier (except that
CPNI does not inciude subseriber list information).

Gencrally, CPNI includes personal informmtion regarding a comsumer’s nusc of his or her
telecommunications services. CPNI encompasses information such as: (a) the telephone
numbers called by a consumer; (b} the telephone numbers calling a customer; {¢} the time,
location and duration of a consumer’s outhbound and inbound phone calls, and {d) the
telecommunications and information services purchased by a consumer,

Call detatl information {also kaown as “call records™ is a category of UPNI that is
particularty sensitive from a privacy standpoint and that is sought by pretexters, hackers and
other unauthorized entities for iflegitimate purposes. Call detail includes any information
that pertains to the transmission of a specific telephone call, including the number called (for
outhound calls), the number from which the call was placed (Tor inbound calls), and the date,
time, location and/or duration of the call (for all ¢alls),

1. Uise and THsclosure of CPNT Is Restricted

The Company recognizes that CPNI tncludes information that is personal and individually
wlentifiable, and that privacy concerns have led Congress and the FCC to impose restrictions
upon its use and disclosure, and upon the provision of access o it by individuals or entities
imnwide and outside the Company,

The Company has designated a CPNI Compliance Officer who is responsible for: (1)
commaunicating with the Company’s attorpeys and/or consultants regarding (P
responsibilities, requirements and restrictions; (2) supervising the training of Company
emplovees and agents who use or have access fo CPRL (3) supervising the use. disclosore,
distribution or access to the Company’s CPNI by independent condractors and joint venture
partners; {4) mattitaining records regarding the use of CPNI in marketing campaigns; and (5)
receiving, reviewing and resolving questions or issues regarding use, disclosure, distribution
or provision of aceess to CPNL



Company employees and agents that may deal with CPNI have been informed that there are
substantial federal restrictions upon CPNI use, distribution and access.  In onder to be
authorized 0 use or access the Company’s CPNL employees and agents must receive
tratning with respect to the requirements of Section 222 of the Communications Act and the
FOC's CPNI Rules (Subpart U of Part 64 of the FOCC Rules).

Before an agent, independent contracior of joint venture partner may receive or be allowed to
access or use the Company’s CPNI, the agent’s, independent contractor’s or joint veniure
partner’s agrecment with the Company must contain provisions {or the Company and the
agent, independent contractor or joint wventure partner must enter into an additional
confidentiality agreement which provides) that: (a) the agent, independent contracior or joint
venfure partaer may use the CPNI only for the purpose for which the CPNI has been
provided; (b) the agent, independent contractor or joint venture pariner may not disclose or
distribae the CPNI w, or allow meess o the CPNI by, any other party (unless the agent,
independent contractor or joint verture partner s expressly and specifically reguired to do so
by a court order): and {c) the agent, independent comtractor or joinl venture partner must
implement appropriaic and specific safeguards acceptable to the Company o ensure the
confidentiality of the Company’s CPNL

L Protection of CPNI

1. The Company may, after receiving an appropriate writtén reguest from a customer,
disclose or provide the customer’s CPNI fo the customer by sending it 10 the customer’s
address or record, Any and all such customer requests: (1) must be made in writing; (2) must
nchide the customer’s correct billing name and address and telephotie nomber; (33 must
specify exactly what type or types of CPNI must be disclosed or provided; (4) must specify
the time period for which the CPNI must be disclosed or provided: and (5) mast be signed by
the customer. The Company will disclose CPNI upon affirmative wiition request by the
customer fo any person designated by the costomer, but only after the Company calls the
customer’s telephone number of record and/or sends a notification to the customer’s address
of record to verily the accuracy of this regoest.

2. The Company will provide a customer’s phone records or other CPNI 1o a law
enforcement agency in avcordance with appheable legal requirerments,

3. The Company retains all customer passwords and “shaved secret” guestion-answer
gombinations in seeure files that may be aecessed ondy by authorized Company employees
who need such information in order to authenticate the identity of customers requesting call
detail information over the telephone.

4. Company employvees authenticate all telephone requests for CPNI in the same manner
whether or not the CPNI consists of call detall information.  That is. Company employvees
must: (43 be furnished the customer’s pre-established password {ov correct answers 1o the
back-up “shared secret™ combinations); (b} send the requested information to the customer’s
postal or electronic “address of record” (sec definition above);™ or {¢) call the customer back




af the customer’s “lelephone number of record”™ (see definition above) with the requested
information.

5. If a custormer subscribes to multiple services offered by the Company and an affilinte, the
Company is permitted to share the customer’s CPNI regarding such services with its alfiliate.
I a customer does not subscribe to any telecommunications or non-teleconmmunications
services offered by an affiliate. the Company is not permitied 1o shave the customer’s CPNI
with the affiliate withowt the customer’s consent pursuant fo the appropriate notice and
approval procedures set forth in Sections 64,2007, 64,2008 and 64,2009 of the FOC s Rules.

6. When an existing customer calls the Company Lo inquire about or order new, additional or
mxdified services (in-bound marketing), the Company may use the customer’s CPNI other
than call detail CPNI w assist the customer for the duration of the customer’s call i the
Company provides the customer with the oral notice required by Sections 64.2008(¢) and
64, 2008(1) of the FCC™s Rules and after the Company amthenticates the customer,

The Company discloses or releases call detail information to customers during customer-
initiated telephone comacts only when the customer provides a pre-established password. 1
the customer does not provide a password, call detail information is released only by sending
it to the customer’s address of record or by the carrier calling the customer at the telephone
number of record. I the customer 18 able to provide fo the Company during a customer-
initiated telephone call, all of the call detail informatlion neccssary to address 8 customer
service issue {(ie., the telephone number called, when it was called, and, il applicable, the
amount charped for the call) withowt Company assistance, then the Company may take
routioe customer service actions refated 1o such information.  (However, ander this
circumstance, the Company may not disclose to the customer any call detail information
about the customer sccount other than the call detail information that the customer provides
without the customer first providing a password. }

7. The Company has adopled a policy that it does not and will not use, dischose, or permit
access to CPNI in connection with Company-fnitiated marketing of services o which a
customer does not already subseribe from the Company {out-bound marketing).

8. The Company maintains appropriate paper and/or electronic records that allow is
pmplovees, independent contractors and joint venture partoers 1o clearly establish the status
of each customer’s Opt-out andfor Opt-In approvals (if any) prior to use of the customer’s
CPXI. These records inchude: (1) the date(s)y of any and all of the customer”™s deemed Opt-out
approvals and/or Opt-in approvals, together with the dates of any modifications or
revocations of such approvalg; and (ii} the typets) of CPNI use, access, disclosure andfor
distribution apprivved by the castomer.

9. Before a customer™s CPNI can be used in an out-bound marketing activity or campaign,
the Company’s records must be checked to determine the status of the customer™s CPNT
approval,  Company employees, independemt contractors and joint venture parimers are
required to notify the CPNI Compliance Officer of any access, accuracy or seeurity problems
they encounter with respect fo these records.




If new, additional or extended approvals are mecessary, the CPNI Compliance Officer will
determine whether the Company’s “Opt-Out CPNI Notice” or “Opt-In CPNI Notice” must be
used with respect to various proposed out-bound marketing activities.

10. The CPNI Complianee Officer will maintain a record of each out-bound marketing
aetivity or campaign, inchuding: (1) a description of the campaign: (i1} the specitic TUPNI that
was used in the campaign; (HiJ the date and purpose of the campaign: and (iv) what products
and services were offered as part of the campaign. This record shall be maintained for a
mrinimmn of one vear.

11. The Company’s employees and bifling agents may use CPNI to initiate, render. bill and
cotlect for telecommunications services. The Company may obtain information from new or
existing customers that may consfitute CPNI as part of applications or requests for new,
additonal or modified services, and its employees and agents may use such cusiomer
information (without further customer approval} to initiate and provide the services,
Likewise, the Company’s emplovees and billing agents may use customer service and calling
records {without customer approvaly {a) to bill customers for services rendered to them; {b)
o investigate and resolve dispufes with customers regarding their alls; and (¢) to pursue
legal, arbitration, or other processes to collect late or unpaid bills from customers.

12, The Company’s emplovees and agenis may use CPNI withou! customer approval fo
protect the Company's rights or property, and to protect users and other carriers from
fravdulent, abusive or Hlegal use of (or subscription to) the telecommunications service from
which the CPNI iz derived.

Because allegations and investigations of faud, abuse and illegal use constitute very
sensittve matters, any access, use, disclosure or distribution of CPNI pursuant to this Section
must be expressly approved in advance and in writing by the Company’s CPNI Compliance
Officer,

13, The Company’s employees, agents, independent contractors and joint venture partners
may NOT use CPNI o identify or track customers who have made calls to, or received calls
from. competing carriers,  Nor may the Company's employees, agents, independemt
contracions or joint venture partaers use or disclose CPNI for personal reasons or prefit

14. Company policy mandates that files containing CPNI be maintained in a secure mantier
such that they cannot be used, accessed, disclosed or digtributied by unawthorized individoals
or in an unmghorized manner.

15, Paper files containing CPNI are kept in sceure areas, and may not be used, removed, or
copied in an unauthorized manner.

16, Company emplovess, agents, independent contractors and joinl venlare partners are
required o notify the CPNI Compliance Officer of any access or security problems they
encoutiter with respeet to files containing CPNL



17. The Company may permit ifs customers to cstablish online accounts, bul Toust require an
appropriate password to be farnished by the customer before he or she can acoess any CPNI
in his or her online account. Passwords may NOUT be based upon readily obtainable
biographical information (e.g.. the customer’s name, mother’s maiden name, social security
aumber or date of birthy or accomnt information (e, the customer’s telephone number or
address),

18, Customers may obiain an initial or replacerzent password: (i) if they come in person fe
the Company’s business office, produce a driver's Hoense, passport or other government-
issued identification verifving their identity, s correctly answer cerlain questions regarding
their service and address; or (1i) if they call a spectiied Company (elephone number from
their telephone number of record, and then wait at that number until a Company
represeniative calls them back and obtains correct answers to cortain questions regarding
their service and address.

19, The Company will nolify customers immediately of certain changes in their accounts that
may affoct privacy or security matbers.

a. The types of changes that require immediate notification include; (a) change or request
for change of the customer’'s password: (b) change or request for change of the
custorer’s address of record; (o} change or request for chanee of any sipnificant elerment
of the customer’s online accowmt; and (d) a change or request for change tw the
customer’s responses with respect to the back-up means of authentication for lost or
forgoten passwords.

b. The notice may be provided by (a) a Company call or veicemail to the customer’s
wlephene mumber of record: (b} a Company text message o the customer’s telephone
number of recoed: or (€) a written notice mailed fo the customer’s address of record (o
the customer’s prior address of rocord if the ehange includes a change in the cusiomer’s
address of record).

¢, The notice must ideniify only the general type ol change and must not reveal the
changed information.

d. The Company emplovee or agent sending the notice must prepare and furnish to the
CPNI Compliance Officer a memorandum containing: (a) the name, address of record,
and telephone mumber of record of the customer notified; {b) a copy or the exact wording
of the text message, wrilten notice, telephone message or volcemail message comprising
the notice; and (0} the date and thme that the notice was sent.

20, The Compaay must provide an initial notice to law enforcement and a subsequent nolice
to the customer i a security breach results in the disclosure of the customer™s CPN 1o a third
party withouot the customer’s authorization.

. AS so0n as practicable (and in no event more than seven (7) days) after the Company
discovers that a person (withouwt authorization or exceeding suthorization) has




intentionally gained access to, used or disclosed CPNIL, the Company must provide
electronic notifiestion of such breach to the United States Secref Service and to the
Federal Burean of fnvestigation via a ceniral reporting Tacility accessed through a link
mabained by the FCC at htgMwww fee.powiebioprd,

21. The Company will provide customers with access to CPNI at its retail locations if the
customer prasents a valid photo 1D and the valid phote 1D matches the name on the account.

22, The Company takes reasonable measures to discover and profeet against activity that is
indicative of prefexting including requiring Company emplovees, agents, independent
coptractors and joint venture partners to nofify the CPNI Compliance Officer immediately by
voice, volcemail or email of: {8) any suspicious or unusual call requesting a customer’s cali
detatl informafion or other CPNI {including a call whete the caller furnishes an incorrect
password or incorrect answer to one or both of the “shared secret”™ question-answer
combimrtions); (b any suspicious or unusual attempt by sn individual to change a customer’s
password or account information (including providing inadequate or inappropriate
identification or incorrect “address or record,” “telephone mumber of record” or other
significant service information); {¢) any and all discovered instances where access to the
Company's electronic files or databuses containing passwords or CPNT was dended due to the
provision of incorrect logins andfor passwords; and (d} any complaint by a customer of
urauthorized or inappropriate use or disclosure of his or her CPNL. The CPNI Compliance
Officer will request farther information in writing, and investigate or supervise the
investgation of, any Incident or group of incidents that reasonably appear to entail
pretexting.

1V, CPNI Compliance Officer

In addidon to the specific matters required to be reviewed and approved by the Company’s

CPNI Compliance Officer, employees and agents. independent contractors and joint venture

partners are strongly encouraged to bring any and all other guastions, issues or uncertainties

regarding the use, disclosure, or access to CPNI to the attention of the Company™s CPNI

Complisnce Officer for appropriate investigation, review and puidance. The extent (o which 1
a particular employee or agent brought a CPNI mafter to the atiention of the CPNI §
Compliance Officer and received appropriate guidance Is @ maierial consideration in any 3
disciplinary action brought against the emplover or agent for impermissible use, disclosure

or access to UPNL

¥, Disciplinary Procedures

The Company bas informed s employees and agents, independent contraclors and joint
venture partners that it considers compliance with the Communications Act and FCC Rules
regarding the use, disclosure, and access to CPNI to be very important.

Violation by Company employees or agenis of such CPNI requivements will lead 10
disciplinary action {including remedial training, reprimands, mnfavorable performance
reviews, prebation, and termination), depending upon the circumstances of the violation



(inchuding the severity of the viclation, whether the violation was a first fime or repeat
violation, whether appropriate guidance was sought or received from the CPNT Compliance
Officer, snd the extent to which the violation was or was net deliberate or malicions),

Violation by Company independent contraciors or joiml venture partners of such CPNI
requiremeants will Jead o prompt disciplinary action (up to and including remedial training
and termiretion of the contract).



Attachment B
NORTHERN ARKANSAS TELEPHONE CO., INC.
STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS

A. During Calendar Year 2012, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the Federal Communications
Commission:
NONE

B. During Calendar Year 2012, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the Arkansas Public Service
Commission:
NONE

C. During Calendar Year 2012, the Company has instituted the following proceeding, or filed

the following petitions, against data brokers before the following federal or state courts:

NONE



Attachment C
NORTHERN ARKANSAS TELEPHONE CO., INC.

SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNI

A, During Calendar Year 2012, the Company has received the following number of customer

complaints related to unauthorized access to, or disclosure of, CPNI due to improper access
by Company employees:

NONE

B. During Calendar Year 2012, the Company has received the following number of customer

complaints related to unauthorized access to, or disclosure of, CPNI due to improper
disclosure to individuals not authorized to receive the information:

NONE

C. During Calendar Year 2012, the Company has received the following number of customer

complaints related to unauthorized access to, or disclosure of, CPNI due to improper access
to online information by individuals not authorized to view the information:

NONE

D. During Calendar Year 2012, the Company has become aware of the following processes that
pretexters are using to attempt to access its CPNI:

NONE



