
Marlene H. Dortch, Secretary 
Fcdcml Communications Commission 
445 12th Street, SW 
Washington. DC 20554 

Annual 47 C.F.R § 64.2~{19(e! CPNI {:ertiftcation 
FH llocket 116-36 

Annual 64.2009(e) Cf'NI Ccrtitication iiYr 2013 covering the 

Date tiled: February 20.2013 

cakndm- year 20 12 

Name of Com pliny ccwered by this ccrtitication: Nmihem Arkansas Telephone Co .. Inc. 

Fonn499 Filer !D: 807!50 

Name of signatory: Steven Sanders, Jr. 

Title of signatory: !'resident/General Manager 

I, Steven Sanders. certify that ! am an officer of the Company named above, and acting as 
an agent of the company. that l have personal knowledge that the Company has established operating 
procedures that m-e adequate to cnsme compliance >vith the Commission's CPNI rules. See 47 CfJ{_ § 
64.200 l er seq, 

A1tacbed to this certilicati<}ll as At1achmc"U A is rut accompanying statement explaining how 
the Company's procedures ensure that tho Comprmy is in compliance ;.ith the (including 
those the ad(lption of CPN! procedures. training. recordkeeping. tmd supervisory review) 
set lortll in section 64.2001 et seq. of the Commission's rules. 

The Cmnpa11y has not taken actions , procet'dings instituted or petltwns filed by the 
Cornpany at either state commissions.. the court systern. or at the Con1mlssion against datu hr<1ker'l 

against dat~-t brokers in the year. 

The Company has nm receive-d cu.swnt<:r cmnplaints in the pa.::~.t year concerning 
Lmau!ht>ri.!.ed rele-ase t:•f ( 'PNL 

Tilt: Company represents and warnmts that the above cc•tilkmt: is consistent with 47 
§I. 17 which requires truthful and uccuratc statements to the Commis>ion. ·ntc Company 
acknowledges thar false to the Commission are punishable 

18 of the U.:S. Code and may sriJ1j¢Ct 

A l tachrncnts: 
A ttachmcnt B: Explanation of Actions Taken Against Data Brokers 
,;\tt.achmt-~IH C: Summary (J.fCuslomcr Comptntnts 



Attachment A 

NORTHERN ARKANSAS TELEPHONE CO., INC. 

STATEMENT EXPLAINING HOW THE COMPANY'S Ol'ERATING PROCEOllRES 
ENSURE COMPLIANCE WITH THE .11CCS CPNI RULES 

I. Customer Proprietary Network.lnformati&n ("CPNI") 

CI'Nl is defined in Section 222(!) nfthe Connnunications Act a~ (A) infonnation that relates 
lo the quantity, technical configuration, type, destination. and amount of use of a 
telecommunications ""rvice subscribed to by any customer of a telecommunications carrier. 
and that is made available to the carrier by the customer solely by virtue of the carrier­
customer relationship; and {B) inft1rmation contained in the bills pertaining 11> telephone 
exchange service or telephone toll service received by a customer of a carrier (except that 
CPNI does not include subscriber list info.rmation). 

Gene.rally, CPNT includes personal intonnation regarding a consumer's usc of his or her 
telecommunications services. CPNI enoompm;:ses information such as: (a) tbe telephone 
numbers called by a consumer, (b) the telephone numbers calling a customer; {c) tbe time, 
location and duration of a con.sumer's outbound and inbound phone calls, and (d) the 
te!ccommunkation.s and infonnation ""rvices purchased by a consumer. 

Call detail infonnation (also known as "call records") is a category ()f CPNl that is 
particularly sensitive from a privacy standpoint and that is sought by pretexters, hackers and 
other unauthorized entities for illegitimate purposes. Call detail includes any information 
til at pertains to the tran~mission of a specific telephone call, including the number called (fi1r 
outbonnd calls), the number fwm which the call was placed (for inbound calls), and the date, 
time, location and/or duration of the call (for all calls). 

U. llse a.ud Disclosure of CPNIIs Restricted 

111e Company recognizes that CPNI includes infomtation that is pers()nal and individually 
identifiable, and that privacy concerns have led Congress and the FCC to impose restrictions 
upon .its use and disclosure, and upon the provision of access to i! by individuals or entities 
inside and outside !he Company, 

Tne Company has designated a CPNI Compliance Officer who is responsible f(;r: (I) 
cmnnmilicating with. the Company's attorneys and/or cousultants regarding CPNI 
responsibilities, requircm.en!s and restrictions: (2) supervising the training of C()mpany 
employees and agents who u"" or have access to CPNl; (3) supervising the use, disclosure, 
distribution or access to the Company's CPNI independent contractors and joint venture 
partners; (4) maintaining n.'<Cords regarding the use of CPNJ in marketing campaigns; and (5) 
receiving, reviewing and resolving questions or issues regnrding nse, disclosure, distribution 
or provisi()n uf access to CI'Nl. 



Company employees and agents that may d<:!al with CPNI have been informed that there are 
substantial federal restrictions upon CPNI usc, distribution and necess. In order to be 
authorized to u.se or access Company's CI'Nl, employees and agents must receive 
training with respect to the requirements of Section 222 of the Communications Act and the 

CPN! Rules (Subpart U of Part 64 of the Rules). 

Belore an agent, independent contractor or joint w:ntme partner may receive or he allowed to 
access ur usc the Company's CPN!, the independent contractor's or joint venmre 
partner's agreement with the Company must contain pnw!sions (or the Company and the 

independent contractor or joint venture partn.er mu't enter into an add.itional 
contldemiality agreement which provides) that: (a) the independent contractor or joint 
venture panncr may usc the CPNI only for the potpOsc for which the CPNl bus been 
provided; (b) the agent, independent contractor or joint venture partner may not disclose or 
di:.1:ri!:mtc the CPNI to, or allow a<..:e.ss to 1l1c CPNI by, any other petty the 
independent contractor or joint venture partner is expressly and specifically required to do so 
by a court order): and (c) !he independent contractor or joint venture par!ller must 
implement appropriate and safeguards acceptable to !be Company to ensure the 
confidentiality ofthe CPN L 

HI. Protection of CI'Nl 

I , Titc Company may, utter rece1vmg an appropriate written request from a customer. 
disclose or provide fhe customer's CI'Nl to the costomer sending it to the customer's 
ad<lres,~or record. Any and all such customer requests: (I) most be made in writing; must 
include the customer's correct billing ntane w1d address and telephone number; (3) must 
spr,ci!y exactly what type or types of CPNI most be disclosed or pro·vided; (4) must specify 
tbe time period l(>r which tbe CPN.I must be disclosed or provided; and (5) must be signed by 
the customer. ·nu! Company will CPNl upon alflnnative written request by the 
custmner to any person designated by !be crn.1omcr, but only ancr the Company calls the 
customer's telephone number of record and/or sends a notification to the customer's addres.s 
of record to verify the accuracy oflbis request. 

2. The Company will provide a customer's phone records or other CPNI to a law 
enforecmcnt agency in accordance '\4th applicable legal requirements. 

3. The Company retains all customer passwords and "shnrcd secret" question-answer 
combimllions in secure files that may be ll.C(..'\l!lSed only by authorized Company employees 

need such information in or<!er to aothenllcate tht: identitY of customers requesting call 
detail information over the telephone. 

4. Company employees authenticate all telephone reqneffis for CPNI in the same manner 
whether or not the CPN! consists of call detail inf(m11a!ion. That is, Company employees 
must (a) be fumish<:d customer's pre-established pa:<svmrd (or correct answers to the 
ba~k-up "shared secret" combinations); (b) send the requested information to the customer's 
postal or electronic ''address of record" (sec defiuition above);" or (c) call the customer back 



at customer's "telephone number of reoord" det!nition above) vvith the requested 
infom1ation. 

5. lf a customer subscribes to multiple services offered by Company and an al'tlliu:te, the 
Company is petmitted to share the customer's CJ>Nl regarding such service!! with its affiliate, 
If a customer does not subscri.be to any tdecoltlmunications or non-teleco1111mmications 
services olrered an affiliate, the Company is not permitted tn share the customer's CPNl 
with the alliliate without the customer's consent pursuant to the appropriate notice and 
approval procedures set forth Sections 64.2007. 64.2008 and 642009 of the FCC's Rules. 

6. When an existing customer calls the Company to inquire abeut or order new. additional or 
modified (in-bound the Company may use the <-·ustomer's CPN! other 
than call detail CPNI to assist the CU!!tome.r for the duration the custnmer's call if the 
Company provides the customer with the oral notice required by Sections 64,2008(c) and 
64 .. 2008({) ofthc FCC's Rules wtd the \~mpany authentieates the customer, 

The Company discloses or releases call detail infmmatit>n to customers during customer· 
initiated telephone contacts only wh~'ll tbe cu.~tomer provides a pr<.~C!ltablished password. If 
the customer does not provide a password, call detail !nfomwtion is released only by sending 
it to the customer's address of record or by the ew:rier calling the customer at the telephone 
number of record. If the customer is able to provide to the Company during a custome.r­
initlated telephone call, a!! of the call detail infom1ation necessary to address a customer 
service (i.e,, the telephone number called, when it was called, and, if applieahle, the 
amount charged for the call) without Company assistanee, then the Company may take 
routine cu.~tomer action5 related to such information. (However, under 
circumstance, the Company may not disclose to the customer any call detail infom1ation 
about the customer account other than the call information that ihe cust<>mer provides 
"~thou! the customer providing a password.) 

7. The Company has adopted a policy that it does not and wi.ll not u!le, discl<>sc, or permit 
access to CPNI in eonneetion Company-initiated of servkes to which a 
customer dot\<S not already the Company ( out-beuud marketing). 

8. Th~: Company maintains appropriate paper and/or electronic records that allow its 
employees, inde~"!ldent contractorx and joint venture parmers to clearly establish the status 
of each customer's Opt-ont and/or Opt-In approvals any) prior to use of the customer's 
CPNL These records include: (i) the date(s) of any and all of the customer's deemed Opt-out 
approvals and/or Opt-in approvab, together v.~th the dates of any modiJiealions or 
revocations of such approvais; and (ii) the type(s) C!'N l use, access, disclosure andfor 
distribution approved by the customer. 

9. Before a customer's CPNI c;m be used in an out-bound marketing activity or campaign, 
the Company's records must be cheeked. to cletermlue the status of the customer's CPNI 
approval. Company employees, indep!;.'Jldent contractors and joint venture partnerx me 
required to notify the CPNl Compliance Officer of any access, accuracy or security problems 
they encounter with respect to these records. 



If new, additional or extended approvals are ll(."Cessary, CPNI Compliance Officer w~JI 
determine whether the Compa.ny's "Opt-Out CPNI Notice" or "Opt-In CPNI Notice" must 
used with rc~'J'C<.'l to various proposed out-bound marketing activities. 

10. The CPN! Compliance Onlccr will maintain a record of each out-bound marketing 
activity or campaign, including: (i) a description of the campaign; (li) the specilic CPN! !bat 
was used in the campaign; (iii) the date and purpose ofthe campaign: and (iv) what pmducts 
and services were oflic'red as part of fhe campaign. This record sluil! be maintained for a 
minimum of one year. 

I L The Company's employees and billing agents may use CPNI!o initiate, render, bill and 
colle.ct for telecommunications services. The Company may obtain information from new or 
existing customers !hat may oonstitule CPNI as part of applications or requests for new, 
additional or modified services, and its employees arul agents may use such customer 
information (without fi1rther customer approval) to initiate and provide the services, 
Likewise, the Company's employees and billing ae,>ents may use customer service and calling 
records (without customer approval}: (a) to bill Cll$lomers for services rendered to fhem; {h) 
to investigate rmd resolve disputes with customers regarding their hills; and (c) to pursue 
legal, arbitration, or otl1er proce:;ses 10 collce! late or unpaid bills from cust<:nuers. 

12. The Company's employees and agents may use CPNI without customer approval to 
protect the Company's rights or property, and to protcel users nnd other carriers fmm 
fraudulent, abusive or illegal use of (or subscription !ol rhe tc!ceommlll!i.cations service from 
which the CPNI is derived. 
Bceause allegations and investigations of fraud, abuse and illegal UStl constitute very 
sensitive m.atters, any access, use, disclosure or distribution of CPNT pursuant to this Scetion 
must be approved in advance and in writing by the Company's CPNl Compliance 
Officer. 

13. The Company's employees, independent contractors and j-oint venture partocrs 
may NOT use CPNI to identify or tmek customers who have made eall~ to, or received calls 
lium, competing carriers. Nor may fhe Company's employees, independe!ll 
contractors or joint venture partners use or disclose CPNI for reasons or profit 

14. Company policy mandates that !1les containing CPNI be maintained in a secure manner 
such thai they cannot be used, accessed, disclosed or distributed by unauthorized individuals 
or in an unauthorized tnalltler" 

15. Paper files contsining CPNI are kept in secure areas, and may not be used., removed, or 
copied in an unatsllorized manner. 

16. C<>mpany employees, agents, indL'Pcndcnt contractnrs and joint venture partoers !Ire 
Th"!Juired to notify fhe CPNf Compliance Officer of any access or security problems they 
encounter with respect to files containing CPNL 



17. 'fhe Company may penni! its customers to establish online acwunts, but mu't require an 
appropriate password to be furnished by the customer before he or she can access any CPNl 
in his or her online accoWlt. Passwords may NOT be based upon readily obtainable 
bh>graphical infom1ation (e.g., the customer's name, mother's maiden name, social security 
number or date of birth) or account information (e.g., the customer's telephone number w 
address). 

18. Customers may obtain an initial or replacement (i) if come in person !o 
the Company's business office, produce a driver's passport or other gov"'!1llnent-
issued identification verifying their identity, aod correctly answer certain questions regarding 
their service and or (ii) if they call a specified Company telephone nurnoc'! from 
their telephone number of record, and then wait at that uumbcr until a Company 
representative call.s them back and obtains correct answc.rs to certain questions regarding 
their service and address. 

19. The Company ,;n nolicy customers immediately of c"''l'tain changes in their accounts that 
may a±lect privacy or security matters. 

a. The types of changes that require immediate notification include: (a) change or l'l."qUe&t 

for change of the customer's password; (b} change or request for change of the 
customer's add="' ofrewrd; (c} change or request tbr change of any significant element 
of the customer's online account; and (d) a change or request for change to the 
crutonter's responses with respect to the back-up means of authentication for lost or 
forgotten passwords. 

b. The nmice may be provided hy: (a) a Company call or voicemail to the customer's 
telephone number of record; (b) a Company text to the customer's telephone 
number of record; or (c) a written notice mailed to the customer's address of record (to 
the customer's prior address ofrecord iflhc change includes a in the customer's 
address of record). 

c. The notice must identitY only the general type of ch:ani;t: and mus't not reveal the 
changed lnfbrmation. 

d. 1l1e Company employee or agent sending the notice must prepare and fWl!lish to the 
CPNI Compl lance Officer a memorandum containing: (a) the name, address or record, 
and telephone number of record ofthc customer notified; a copy or the exact wording 
of the text message, written notice, telephone message or voicemail message comprising 
the notice; and (c) the date and time that the notice was sent 

20. The Company must provide an initial notice to law enforcement and a subsequent notice 
to ctJstomcr if a security breach results in the disclosure of the customer's CPNI to a third 
party \\ithout the crutomer's authorization, 

a. As SMn as practicable (and in no event more than seven (7) days) after the Company 
discovers that a person (without authori:zation or exceeding authorization) has 



intentionally gained access to, used or disclosed CPNl, the Company must provide 
eleetronic notification sueh breach to the United Stales Seeret Service and to the 
!71'ltlen•l Bureau Investigation via a central reporting facility aecessed through a link 
maintained by the FCC at l)ltp;J;w:;v)l:,l~H~l~t'I!;J.'llt. 

21. The Company will pmvide customers with access to CPNI at its retail locations if the 
customer presents a valid photo ID and the valid photo ID matches the name on the account 

22. The Company takes reasonable measun."S to discovl!-r and protect against m:tivity that is 
indicative of pretl:xting including requiring Company employees, agents, independent 
coJ1tr.IC!l1fS and joint venture partners to notify the CPNI Compliance Otlicer immediately by 

voicemail or email of: (a) any suspicious or urJusual cull requesting a customer's call 
detail information or other CPNI (including a call where the caller titrnishes an incOITcCt 
password or incorrect answer to one or both of the secret" question~anS\\'Cr 
combinations); (b} any suspicious or unusual attempt by an individual to change a Cllstomer' s 
password m account inlormation (including providing inadequate or inappropriate 
identification or incorrect "address or rec()rd," ''telephone nnmber of record" or other 
significant service information); (c) any and all discovered instances where access to the 
Company's electrot1ic files or datahases containing passwords or CPNI was denied due to the 
provision of incom::ct logins and/or passwords; and (d) any complaint by a customer of 
unauthorized or inappropriate use or disclosure of his or her CPNL "I'he CPN I Compliance 
Ollicer will request further information in writing, and investigate or supervise the 
investigation of, any incident or group of incidents that reasonably appear to c.ntail 
prctexting. 

IV. CPNI Compliauce Officer 

In addition to the specific matters n.XJuired to be reviewed and approved by the Company's 
CPNI Compliance Otllcer. employees and agents. independent rontraetors and joint venture 
nmm.e"" are strongly encouraged to bring any and all other questions. issues or uncertainties 
regarding the use, disclosure, or «<:cCS$ to CPN! to the attention of the Company's CPN! 
Compliance Officer for appropriate investigation, review and guidance. The extent to which 
a particular employee or agent brought a CPNI matter to the attention of the CPNI 
Compliance Oll:lcer and received appropriate guidance is u material consideration in any 
disciplinary a"1:ion against the employee or agC!Jt for impermissible use, diselooum 
or access to CPNL 

V. Oiscipliuary Procedures 

·nul Company has inlbrmed its employees and agents, independent contractors and joint 
venture partners it considern compliance with the Communications Act and FCC Rules 
regarding the use, disclosure, and aecess to CPNI to be very important. 

Violation by Company employees ()r agent.' of such CPNI requirements will lead to 
disciplinary action (including remedial training, reprimands, unfavorable performance 
reviews, pmbation, and termination), depending upon the circumstances of the violation 



(including the severity of the violation, whether the violation was a first time or 
violation, whether appropriate guidance was sought or received from the CPNT Compliance 
Officer, and the extent to which the violation was or was not deliberate or malicious). 

Violation by Company independent contractors or joint venture partners such CPNI 
requirements will le!!d to prompt disciplinary action (up to and including remedial training 
tmd tcnnination of the contract). 



Attachment B 

NORTHERN ARKANSAS TELEPHONE CO., INC. 

STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS 

A. During Calendar Year 2012, the Company has instituted the following proceeding, or filed 
the following petitions, against data brokers before the Federal Communications 
Commission: 

NONE 

B. During Calendar Year 2012, the Company has instituted the following proceeding, or filed 
the following petitions, against data brokers before the Arkansas Public Service 
Commission: 

NONE 

C. During Calendar Year 20 12, the Company has instituted the following proceeding, or filed 
the following petitions, against data brokers before the following federal or state courts: 

NONE 



NORTHERN ARKANSAS TELEPHONE CO., INC. 

SUMMARY OF CUSTOMER COMPLAINTS 
REGARDING UNAUTHORIZED RELEASE OF CPNI 

Attachment C 

A. During Calendar Year 2012, the Company has received the following number of customer 
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access 
by Company employees: 

NONE 

B. During Calendar Year 2012, the Company has received the following number of customer 
complaints related to unauthorized access to, or disclosure of, CPNI due to improper 
disclosure to individuals not authorized to receive the information: 

NONE 

C. During Calendar Year 2012, the Company has received the following number of customer 
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access 
to online information by individuals not authorized to view the information: 

NONE 

D. During Calendar Year 2012, the Company has become aware of the following processes that 
pretexters are using to attempt to access its CPNI: 

NONE 


