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| amwiting to express ny opposition to adoption of RM 11699, proposed
by Don Rol ph, AB1PH to allow amend FCC Part 97 regul ati ons gover ni ng
amateur radio to be anended to all ow encrypted conmuni cati ons when
participating in energency service operations or related training
exercises. | believe these changes would do harmto the regul atory
framewor k under whi ch Amat eur Radi o has operated since its inception,

and woul d not increase the ability of radio amateurs to provi de additiona
meani ngf ul services to served energency agenci es.

Part 97.113.4 explicitly prohibits:

Musi ¢ using a phone enission except as specifically provided

el sewhere in this section; communications intended to facilitate a
crimnal act; nessages encoded for the purpose of obscuring their
meani ng, except as otherw se provi ded herein; obscene or indecent
words or | anguage; or false or deceptive nessages, signals or

i dentification.

lit does not provide its rationale for this prohibition against
obscuring codes, but I do not think it is difficult to understand the
rational e.

First of all, amateur radio is licensed as a non-comercial service, and
charged to be self-policing. If the nmeaning of messages were obscured by
encryption, we linit the ability of radio amateurs to performthis vita
self-policing action. This nmakes the amateur radi o service vulnerable to
abuse and exploitations by commercial and/or pecuniary interests which
are not in the purpose or spirit of amateur radio. Rolph's proposal adds
no additional safeguards to counteract this potential for abuse, and so
shoul d be viewed as potentially reckless.

Secondly, amateur radio exists to help pronote international good will
by all owi ng conversations of a purely harnl ess nature even between
states which currently may be quite hostile. If governnents are unable
to verify that these comunications are, in fact, harm ess, they nmay act
to harass radio amateurs in their countries or disallow amateur radio
entirely. Wiile | amsure Rolph’'s intention deals nostly with energency
conmuni cati ons whi ch take place over short distances on VHF/ UHF, the
propagati on of signals on HF and the increasing use Internet |inking nake
it entirely possible that international regulations and treaty concerns
woul d need to be considered, especially with respect to third party
traffic (section 97.115). Rol ph’ s proposal does not address these
difficult issues at all, or even admit to their existance.

Each of these problens mght be overcone, and may in fact be worthy of
working toward if their was a clear utility in enacting this change. But
this is where Rol ph’'s proposal really falls apart: it sinply provides no
conpel ling problemthat is solved by this radical change to Part 97.
Rol ph cl ains that:

Commenters argue that transm ssion of sensitive data, such as
nmedi cal information that is subject to privacy requirenents under
the Health Insurance Portability and Accountability Act (H PAA),
is often a necessary aspect of enmergency response, and therefore
the use of encryption should be pernitted under appropriate

ci rcunmst ances, such as by credential ed operators.

This claimis just that: an enpty claim Wiile there night be sone
legitimate fear that an amateur acting in good faith during an energency
situation nmight reveal information which would subject himto the



possibility of legal liability under H PAA there is sinply no evidence
that such a case has ever occurred. Throughout the [ong history of
amateur participation in emergencies, and the seventeen years since

Hl PAA t ook effect, you would think that such a case nust have occurred,
but Rol ph does not docunent even a single case. This would seemto
credibly lead us to view that the "necessary aspect of energency
response" that Rolph refers to is sinply not all that necessary.

But even if we accept this claim the real question is should be:
"Are conmuni cations under Part 97 really appropriate for this kind of
communi cati on?"

We are prohibited under section 113 fromtransnitting "conmunications,
on a regul ar basis, which could reasonably be furnished alternatively

t hrough ot her radi o services." Energency and public safety organizations
have al ready begun to nove toward narrowband, encrypted radios |icensed
under Part 90. These radi os are inconpatible with operation under

Part 97 and operation on amateur frequencies w thout substantial and

i mpractical nodification. The obvious solution to this apparent dilemma
is that amateurs working as volunteers in EMCOW sinply be issued Part
90 radi os, and performtheir volunteer actions under Part 90 (a radio
service which is being engineered with this kind of energency conpliance
specially for enmergency conmmunications) and not rely on Part 97 equi pnent
or frequencies for anything beyond the traditional health and welfare
traffic which formed the core of amateur radi o energency services.

Lastly, 1'd also act to consider that this proposal is the action of an

i ndividual, acting largely in isolation and without the involvenent and
approval of any of the major amateur radi o emergency vol unteer organi zations,
nor the approval and consent of any nore than the slinmrest fraction of

radio anateurs as a whol e. Changes of such inmport surely require nore
debate and careful consideration

| urge the FCC to reject this proposal

Mark VandeWettering, K6HX



