CENTER JUNCTION TELEPHONE COMPANY
513 Main Street P.O. Box 67
Center Junction, lowa 52212
Phone: 563-487-2631 Fax: 563-487-3701

February 1, 2014
BY ELECTRONIC FILING

Marlene H. Dortch, Secretary

Federal Communications Commission
Office of the Secretary

445 12" Street, SW

Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2013)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2008, Center Junction Telephone Company hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications
Commission set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 563-487-2631.

Sincerely,
DAB-Le
Russ Benke

Compliance Officer



CENTER JUNCTION TELEPHONE COMPANY
513 Main Street P.O. Box 67
Center Junction, lowa 52212
Phone: 563-487-2631 Fax: 563-487-3701

Annual 47 C F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2013

1. Date filed: February 1, 2014

2. Name of company covered by this certification: Center Junction Telephone Company
3. Form 499 Filer ID: 803160

4. Name of signatory: Russ Benke

5. Title of signatory: Compliance Officer

6. Certification:

{, Russ Benke, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission’s CPNI
rules. Seed7 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company’s
procedures ensure that the company is in compliance with the requirements (including
these mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory
review) set forth in section 64.2001 et seq. of the Commission’s rules.

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year.

The company has not received any customer compilaints in the past year concerning the
unauthorized release of CPNI.

The company represents and warrants that the above certification is consistent with 47.
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The
company also acknowledges that false statements and misrepresentations to the
Commission are punishable under Title 18 of the U.S. Code and may subject it to
enforcement action.

AR e

Russ'Benke
Compliance Officer




Center Junction Telephone Company
513 Main Street
P.O. Box 67
Center Junction, lowa 52212

Accompanying Statement

Center Junction Telephone Company (“Company”) maintains the following operating procedures to ensure
compliance with the rules set forth in 47 C.F.R. Part 64, Subpart U:

Section 64,2005 Use of customer proprietary network information without customer
approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, nterexchange. and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(1} If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offercd by the carrier, the carrier is permitted to share
CPNT among the carrier’s affiliated entities that provide a service offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is nof permitted to share CPNI with its
affiliates, cxcept as provided in §64.2007(b).

(b} A telecommunications carrier may not use, disclose, or permit access to CPNI to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNJ to identify or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(¢) A telecommunications carrier may use, disclose, or permit access to CPNL, without customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS.

(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed



dialing, computer-provided dircctory assistance, call monitoring, call tracing, call blocking, call return,
rvepedl dialing, call tracking, call waiting, caller 1.D., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disciose, or permit access to CPNI Lo protect the rights
or propetty of the carrier, or Lo proiect users of those services and other carricrs from fraudulent, abusive, or
unlaw{ul use of, or subscription to, such scrvices.

The Company has adopted specific CPNI policies to ensure that, in the absence of customer approval,
CPNI is only used by the Company to provide or markel service offerings among the categories of
service (i.e., local, interexchange, and CMRS) te which the customer already subscribes. The
Company's CPNI policies prohibit the sharing of CPNI with affiliated companies, except as permitted
under Rule 64.2005(a)(1} or with customer approval pursuant to Rule 64.2007(h). The only exceptions
to these policies are as permitied wnder 47 U.S.C. § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for usc of customer proprietary network information.

{a) A lelecommunications carrier may obtain approval through written, oral or electronic
methods.

(1} A telecommunications carrier relying on oral approval shall bear the burden of demenstrating
that such approval has been given in compliance with the Cominission’s rules in this part.

(2} Approval or disapproval to use, disclose, or permit access to a customer’s CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3} A telecommunications carrier must maintain rccords of approval, whether oral, written or
electronic, for at least one year.

1 all cireumstunces where customer approval is required to use, disclose or permit access to CPNI, the
Company's CPNI policies require that the Company obtain customer approval through written, oral or
elecironic methods in compliance with Rule 64.2007. A customer's approval or disapproval remains in
effect untif the customer revokes or limits the approval or disapproval. The Compuny maintains records
of customer approval (whether written, oral or electronic) for a minimum of one year.

(b) Use of Opi-Out and Opt-in Approval Processes. A tcleccommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer’s individually identifiable CPN1 for the purpose of
markeling communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opl-in approval, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, 1o its agents and its aftibates that provide
communications-related services. A telecommunications carrier may also permit such person or enfitics to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telscommunications carier
may only use, disclose, ar permit access Lo its customer’s individually identifiable CPNI subject to apt-in
approval.

The Company does not use CPNI for any puarpose (including marketing communications-related
services) and dves not disclose or grant access to CEN{ to any pariy (including to agents ar affiliates that
provide communications-related services), except as permitied nnder 47 US.C. § 222(d) and Rule
64.2005.

Section 64.2008 Notice required for usc of customer proprietary network information.



(a)  Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecommunications carricr must provide notification (o the customer of the customer’s right 1o restrict use
of, disclose of, and access to that customer’s CPNIL.

(2} A telecommunications carricr must maintain records of notification, whether oral, written or
clectronic, for at least one year.

{b) Individual notice to cusiomers must be provided when soliciting approval 1o use, disclose, or
permit access to customers’ CPNIL

(¢} Content of Notice. Customer notificalion must provide sutficient information to enable the
customer 1o make an informed decision as to whether to permit a carrier to use, disclose, or permit access
1o, the customer’s CPNL

{1) The notification must state thalt the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPNI,

{2} The notification must specify the types of information that constitute CPNT and the specific
entitics that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise sieps the customer must take in order
(o grant or deny access o CPNI, and must clearly state that a denial of approval will not affect the
provision of any services fo which the customer subscribes. However, carriers may provide a bricf
statement, in a clear and neutral language, describing consequences directly resulling from the lack of
access 1o CPNIL

(4) The notification must be comprehensible and must not be misleading.

{5) [f written notification is provided, the notice must be ciearly legible, use sufficiently large
type, and be placed in an arca so as to be readily apparent Lo a customer.

(0} TIf any portion of a notification is (ranslated o another language, then all portions of the
notification musrt be translated into that language.

(7) A carrier may slatc in the notification that the ¢customer’s approval to use CPNI may cnhance
the carrier’s ability to offer products and services tailored to the customer’s needs. A carrier also may state
in the notification that it may be compelled to disclose CPNJ (o any person upon affirmative written request
by the customer. :

(8) A carrier may not include in the notification any stalement attempling to encourage a customer
to treeze third-party access to CPNL.

(%) The notification must state thal any approval, or denial of approval for the usc of CPNI
outside ol the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10 A telecommunications carrier’s solicitation for approval must be proximate to the
nolificarion of a customer’s CPNIL rights.

The Company's CPNT policies require that customers be notified of their rights, und the Company’s
obligations, with respect toe CPNI prior to any solicitution for customer approval. Al required customer
notices (whether written, oral or electronic) comply with the requirements of Rule 64.2008. The
Company maintains records of all required customer notices (whether written, oral or electronic) for a
mininum of one year.

Ll



(d} Notice Requirements Specific o Opt-Owt. A telecommunications carricr must provide
notification to obtain opt-out approval through clectronic or wrilten methods, but not by oral
communication {except as provided in paragraph () of this section). The contents of any such notilication
must comply with the requirements of paragraph (c) of this section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNIL. A
carricr may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notificalion was sent; and

(i) In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that the notification was mailed.

(2) Carricrs using the opt-out mechanism must provide notices to their cuslomers every two
years.

(3) Telecommunications carricrs that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable Lo notification:

(i) Carriers must obtain express, veriliable, prior approval from consumers to send notices via ¢-
mail regarding their service in general, or CPNI in particular;

(i) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opr-out;

(ii1) Opt-out e-mail notices that are relurned Lo the carrier as undeliverable must be sent to the
customer in another form before carriers may consider the customer Lo have received nolice;

(iv) Carriers that use e-mail Lo send CPNI notices must cosure that the subject line of the message
clearly and accuralely identifies the subject matter of the e-mail; and

(v} Telecommunications carricrs must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven duys a week. Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability 1o
opl-out at no cost and are able to clfectuate that choice whenever they choose.

The Company does not currently solicit "opt out" customer approval for the use or disclosure of CPNIL
The Company does not use CPNI for any purpose (including marketing communications-related
services) and does not disclose or grant access to CPNI to any party (including to agents or affiliates that
provide communications-related services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2003,

(e) Notice Requirements Specific ro Opi-In. A telccommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents ol any such
notification must comply with (he reguirements of paragraph (¢} of this section.

The Compuny doeys not currently solicit "opt in' customer approval for the use or disclosure of CPNL
The Company does not use, disclose or grant access to CPNI for any purpose, to any party or in any
manner that woald require a customer's "opt in" approval under the Commission's CPNI Rules.

(f) Notice Requirements Specific to One-Time Use of CPNI. (1) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer (elephone contacts for the
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duration of the call, vegardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The contents ol any such notification must comply with the requirements of paragraph (¢} of
this section, except that telecommunications carriers may omit any of the following notice provisions if not
relevant to the limited use for which the carrier seeks CPNL:

(i) Carriers need not advise customers that if they have opted-oul previously, no action is needed
to maintain the opl-out election;

(ii) Carriers nced nol advise customers that they may share CPNI with their affiliates or third
partics and need not name those entitics, il the limited CPNI usage will not resull in use by, or disclesnre
to, an affiliate or third party;

(ili) Carricrs need not disclose the means by which & customer can deny or withdraw futurc access
to CPNIL so long as carriers explain Lo customers that the scope of the approval the carrier sceks 1s limited
to one-time use; and

(iv) Carriers may omil disclosure of the precise steps a customer must take in order to grant or
deny access to CPNL as long as the carrier clearly communicates that the customer can deny access to his
CPNI {or the call.

In instances where the Company seeky one-time customer approval for the use or disclosure of CPNI,
the Company obtains such approval in accordance with the disclosures, mefhods and regairements
contained in Ruie 2008(f).

Section 64.2009 Safeguards required for usc of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the status of a customer’s
CPNI approval can be clearly established prior (o the use of CPNI.

The Company’s billing system allows authorized company personnel to easily determine the status of a
customer’s CPNI approval on the castomer account screen prior 1o the use or disclosure of CPNL

(b} Telecommunicalions carriers musl train their personnel as to when they are and are not
authorized to use CPNI, und carriers must have an cxpress disciplinary process in place.

The Company has establivhed CPNI compliance policies that include emplayee truining on restrictions
on the use and disclosure of CPNI and required safeguards (o protect against unauthorized use or
disclosure of CPNL Employees have signed that they understand the CPNI policies and a violation of
those policies will result in disciplinary action.

(¢) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates’ sales and marketing campaigns that use their customers” CPNI. All carricrs shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specilic CPNI thal
was used iu the campaign, and what products and services were olfered as a part of the campaign. Carriers
shall retain the record for a minimum of onc year.

The Company’s CPNI policies require thar all sales and marketing campaigns including those utilizing
CPNI be recorded and kept on file for at least one year. Records are also maintained for disclosure or
access to CPNI by third parties. The records include the required information listed in Rule 64.2009(c).

(d) Telecommmunications carriers must establish a supervisory review process regarding carricr
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier



compliance for a minimum period of one year. Specifically, sales personne! must obtain supervisory
approval of any proposed out-bound marketing reques! for customer approval.

The Company’s CPNI policies require employees fo obwain approval from the Company’s CPNI
Compliance Officer for ail marketing campaigns, including those utilizing CENI, prior o initiating the
campaign. Record of the marketing campaigns, along with the apprepriate supervisory approval is
maintained for at least one pear.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certilicate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subparl. The carrier must provide a statement
accompanying the certificale explaining how its operating procedures ensure that it [s or is not in
compliance with the rules in this subpart, In addition, the carrier must include an expianation of any
actions taken against data brokers and a summary ol all customer complaints received in the past year
concerning the unauthorized rclease of CPNIL. This filing must be made annually with the Enforcement
Bureau on or before March 1 in EB Docket No. 06-36, for data pertaining to the previous calendar year.

The required officer certification, actions taken against data brokers and symmary of customer
complaint documents are included with this accompanying statement. The Company will file these
documenis on an annual basis on or before March 1 for data pertaining to the previous calendar year.

{f) Carriers must provide wrilten notice within five business days to the Commission of any
instance where the opt-out mechanisms do not waork properly, to such a degree thut consumers’ inability to
opt-out is more than an anomaly.

(1) The notice shall be in the form of & letter, and shall include the carrier’s name, a description of
the opt-out mechanisin(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided Lo customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

The Company does not currently soficit “opt out” customer approval for the use or disclosure of CPNL
Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunicalions carricrs must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNL.  Telecommunications carricrs must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account 4ccess, or an in-slore visit.

The Company’s CPNI policies and employee training inciude reasonable measures lo discover and
protect against activity that is indicative of pretexting and employees are instructed to notify the CPNI
Compliance Officer if any such activity is suspected,

(b) Telephone access to CPNI. 'I'clecommunications carviers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking lor readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of record, or, by calling the customer at the telephone number of
record. 1f the customer is able to provide call detail information Lo the telecommunications carrier during a



cosiomer-initiated call without the telecommunications carrier’s assistance, then the telecommunications
carrier is permilted to discuss the call detail infermation provided by the customer.

The Company’s CPNI policies ensure that a customer is only able to access call detail informution over
the relephone in one of the ways listed in Rule 64.2010(b), If the customer cannot rememhber their
password, they are prompted to answer a securily question. Neither the password nor the security
question are based on readily available biographical information or account information. Customer
service representutives are instructed to authenticate customers over the telephone in all instances except
in the cuse where the castomer provides the call detail information without the assistunce of the
Company.

(c) Omline access to CPNI. A telecommunications carrier must authenticate a customer without
the vse ol readily available biographical information, or account inlormation, prior to allowing the
customer online access to CPNI related Lo a teleconununications service account. Once autheniicated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, us described in paragraph {e) of this section, that is not prompted by the carrier asking for readily
available biographical information, or account information.

The Company’s customers do not carrently have access fo their account online,

(d) in-Store access to CPNL A telecommunications carrier may disclose CPNI 10 a customer
who, at a carvicr’s retail location, first presents {o the teleccommumications carrier or its agenl a valid photo
[D matching the customer’s account information.

The Company’s CPNI policies allow the Company 1o disclose call detail CPNI 1o the customer at a retaif
location after presenting a valid photo ID that matches the customer’s account information.

(e) CLstublishment of a Password and Back-up Awthenticarion Methods for Lost or Forgotten
Passwords. To cstablish a password, a telecommunications carrier must authenticate the customer without
the use of readily available biographical information, or account infermalion. 'J'elecommunications carriers
may create a back-up customer authentication method in the event of a lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
information, or account mformation. If a customer cannot provide the correct password or the corvect
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company’s CPNI policies allow for a few ways to establish a password, all of which ensure
compliance with the above paragraph. Euch method also allows the customer to establish a back-up or
security question in the event that they forget their pussword, In no event doey the Company use readily
available biographical information er account informuation as a back-up guestion or (s a means (o
estublislh a pussword or authenticate the cusiomer.

()  Notification of account changes. Telecommunications carriers must notify customers
imimediately whenever a password, customer response lo a back-up means of authentication for lost or
forgotlen passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, mcluding the sclection of a password at service Initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail 1o the address of rccord, and must not reveal (he changed information or be sent 10 the
new account informaton.

The Company’s billing system automatically generates a notification when any of the fields listed in
Rule 64.2010(f) are created or changed. The Company then immediately notifies the customer through
carrier-originated voicemail or text message to the telephone number of record, or by mail to the address
of record (never a new address) when required by Rule 64.2010(f). The conlent of the notification
complies with the requirements of Rule 64.2010(f).



(g)  Business Customer FExemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers’ protection of CPNL

The Company does not utilize the business customer exception at this time.

Section 04.2011 Notification of customer proprietary network information security
breaches.

(a) A telecommunications carricr shall notify law enforcement of a breach of its customers” CPN{
as provided in this section. The carrier shall not notify its customers or disclose the breach pablicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ol notifying
Jaw enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven {7) business days, after reasenable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a cenmal reporting [acility.
‘Ihe Commission will maintain a link to the reporting facility at htwp:www. [ee gov/eh/cpnl.

(1) Nolwithstanding any state law lo the conlrary, the carrier shall nor notify customers or
disclose the breach to the public until 7 full business days have passed after notilication Lo the USSS and
the FBI cxcept as provided in paragraphs (2) and (3).

(2) 1f the carrier believes that there is an extraordinarily urgent need to notify any class of affected
cusfomers sooner than otherwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and may proceed to immediately notity its alfected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse clfects of such customer notification.

(3) [f the relevant investigaling agency determines that the public disclosure or notice to
customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclese or notity for an initial period of up to 30 days. Such
period may be extended by the agency as rcasonable nccessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a ¢riminal investigation or national security, The
agency shall provide in writing its initial dircclion to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporancously logged on the same reporting facility (hat contains records of
notifications filed by carriers,

(c) Recordkeeping. All carricrs shall maintain a record, electronicaily or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made Lo customers. ‘The record must include, i available, dates of discovery and notification, 4
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach,
Carriers shall retain the record for 2 minimum of 2 vears.

The Company has policies and procedares in place to ensure compliunce with Rule 64.2011. When it iy
reasonably determined that a breach has oceurred, the CPNI Compliance Officer will notify law
enforcement and ity customer in the required timeframes. A record of the breach will be maintained for
a minimum of twe years and will include all information required by Rule 64.2011.



