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February 1, 2014 

BY ELECTRONIC FILING 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 1 ih Street, SW 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31, 2013) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, FastTrack Communications, Inc. hereby files its most recent certification 
regarding its compliance with the rules of the Federal Communications Com mission set 
forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me at 970-828-1005 . 

Dennis Svanes 
CFO 

www.fasttrackcomm.net 970.247.3366 779 Tech Center Drive, Suite 200, Durango, Colorado 81301 
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Annual47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CP Nl Certification for 2013 

1. Date filed: February 1, 2014 

2. Name of company covered by this certification: FastTrack Communications, Inc. 

3. Form 499 Filer ID: 824116 

4. Name of signatory: Dennis Svanes 

5. Title of signatory: CFO 

6. Certif ication: 

I, Dennis Svanes, certify that I am an officer of the company named above, and acting as 
an agent of the company, that I have personal knowledge that the com pany has 
established operating procedures that are adequate to ensure compliance w ith the 
Commission 's CPNI rules. See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory 
review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Com mission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized re lease of CPNI. 

The company represents and warrants that the above certification is consistent with 47. 
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The 
company also acknowledges that false statements and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 

ej;~:f-..._---
Dennis Svanes 
CFO 

www.fasttrackcomm.net 970.247.3366 779 Tech Center Drive, Suite 200, Durango, Colorado 81301 



FastTrack Communications, Inc. 
779 Tech Center Drive, Suite 200 

Durango, Colorado 81301 

Accompanying Statement 

f'astTrack Communications, Tnc. ("Company") maintains the following operating proc~<.lures to ensure 
compliance with the rules set l"ortl1 in 47 C.F.R. Part 64, Subpart U: 

Section 64.2005 Use of customer propridary uctworl' information \Yithout customer 
approval. 

(a) Any telecommunications carrier may usc, disclose, or perm it access to CPNl for the purpose of 
providing or marketing service offerings among the categories or service (i.e., local, interexchangc, and 
CMKS) to which the customer already subscribes from the same carrier, without customer approval. 

(I) If a telecommunications carrier provides different categories of service, and a customer 
subscribes to more than one category of service offered by the carrier, the catTier is permitted to share 
CPNT among tJ1e carrier's affiliated entities that provide a service ofTcring to the customer. 

(2) rr a telecommunications carrier provides different categories or service, but u customer does 
not subscribe LO more than one offering by the carrier, th~ carrier is not perm itted to share CPNI with its 
a ffiliates, except as provided in §64.2007(b). 

(b) A telecomnnmications carrier may nol use, disclose, or permit access to CPN! to market to a 
customer service offerings that are within a category of service Lo which the subscriber does nol a lready 
subscribe rrom that carrier, unless that carrier has customer approval to do so, except as described in 
paragraph(c) of this section. 

(l) A wireless provider may use, disclose, or permit access to CPNI derived from its provision or 
CMRS, without customer approval, for the provision of CPE and infonnalion service(s). A wireline carrier 
may usc, disclose or permit access Lo CPNl derived from its provision of local exchange service or 
intcrcxchange service, without customer approval, for the provision or CPE and call answering, voice mail 
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion. 

(2) A telecommunications carrier may not Hsc, disclose, or permit access to CPNI to idenli(y or 
track customers that call competing service providers. for example, a local exchange carrier may not usc 
local service CPNI to track all customers that call local service compeliLOrs. 

(c) A telecommunications carrier may use, disclose, or permit access to Cl)NT, witlwut customer 
approval, as described in this paragraph (c). 

(I) A telecommunications carrier may usc, disclose, or permit access to CPNI, witl10ut customer 
approval, in its provision of inside wiring installation, maintenance, and repair services. 

(2) CMRS providers may use, disclose, or permit access to CPN! for the purpose of conducting 
research on the health effects of CMRS. 

(3) LECs, CMRS providers, and interconnecLed VolP providers may use CPNJ, without CListmncr 
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed 
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return, 
repeat d ialing, call tracking, call waiting, caller I. D., call forwarding, and certain Centrex features. 



(d) A telecommunications carrier may use, di:;close, or permit access to CPNJ to protect the rights 
or property of t11e carrier, or to protect users of those service~ and other caniers from fraudulent, abusive, or 
unlawlul use of, or subscription to, such services. 

Tlte Comptmy has atloptetl spec!fic CPNT policies to emure tht1f, in the absence of customer approval, 
CPNI is only used by the Company to provide or market service f~{ferings tlmMtg the categories of 
service {i.e., Local, interexcltange, and CMRS) to which the customer already subscribes. Tlte 
Company's CPNI policie<t prohibit the .tff{friug of CPNJ with affiliated companies, except us permilletf 
under Rule 64.2005(a)(l) or 111ith customer appro11rrl pursuant to Rule 64.2007(b). The only exceptions 
to t!Je.,·e policies are as permitted under 47 U.S. C.§ 222{d) anti Rule 64.2005. 

Section 64.2007 Approval required for usc of customer proprietary network information. 

(a) A telecommunications carrier may obtain approval through written, oral or electronic 
methods. 

( I ) A telecommun ications carrier relying on oral approval shall bear the burden of demonstrating 
that such approval has been given in compliance with the Commission's rules in this part. 

(2) Approval or disapproval to use, disclose, or permit accl:SS to a customer's CPNl obtained by a 
telecommunications carrier mu~1 remain in effect until the customer revokes or limits such approval or 
disapproval. 

(3) A telecommunications carrier must maintain records of approval, whether oral, written or 
electronic, for at least one year. 

Jn all circumsta11ces wltere customer approvul is required to use, disclose ot permit access to CPNI, the 
Company's CPNI policies require that the Company obtain customer approval through written, oral (Jr 

electronic method\· in compliance with Rule 64.2007. A customer's approval or disapproval remains in 
effect until the customer revoke.Y or limits the approval or di:mpproval. 11te Company maintains recortls 
of customer appmval {IVhether written, oral or electronic) for a minimum of one year. 

(b) Use of Opt-Out ond Opt-In Approval Processes. A telecommunications canier may, subject 
to opt-out approval or opt-in approval, u~>c its customer's individually identifinbJc CPNI for the purpose of 
marketing communications-related services to that customer. A telecommunications carrier may, subject to 
opt-out approval or opt-in approval, disclo!>e its customer's individually identifiable CPNT, tor the purpose 
of marketing communications-related service~ to that customer, to its agents and its affiliates that provide 
communications-related services. !\ telecommunications carrier may also permit such person or entities to 
obtain access to such CPN I for such purposes. Except ror use and disclosure of CPNT that is permitted 
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise 
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier 
may only use, disclose, or permit access to iLo; customer's individually identifiable CJ1t{J subject to opt-in 
approval. 

The Company does not m·e CPNJ for any purpo~·e (incltttling marf1etinJ: communications-related 
services) and does not disclose or graut access to CPNJ to any party (including to agents or affiliate~· that 
provitle communications-relatetl services), except as permitted under 47 U.S. C. § 122(d) and Rule 
64.2005. 

Section 64.2008 Notice required for use of Cllstomer proprietary network information. 

(a) Notification, Generally. ( 1) Prior to any solicitation for customer approval, a 
telecommunications carrier must provide notification to the customer of the customer's right to restrict use 
or, disclose of, and access to that customer's CPNI. 
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(2) A telecommunications carrier must maintain records or notification, whether oral, wriuen or 
electronic, ror at least one year. 

(b) Individual notice to customers must be p rovide-d when soliciting approval to use, disclose, or 
penni! access to customers' CPN1. · 

(c) Content of Notice. Customer notification must provide sufficient information to enable the 
customer to mal<e an informed decision as to whether to permit a carrier to use, disclose, or permit access 
to, the customer's CPNT. 

(I) The notification must state that the cu..r.;tomer has a right, and the carrier has a duty, under 
federal law, to protect the confidentiali ty of CPNJ. 

(2) The notification must specify the types or information that constitute CPNT and the speci fie 
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the 
customer of his or her right to disapprove tho~e uses, and deny or withdraw access to CPNl at any time. 

(3) The notification must advise the customer of the precise steps the customer must lake in order 
to grunt or deny access to CPN!, and must clearly state that a denial of approval will not affect the 
provision of any services to which the customer subscribes. However, carriers may provide a brief 
statemen t, in a clear and neutral language, describing consequences directly resulting from the lack of 
acce~;s to CPNL 

(4) The notification must be compn:hcnsible and mLtSt not be misleading. 

(5) Tf written notification is provided, the notice must be clearly legible, use sufficient ly large 
type, and be placed in an area so as to be readily apparent to a customer. 

(6) If any portion of· a notification is translated into another language, then all portions of the 
notification must be translated into that language. 

(7) A carrier may !State in the notification that the ClL'ltorner's approval to use CPNl may enhance 
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state 
in the notificat ion that it may be compel!ed to disclose CPNJ to any person upon anirmative written request 
by the customer. 

(8) A carrier may not include in the notification any statement attempting to encourage a customer 
to freeze third-party access to CPNJ. 

(9) The notification must state that any approval, or denial of approval for the use of CPNJ 
outside of the service to which the customer already subscribes from that carrier is valid until the customer 
affirmatively revokes or lim its such approval or denial. 

(I 0) A telecommunications carrier' s solicilaLion for approval must be proximate to the 
notification of a customer's CPNI rights. 

The Company's CPNlpolicies require that customeJ"!i he notijletl of their rights, anti the Company':; 
obligations, with respect to CPNl priM to any soliciuttion for customer approval. All required customer 
notices (whether written, oral or electronic) comply with tlte requirements of Rule 64.2008. The 
Company nutintai11s records of all required customer 1totices (whether written, oral or electronic) for a 
minimum of one year. 

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide 
notification to obtain opt-out approval through electronic or written methods, but not by oral 
communication (except as provided in par~raph (f) of this section). The contents of any such notifie<1tion 
must comply with the requ iremen ts of paragraph (c) of this section . 
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(l) Carriers must wait a 30-day minimum period of time a fter giving c ustomers notice and an 
opportunity to opl-out before assuming cuo;tomer approval to use, disclose, or perm it access to CPNI. A 
carrier may, in its discretion, provide f{)r a longer period. Carriers must notify customers as to the 
applicable waiting period for a response before approval is assumed. 

(i) Jn the case or an electronic form of notification, the waiting period shall begin to run from the 
date on which Lhe notification was sent; and 

(ii) Tn the case of notification by mail, the waiting period shall begin to run on the third day 
following the date that the notification was mailed. 

(2) Carriers using the opt-out mechanism must provide notices to their customers every two 
years. 

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with ll1e 
following requirements in addition to the reqLtirements generally appJicahlc to notification: 

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e
mail regarding their service in general, or CPNI in patticular; 

(ii) Carriers must allow customers to reply directly to e-mails conraining CPNT notices in order to 
opt-out; 

(iii) Opt-out e-mai l notices that arc returned to the carrier as undeliverable must be sent to the 
customer in another form before carriers may consider the customer to have received notice; 

(iv) Carriers that use e-mail to send CPNf notices must ensure that the suhjcct line of the message 
clearly and accurately identities the subject matter of the e-mail; and 

(v) Te lecommunications carriers must make available to every customer a method to opt-out that 
is or no additional cost to the customer and that is available 24 hours a day, seven day:-; a week. Carriers 
may satisfy this requirement through a combination of methods, so long as all customers have the ability to 
opt-out at no cost and are able to cnectuate that choice whtmcvcr they choose. 

Tlte Company tloes not current(y solicit "opt out" customer approvlll for the use or disclosure of CPNI. 
Tlte Company 1loes not use CPNJ for any purpose (including marketing conrmunicalions-related 
service~) tmd tloes not disclose or grt1nt access to CPNT to any party (including to agents or affiliates that 
provide commzmica.tions-related .'iervices), except as permitted under 47 U.S.C .§ 222(tl) and Rule 
64.2005. 

(e) Notice Requiremenls .)'pecijic to Opt-ln. A telecommunications carrier may provide 
notification to obtain opt-in approval through oral, written, or electronic methods. The contents of any such 
notification must comply with the requirements of paragraph (c) of this section. 

11te Company doe~· not currently solicit "opt in '1 customer ttpprovalfor the use or disclosure of Cl'Nl. 
The Company does not use, disclose t>r grant access to CPNl for any purpose, to any party or in any 
nuumer that would require a customer~\' "opt br" approval muter the Commi~;Jion ~~ CPNJ Rules. 

(!) Notice Requirements Specific to One-Time Use ofCPN!. ( I) Carriers may use oral notice to 
obtain limited, one-time use of CPNT for inbound and outbound customer telephone contacts for the 
duration or the. call, regardless of whether carriers use opt-out or opt-in approval based on the nature or the 
contact. 
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(2) The contents of any such notification must comply with the requirements of paragraph (c) o r 
this section, except that telecommunications carriers may omit any of the following notice provisions if not 
relevant to the limited use for which the carrier seeks CPNI: 

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed 
to maintain the opt-out election; 

(ii) Carriers need not advise customers that th~y may share CPNl with their <lffilialcs or third 
parties and need not name those entit ies, if the limited CPNT usage will not result in use by, or disclosure 
to, an alTiliate or third party; 

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access 
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is Hmitcd 
to one-time usc; and 

(iv) Carriers may omit disclosure of the precise sleps a customer must take in order to grant or 
deny access to CPNl, as long ac; th~ carrier clearly communicates that the customer can deny access to his 
CPNI for the call. 

in instances wlum: the Company seel<s one-time customer approval for tire use or disclosure of CPNI, 
lhe Company obtain.~ such approval in accordance with the disclosures, methods and requirements 
contained in Rule 2008(f). 

Section 64.2009 Safeguards required for use of customer proprietary networl< information. 

(a) Telecommunications carriers must implement a system by which the status of a custo111er's 
CPNf approval can be clearly established prior Lo the use ofCPNL 

T11e Company's' billing SJ'Stem allows authorized company pers·omzel to easily determine the status of a 
customer's CPNJ approval on U1e customer t~ccounl screen prior to the use or disclosure of CPN!. 

(b) Telecommunications carriers must train their personnel as to when they are and are not 
authorized to Ltse CPNl, and carriers must have an express disciplinary process in place. 

The Company has establishetl CPNI complit~nce policie.1· that include employee truininf? 011 restrictions 
ott the use and di.l·cfo.mre of CPNI and ret[Uired st~(eguarrls to protect against unauthorized use or 
disclo.mre of C'PNJ. Employees have signed tltat they understaml the CPNJ policies and a violation of 
those policies will result in disciplinary llction. 

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and 
their affiliates' sales and marketing campaigns that use their customers' CPNT. All carriers :>hall maintain a 
record of all instances where CPNl was disclosed or provided to third parties, or where third parties were 
allowed access to CPNL The record musl include a description of each campaign, the specific CPNl that 
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers 
shall retain the record for a minimum of one year. 

11w Company's CPNI policie.\' require lhtrl all sales ami mar/ceting cllmpaigns including those utilizing 
CPNJ be recorded and kept mt file for at least one year. Record.Y are also maintained for disclosure or 
access to CPNJ by tltirtl parties. The recoril.'i include the required information listed in Rule 64.2009(c). 

(d) Telecommunications carriers must establish a supervisory review process regarding carrier 
compliance wilh the rules in this subpart for out-bound marketing situations and maintain records of carrier 
compliance for a minimum period of one year. Specifically, sales personnel must obtain supervisory 
approval of any proposed out-bound marketing request for customer approval. 

5 



The Company's CPNT policies require employees to ohtain approval from the Compmzy's CPNI 
Complimtce Officer for all marketing campaigns, inclutling those utilizing ('PNI, prior to initiating lite 
campaign. Record of the marketing campaigns, along with the appropriate supervi.wuy approval is 
maintained for at least one year. 

(e) A telecommunications carrier n1ust have an orticer, as an agent of the carrier, sign and file 
with the Commission a compliance cerrificate on an annual basis. The officer must state in the certification 
that he or she has personal knowledge that the company has established operating procedures that are 
adequate to ensure compliance wilh the rules in this subpatt. The carrier must provide a statement 
accom panying the certificate explaining how its operating procedures ensure that it is or is not in 
compliance with the rules in this subpart. In addition, the carrier must include an explanation of any 
acrions taken against data brokers and a summary of all customer complaints received in the past year 
concerning the unauthorized release of CPNI. This filing must be made annually with lhc Enforcement 
.Bureau on or before March 1 in EB Docket No. 06-36, for data pertaining to the previous calendar year. 

The required o.fjicer cerliji<:lltion, actions taken ftgllinst data brokers and .mmmary of customer 
complllinl documenb· ltre inc/.udell witll this accompanying statement. The Compa11y will file tlleJe 
document.~ on an aunual has is on or before March 1 for dat.a perlaiuillg to the previous calendar year. 

(f) Carriers must provide wriHen notice within five business day!; to the Commission of any 
instance where the opt-out mechanisms Ul) not work properly, to such a degree that consumers' inability to 
opt-out is more than an anomaly. 

(l) The notice shall be in the form of a Jetter, und shall includ~;: the carrier's name, a description of 
the opt-out mcchanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was 
implemented, whether the relevant stale commission(s) has been notified and whether it has taken any 
action, a cory of the notice provided to customers, and contact information. 

(2) SLtCh notice must be submitted even if the carrier offers other methods by which consumers 
may opt-out. 

The Company does not currently solicit "opt out" customer approval for tlte use or disclosure (~f CPNI. 

Section 64.2010 Saft:guards on the disclosure or customer proprietary networl.: information. 

(a) Safeguarding Cf'Nl. Telecommunications carriers must take reasonable measures to discover 
and protect against attempts to gain unauthorized access to CPNL Telecommunications carriers must 
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact, 
online account access, or an in-store visit. 

The Company's CPNI policieJ mul employee training include reaJomtble memmre.~ to discover and 
protect agttim·t aNivity that is indicative ofpretexting and employees are instructed to nottfj' tlte CPNJ 
Compliance Officer ifatty .well activity is suspected. 

(b) Telephone access to CPNJ. Telecommunications caniers may only disclose call detail 
information over the telephone, based on customer-initiated telephone contact, if the customer first 
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by 
the carrier asking for readily available biographical information, or account information. If the customer 
docs not provide a password, the telecommunications carrier may only disclose call detai I information by 
sending it to the customer's address of record, or, by calling the customer nt the telephone number of 
record. lfthc customer is able to provide call detail information tt) the telecommunications carrier during a 
customer-initiated call v.·ithout the telecurnmunications carrier's assistance, then the telecommunications 
carrier is pennilled to discuss lhe call detail information provided by the customer. 

The Company's CPNI policies ensure thM n cu.stomet is only able to acce~·s call detail information over 
the telephone in one t!f the ways listed iu Rule 64.1010{b). lf the customer caunot remember their 
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password, they are prompted to answer a Jecu.rity questi.o11. Neither tile password 11or the security 
question are bused 011 rel/llily availllble hiographica/ information or account information. Customer 
service representatives are instructed to authenticate customers over the telepltone in al/lnstmrces except 
in the case where the customer provitles the call detail information without the assistance t~f the 
Company. 

(c) Online access 1u CPN!. A telecommunications carrier must authenticate a customer without 
the use of readily available biographical information, or account information, prior to allowing the 
customer onl ine access to CPNI related to a telecommunications service account. Once authenticated, the 
customer may only obtain online access to CPNI related to a telecommunications service account through a 
password, as described in paragraph (e) or this section, that is not prompted by the carrier asking for readily 
available biographical information, or account information. 

The Company'.~ customers tlo not currently It ave acces'l· to their accotmt online. 

(d) in-Store access to CPNJ. A telecommunications carrier may disclose CPNT to a customer 
who, at a canier's retail location, first presents to the telecommunications carrier or its agent a valid photo 
lD matching the customer's account information. 

The Company's CPNI policies allow the Company to disclose call detail CPNT ta the customer at a retail 
location after presenting a valirl photo JD that matches the customer's account il~formation. 

(e) Establishment of a Password and Back-up Authentication Methocl5 for Lost or Forgotten 
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without 
the use of readily available biographical information, or account information. Telecommunications carriers 
may create a back-up customer authentication method in the event of a lost or torgotten password, but such 
back-up customer authentication method may not prompt the customer for readily available biographical 
inrorrnation, or account information. If' a customer cannot provide the correct password or the correct 
response for the back-up customer authentication method, tl1e customer must establish a new password as 
described in this paragraph. 

Tlu! Company's CPN! policie.~ allow j'or a few ways to establish a passJY(m/, all of which ensure 
compliance with the above paragraph. J~'ac/r me/hod also allow.~· the customer to establi~·lt a back-up or 
security queslion in the event thut they forget their prt.~·sword. 111 1w event doe.1· the Compllny use readily 
available hiograpltical il!/'ormation or account inj'ornwtion aJ tt back~up question or as a mean:,· to 
establish a password or authenticate the customer. 

(I) Notification of account changes. Telt::communications carriers must notiry customers 
immediately whenever a password, customer response to a back-up means of authentication for lost or 
forgotten passwords, online account, or address of n.:cord is created or changed. This notilication is not 
required when the customer initiates service, including the selection of a password at service initiation. 
This notification may be through a carrier-originated voicemail or text message to the telephone number of 
record, or by mail to the address of record, and must not reveal Lhe changed infotmation or be sent to the 
new account information. 

11te Company·~· billing ~Y:<J'tem automatically genemtes a notification when any of t!te fields listetl in 
Rule 64.2010{/) are created or clumgetl. Tire Company then immediately notiji.e.tt the cu~·tomer through 
carrier-originated voicemail or text message to the telephone number of record, or hy mail to the adtlre:<J:'i 
of recortl (never t1 new afldress) when requiretl by Rule 64.20JO(j). The content of the notification 
complies with the requirements of Rule 64.2010(/). 

(g) Business Customer Exemption. Telecommunications carriers may bind themselves 
contractually to authentication regimes other than those described in this sectitln lor services they provide 
to their business customer that have both a dedicated account representative and a contract that specifically 
addresses the carriers' protection of CPNL 
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Th e Company lws contractuttl agreements in plttce with various busb1es.~ customers. Tfte contract~· 

specifically address the carriers' protection of the business customer's CPN! in accordance with Rule 
64.201 O(g), including a dedicated account representative. 

Section 64.2011 Notification of customer proprietary uctwurl< inform<ltion security 
breaches. 

(a) A telecommunications carrier shall notify law enforcement of a breach or its customers' CPNT 
as provided in this section. The carrier shall not notify its customers or d isclose the breach publicly, 
whether voluntarily or under stale or local law or these rules, unti l il has completed the process of notirying 
law enforcement pursuant to paragraph (b). 

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable 
determinat ion of the breach, the telecommunications carrier shall eleclronically notify the United States 
Secret. Service (USSS) and the Federal Bureau or Investigation (FBI) through a central repo1ting facility. 
The Commission wi ll maintain a link to the reporting facility at http://.www.fcc.gov/cb/cpni. 

(1) Notwithstanding any state law to the contrary, thG carrier shall not notify customers or 
disclose the breach to the publ ic until 7 full busines5 days have passed after notification to the USSS and 
the HIT except as provided in paragraphs (2) and (3). 

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class of allected 
customers sooner lhan otherw ise allowed under parag raph (1), in order to avoid immediate and irreparable 
harm, il shall so indicate in its notification and may proceed to immediately notify its affected customers 
only after consultation with the relevant investigating agency. The carrier shall cooperate with Lhe relevant 
investigating agency's request to minimize any adverse e flccts of such customer notification. 

(3) If the relevant investigating agency dclerrni.nes that the public disclosure or notice to 
customers would impede or compromise an ongoing or potential criminal investigation or national security, 
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such 
period may be extended by Lhe agency as reasonable necessary in the judgment of the agency. If such 
direction is given, the agency shall notify lhe carrier when it appears that public disclosure or notice to 
affected customers will no longer impede or compromise a criminal investigation or national security. The 
agency shall provide in writing its initial direction to the carrier, any subsequent exten:sion, and any 
notification that notice will no longer impede or compromise a criminal investigation or national security 
and such writings shall be contemporaneously Jogged on the same reporting facility that contains records of 
notifications filed by carriers. 

(c) Recordkeepinx. All carriers shall maintain a record, electronically or in some other manner, of 
any breaches discovered, notification made to the USSS and the F13I pursuant to paragraph (b), and 
notification made to customers. The record must include_, if' available, dates of discovery and nolilication, a 
detailed description of t11e CI'Nl that was the subject of the breach, and the circumstances or Lhe breach. 
CarTier~ shall retain the record for a minimum of2 years. 

The Company has policies ami procedures in place to ensure compliance with Rule 64.2011. When it is 
reasonably determined that a breach ltas occurred, the CPNI Compliance Officer will notify law 
enforcement all(/ its cwtomer in Ute requiretl timeframes. A recoNI of the breach will he mainttti11etl for 
a mb1imum of two years a11tl will include all information required by Rule 64.2011. 
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