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Title of Officer signing: Vice-President 

I, Deb Egli, certify that I am an officer of the Company named above, and acting as an 
agent of the Company, that I have personal knowledge that the Company has established 
operating procedures that are adequate to ensure compliance with the Commission 's CPNT rules. 
See 47 C.P.R.§ 64.2001 et seq. 

Attached to this certification as Exhibit I is ru1 accompanying statement explaining how 
the Company's procedures ensure that the Company is in compliance with the requirements set 
forth in section 64.200 I er seq. of the Commission's rules. 

The Company has not taken any actions (proceedings instituted or petitions filed by a 
company at either state commission, t11e court system, or at the Commission against data brokers) 
against data brokers in the past year. 

The Company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 



Exhibit I 

RU •. \10NT TEI.EPIIONE COMPAI\Y 

STATEMENT EXPLAI!'IIING IIOW THE COMPANY'S OPERATING PROCEI>l lRES ENSURE 
COMPLIANCE WITH THE FCC'S CPNI RULES 

I. Customer Proprietary Network Information ("CP~I") 

CI'NI is ddined in Section 222(1) of the Communications Act as(;\) information that relates to the quantity. 
technical contiguration. type. destination. and amount of usc of a telecommunications service suhscrihcd to hy an~ 
customer of a tdecommunications <:arrier. and that is made available to the carrier b~ the customer soldy hy \ inuc 
of the carrier-customer relationship: and (B) information wntaincd in the hills pcnaining to telephone e:..dtange 
service or telephone toll sa vicc n:cci\cd hy a customer of a carrier (cxcept that CP>JI doc~ not include subs~:r i hcr 
list inl(mnation). 

Gt:ncrally. CI'Nl indudes personal information regarding a consumer"s u~c of his or her telecommun ications 
services. t'l'!\1 en~:ompasses information such as: (a) the h:lcphonc rlllmhers elllkd by a consumer: (b ) till: 
tdephone numbers ealling a eustomer; (e) the time. loeation and duration of a eonsum~.:r" s outhound <md inbound 
phone ~:ail s. and (d) the teleeomm unications and int(Jrmation services purchased hy a consumer. 

Call detail int(Jrmation (also known as ··call records"') is a c.:ategory of CPN I thai is partic.:ulllrly sensitive: from a 
privac.:y standpoint and that is sought h: prctcxt.:rs. hac.:kc.:rs and oth.:r unauthorit.cd entities fil r illegitimat ~.: 

purposes. Call detail includes any inf(mnation that pertains to the transmission of a spcciti~: telephone ca ll. 
induding the number c.:allcd (for outbound ealls). the numbc:r from which the call \\US placed (for inbound ~:a il s I. 
and the date. time. location and/or duration o f the ~:all (lor all c.:alls ). 

11. Use and Disclosure ofCP~I Is Restricted 

The Company recognizes thai CPNI includes ini(Jrmation that is personal and individually identifiahlc. and that 
privacy com:crns have kd Cong.ress and the FCC to impose rcstri~:tions upon its ust· and disc losure. and upon the 
provis ion o f a~:c.:c.: s:. to it by indiv iduals or entities inside and outside the Company. 

The Company has designated a CPJ'.:I Compliance Oniccr who is responsible l(lr: (II wmmun icat ing with the 
Company·s attorneys and/or c.:Prbttltants regarding C PN I rcsponsihilit io.:s, req uirements and n:stri.:tions: (2) 
supervising the training of Company employees and agents who usc or have ac.:~.:css w CPN!: (3) supavis ing the 
usc.:. dbclosure. distrihution or aceess to the Company·s CI'N I hy indepemknt contractors anJ joint \t:nturc: 
partners: (4) maintaining records r~.:garding the usc of CPNI in marketing c.:ampaigns: and (5) receiving. revkwing. 
and resolving questions or issues rc.:garding usc. disclosure. distrihution or provision of a.: cess to CPNI. 

Company employees and agcnts that may deal \\ilh CI'N I have hccn int<mned that thac arc suhstantia l !Cdcral 
re~trictions upon CP:\1 usc. distribution and aeeess. In o rder to be authoriLed to usc or access the Cornpan: ·s 
CI'NI. employees and agents must rc~:civc training with rcsp~.:cl to th~ requiremcnts of Section 222 ,,f the 
Communications A~:t ami the: FCC"s C'PNI Ruks (Subpart l l of Pan 64 of tho: f CC RulcsJ . 

Bdi.m; an agent. indcpcndc:nt .:ontrauor or joint \entur~.: partnc:r ma) n:ec iv..: or bo: allowed to a~.:cess or usc the 
Company·s CPNI. the agcm· s. independent contractor·s or joint venture panncr·s agreement with the Company 
must .:ontain provisions (or the Company and the agent. independent contractor or joint ventur.: panncr must enter 
into an additional contidcntialit) agreement which provides ) that: (a) the agent. independent contractor nr joint 
vc·nturc pan ncr may usc the ( 'PNt only ti>r the purp<"<' li•r which tlw ( 'I'Nt has hc,·n pro' idcJ: (h) the ag<·nt. 
indo::pendcnt contmctor or joint venture partnc:r may not diselose or distrihutc the CP:-.ll to. or allO\\ access to the 
C I'NI hy. any other party (tmlcss the agent. independent contractor or joint venture panncr is expressly and 
spcc.:itically required to do soh: a .:ourt order): and(~.:) the agcnt. indepemknt contractor or joint venture partner 
must implement appropriate and specilk sati:guards aeccptablc to the Company to ensure the confidentiality of 
the Company·s CP!\1. 

Ill. Protection of CPNI 

I. The Company may. after re~.:ci\ ing an appropriate \Hillen rc4uest from a customer. disclose nr provide the 
customcr·s ( ' I' I\; I to the customer h) sending it to thc customer's addrcs~ or rccord. An) and all suc.:h customer 
requests : (I) must be rnade in \Hiting: (2) must indudc the cuslomo::r·s correct hilling name anJ address and 



h:lo.:phonc numh.:r: (3) must sp.:cif)-" <:\ilctly what type or types ol't'I'NI must he Jisdosnl o r prO\ideJ: t4) must 
spedfy tht: time period for which the CPNI must he disclosed or prtl\ided: and 15) must he signed hy the 
customer. The Company will disclose CI'NI upon aflirmatin: written request h~ thl· customer to any pt:rson 
dcsignatt:d by the customer. but on I~ afkr tht: Compan) calls the customer' s telephone number of record and/or 
sends a notification to the customer's address of record to verify the accuracy of this rcqucsL 

2. I'hc C ompany ''ill providt: a customer's pho ne records or other ( ' I'N I to a lim cnfilrccmmt ag<:m:~ in 
accordance with applicable legal n:quir<:mcnts. 

3. Since Ikc~:mher X. 2007, the ( 'ornpany retains all customer pass11on ls and "sharc::d s.:..: ret" qut:stion-answcr 
combinations in s..:curc tiks that may ho: acco:ss.:J onl~ by authorizcJ Company ..:mploy.:es who n.:.:d SliCh 
inf(lrmation in order to autht:nticate th.: identity of customo:rs requesting call detail inlhrmation uvc::r the: tdo:phone. 

4. Since I >eccmhcr S. 20tJ7. ( 'ompany employees authenti cate all telephone requ<:sb ti1r ( ·p:--;[ in the same m<tnner 
whether or not the CPNI wnsists of' call Jetail information. That is. Compan~ cmploy ..:..:s must : (a) he fu rn ished 
the customer's pre-establi shed password (or correct am,\\crs to the had,;-up ··shart:d secn:t" combinations): (h) 
st:nd th~: relJuc::steJ infimnation to the: customer's postal or electronic "addr..:ss of record" (sec d efin ition above):" 
or (c) call the customer hack at thc customer's "'telephone numhcr of record" (sec ddlni tion above ) with the 
rt:qucsted information. 

5. Th..: Company has aJoptcd a policy that it Joes not and will not usc. Jisclosc or permit access to CPN I hy an 
aftiliatc. 

6. When an existing customer calls the Company to inquire ahout or order new. additional or mollified scrv ic<:~ 

(in-bound marketing). tho: Company may use the customer's CPNI other than call ddail CI'NI to as~ist the 
customer ti1r the duration of the customer's call if the Company provid..:s !h..: customer w ith the oral notil:c 
required hy Sections 64.200X(c) and 64.200X(I) of the 1-'('("s Rules and alkr the Company autht:nticatt:s the 
customer. 

Since December 8. 2007. th<: Company discloses or releases call detail information to customers during customer­
initiated telephone contacts only \vhcn the customer provides a prc-estahlishcd pas~\\·ord. If the customer does not 
provide a password. call detail inlimnation is rclca-;cd on ly by sending it to the ..:ustomer's address of record or by 
the carrier calling the custwner at the tclcphon..: numher of r..:cord. If the cu,tom..:r is ahk to provide to the 
Company during a customt:r-initiatcd tt:l~:phone call. all o f the call detail inlimnation necessary to address a 
..:ustomt:r scrvi.:e issue (i.t' .. the telephone number ..:ailed. when it was calico. anlL if applicable. the amount 
..:hargt:d for the call) '' ithout Company assistan..:c. then the Company may take rout ine ..:ustomcr servi..:c a.:tions 
related to such in!ilrtnation. (IIO\Icver. under this cir~umstancc. the Company may no t di sclos.: to t h~ customer 
any call detail int(•nnation about the .:ustomer a..:count other than the call detail inlimnation that tho: .:ustomc::r 
provides without the customer llrst providing a password.) 

7. The Company has adopted a polk~ that it docs not and \lill not usc. disclose. or permit access to CI'NI in 
connection \\ith Company-initiat..:J marl..ding of scrvi..:cs to which a customer docs not alrcaJy suhs..:rihe from the;: 
Company (out-hound marketing. ). 

X. The Company maintains appropriate paper and/or dcctronic records that allo\\ it s employees. independent 
.:ontraetors and joint vo.:nturc partners to dearly establish the status of" cad1 customer 's Out-out and/or Opt-In 
approvals (if any) prior to usc of the ..:ustom..:r's CJ>NI. Th..:s~: rcwrds indude: (i) tho: dat..:(s ) of any and all of the 
.:ustomer 's deemed Opt-out approvals and/or Opt-in approval s. togeth.:r with the dates of any modifications or 
revocations ofsu..:h approvals: and (iiJ the type(s) ofCI'NI usc. access. disclosure and/or distribution appro,·cd by 
the ..:ustomcr. 

'J. Bct(lrc a customer' s CPNI can he useJ in an out-hound marketing acti,·ity or .:ampaign. the Company's 
r..:.:ords must bt: ch~:..:kcJ to d etermine the status of the customt:r's CJ>~f approval. Company employees. 
independent contra..:tors and joint vcntur..: partnc;:rs arc r..:4uircd to notitY tho: CI'NI Compliance Ofticcr of any 
access. m:cura.:y or security pmhlcms the~ ..:ncountcr with respect to these re.:ords. 

tf nc\\, additional or c"\tcndcd approvals arc n~:ccssary. the Cl':-..11 Complian..:c Ofticcr will determine whether the 
Company's "Opt-Out CPNI Notice" or "Opt-In CPNI N1lli~e" must he uscJ "ith rcspo.:ctto various proposcJ out­
bound m<.~rkcling activities. 

10. Tht: C PNI Complian..:e Offil:t:r \\i ll maintain a rc..:ord of each out-hound marketing activity or ~:ampaign. 
including: til a description of the campaign: (i i) the spccillc C I'NI that was used in the campaign: (ii i) the date an1l 



purpose of the campaign: and (ivl what products and services were ofkred as part of tht.: ~:ampaign. I his record 
shall he maintained l(lr a minimum of one year. 

II. The Cornpany's employees and hilling ag.:nts may us.: Cl'~l to initiate. render. hill and collect for 
tcle~:ommunications services. The Company may obtain information trom new or c:--;isting customers that may 
constitute CI'NI as part of applications or rc4ucsts ltlr m:w. additional or modified servie.:s. and its employees and 
agents may use such customer inhmnation (without further customcr approval) to initial..: and provide the 
services. Likewise. the Company's cmployees and hilling agents may use customer s..:rvi.:t.: and calling n:cords 
(without customer approval): (a) to hill customers l(lr services rendered to them: (h) to investigate and resolve 
disputes with customers n:garding their hills: and (c) to pursue legal. arhitmtion. or othcr processes to collect late 
or unpaid bills from customas. 

12. The Company·, cmployees and agcnts may usc Cl'Nl without customer approval to protect the Company's 
rights or property. and to protect users and other carriers from trauduknt. ahusi\c or illegal use of(or subscription 
to) the h::h.:communications so.:rvice from which the CPNI is derived. 
Because allegations and investigations of traud. ahusc and i lie gal usc consl ituk' very sensitive matters. any access. 
usc. disclosure or distrihution of CI'NI pursuant tu this Section must be expressly approved in advance and in 
writing hy the Company·s CI''Jl Compliance Otllccr. 

13. The Company's employees. agents. independent contractors and joint venture partn.:rs may !'iOT usc CI'\J I to 
identity or track customers who have made calls to. or n:ccivcd calls from. competing carriers. Nor may the 
Company's employees. agcnts. indcpend..:nt contractors or joint n:nture partners usc or disclose t 'I'NI tor personal 
reasons or pro tit. 

14. Company policy mandates that Iiles containing CPNI he maintilincd in a scum: manner su..:h that they ..:annot 
be used. accessed. disclosed or distributed hy unauthorized individuals or in an unauthorized manner. 

15. Paper Iiles containing CI'NI an: kept in s..:..:ure areas. and may not h..: used. removed. or copied in an 
unauthorized manner. 

16. Company employees. agents. independent contractors and joint venture partners are required to notif) the 
CPNI Complianc..: Officer of any access or so.:curity problems they encounter \\ith respect to tiles containing 
CI'NI. 

17. The Company may permit its customers to ..:stahl ish online accounts. but must require an appropriall: password 
to bc furnished hy th.: customer bo.:tllro.: he or sho.: can access any CJ>NI in his or her online account. Since 
Dc~:o.:mbcr 8. 2007. paSS\\Ords may NOT be based upon readily obtainable hiographkal information (e.g. th~ 
eustomcr·s nam~. moth~r·s maiden name. social security numhcr or dat..: ol'hirth) or a.:(oUJlt information (e.g. the 
customer's t~lcphone number or address). 

18. Since Decernher 8. 2007. customers may obtain an initial or n.:placcmcnt password: (iJ ifthcy come in person 
to tho.: Company's business oftkc. produce a driver's license. passport or other govcrnrn..:nl-issued idcntili~:ation 
verifying their id.::ntity. and correctly answer certain 4uestions regarding their scrvi~:e and address: or (ii) if they 
call a specitlcd Company telephone number from their tclo.:phon~: numbt.:r of r.::cord. and then \\ait at that number 
until a Company rt.:prcsentative calls th.:m hack and ohtains corre~:t ans\\t:rs to certain questions regarding their 
so.:rvicc and address. 

19. Since December 8. 2007. the Company will noti(\ customers immediately of certain changes in their accmmts 
that m;ty affect priv<K~ or security matters. 

a. Thl.· types nf chang~.-~~ thcll r&:q~Jin.· in11ncdiak notification lnclw.k: (il) '-'hangL~ or n.·qu.:st for ~hang.~ of the 

customer's password: (b) change or r~qucst J(•r change of the customer's address of record: (c) change or 
re4uest for change ol' any significant dement of the customcr·s online account: and (d) a change or ro.:quo.:st 
t(n change to th..: custonler· s rcspons..:s with rcspe\:1 to the hack-up means of authcnti~:ation for lost or 
forgotten passwords. 

h. The notice may h..: provided by: (a) a Company call or voieemail to the ..:ustomer·s telephone numhcr of 
record: (h) a Company text message to the customer's telephone number of record: or (c) a written notic..: 
mailed to the customer·,.. address of rL'<.:ord (to the cllstom..:r· s prior addrt.:"' of record if thc change indudo.:s a 
change in the custom..:r' s address of n:cord ) . 

..:. The notice must idcntit~ only the gcn..:raltypc or change and must not n::vcal the changed int(•rmation. 



d. The Compan) employee or agent sending the notice must prepare and furn1sh to the CPNI Compliance 
Officer a memorandum containing: (a) the name, address of record. and telephone number of record of the 
cu~tomer notified: (b) a copy or the exact '~ording of the te.\1 message. \Hillen notice. telephone message or 
voiccmail message compnsmg the notice: and (c) the date and umc that the not1ec was sent. 

20. incc December 8. 2007. the Company must provide an initial notice to Ia\\ enlorccment and a subsequent 
notice to the customer if a security breach results in the disclosure ofthe customer's CP I to a third part) \\lthout 
the customer's authorization. 

a. As soon as practicable (and in no e\ent more than seven (7) days) aficr the Company discover<; that a 
person (without authoriz.ation or c\ceeding authoritation) has intentional!) gained access to. used or 
disclosed CP I. the Company must provide electronic notification of such breach to the United tales ~ccret 
Service and to the Federal Bureau of Investigation v1a a central reponing. fac1ht) accessed through a hnk 
mamtained by the FCC at http. "''" kc.go~ cb £nill. 

21. Since December 8. 2007. the Company '' 111 provide customers'' ith access to CPNI at its retail locations if the 
customer presents a valid photo ID and the \'alid photo ID matches the name on the account. 

22. Since December 8. 2007. the Company takes reasonable measures to dbcovcr and protect against activity that 
is indicative of pretexting including requiring Company employees. agents. independent contractors and joint 
ventu re partners to notil) the CPNI Compliance Officer 1mmed1atcl} by vo1cc. voiccmail or email of: (a) any 
suspicious or unusual call requesting a customer' s call detail information or other CPN I (including a call ''here 
the caller furnishes an mcorrcct password or incorrect ans\\cr to one or both or the "shared secret" quesuon­
ans,,er combinations): (b) an) suspicious or unusual attempt by an individual to chang.e a customer's password or 
account information (includmg providing inadequate or inappropriate idcnulication or incorrect "address or 
record," " telephone number or record'' or other significant service information): (c) any and all discovered 
instances where access to the Company's electronic files or databases containmg pa.~swords or CPNI was denied 
due to the provision of incorrect log ins andlor passwords: and (d) any complaint by a customer of unauthori£ed or 
inappropriate usc or disclosure of his or her CPNI. The CPNI Cumpliance Olliccr will request funher mformation 
in writing. and investigate or supervise the investigation ol: any incident or group of incidents that reasonably 
appear to entail pretexting. 

23. Company and its authoritcd employees may use CPNI to pro' ide call location mformation regarding mobile 
users in certain emergent) Situations. 1::.\cept in an unforc~een cmergene) involvmg a substantial threat to human 
life or safety, any and all use or provision of CPNI under this categol) mu~t involve the specific ty.pes or 
categories of emergencies listed in wnting b) the Company's Cl>Nl Compliance Ollicer 

IV. C PNI Compliance Officer 

In addition to the specific mancr.; requ1rcd to be revle\~cd and approved hy the Company's CPNI Compliance 
Officer, employees and agents. independent contractor~ and joint ~enture partners are strongly encouraged to bring 
any and all other quesuons. issues or unccnainties rcgardmg the use. disclosure, or access to CP I to the attention 
of the Company's CP I Compliance Officer for appropriate investigation. revie\\ and guidance. The extent to 
which a particular employee or agent brought a CPN I matter to the attcnuon of the Cf> I Compliance Ollicer and 
received appropriate guidance is a material consideration in an) disciplinary action brought against the employee 
or agent for impermissible use. disclosure or access to C'PNI. 

V. Disciplina ry P rocedures 

The Compan; ha..~ mforn1ed its crnplo)ce~ and agent". independent contractOI"'i and joint "cnture partners thm il 
cons1dcr.; compliance with the Commumcations Act and I CC Rules rcgardmg the usc, d1sclosurc, and access to 
CPNI to be vel) important. 

Violation by Company employees or agents of such CPNI requirements" ill lead to disc1phnary action (including 
remedial training, reprimands, unfavorable performance reviews, probation, and termination), depending upon the 
circumstances of the violation (including the severity of the violation. whether the violation was a first time or 
repeat violation, whether appropriate guidance wa..~ sought or received from the CP I Compliance Officer. and the 
extent to \\hich the violation \\US or '"as not deliberate or malic1ous). 

Violation by Compan) independent contracto~ or joint venture partners of such CPNI requirements will lead to 
prompt diSCiplinary action (up to and includmg remedial trammg and termination of the contract) 


