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I, Deb Egli, VP. certify that I am an officer of the Company named above. and acting as 
an agent of the Company, that I have per onal knowledge that the Company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules. 
See 47 C. F.R. § 64.200 I et seq. 

Attached to this certification as Exhibit I is an accompanying statement explaining how 
the Company's procedures ensure that the Company is in compliance with the requirements set 
forth in section 64.200 I et seq. of the Commission's rules. 

The Company has not ta~en any actions (proceedings instituted or petitions filed by a 
company at e ither state commission, the court system, or at the Commission against data brokers) 
against data brokers in the past year. 

The Company has not received any customer complaints in the past year concerni ng the 
unauthorized release ofCPNI. 



Exhibit 1 

LaGrant Connections, LLC 

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES ENSURE 
COMPLIANCE WITH THE FCC'S CPNI RULES 

1. Customer Proprietary Network Information ("CPNI") 

CI'Nl is defined in Section 222(!) of the Communications Ad as (A) inf(mnat ion that relates to the quantity, 
technical configuration, type, destination. and amount of usc of a tclccommunicarions service subscribed to by any 
customer of a telecommunications carrier, and that is made available to the carrier hy the cu,tomer solely hy virtue 
of the carrier-customer relationship: and (B) information contained in the hills pertaining to telephone exchange 
service or telephone toll service r..:ct:ived by a customer of a carrier (except that CI' NI docs not include subscriber 
list information). 

Generally. CPNI includes personal information regarding a consumer's use of his or her telecommunications 
serv ices. CPNI cncompass;.:s information such as: (a) the telephone nu mbers cal led by a consumer: (b) the 
telephone numbers calling a customer: (c) the time, location and duration of a consumer's outbound and inbound 
phone call s, and (d) the telecommunications and information services purchased hy a consumer. 

Call detail inlormation (also known as "call records") is a category of CI'Nl that is particularly sensitive from a 
privacy standpoint and that is sought by pretextt:rs, hackers and other unauthorit.cd entities for illegitimate 
purposes. Call detail includes any information that pertains to the transmission of a specific telephone call, 
including the number callt:d (for outbound calls), the numbt:r from which the call was placed (for inbound calls). 
and the date, time, location and/or duration of the call (for all call s). 

II. Use and Disclosure of CPN I Is Restricted 

The Company recognizes that CPN! includes information that is personal and individually identifiable. and that 
privacy concerns have led Congre:ss and the FCC to impose restrictions upon its usc 11nd d isclosure. IIJlU upon the 
provision of access to it hy individuals or entities inside and outside the Company. 

The Company has designated a CPN! Compliance Officer who is responsible for: ( I ) communicating with the 
Company's attorn<:ys and/or consultants regarding CI'NI responsibilities. requirements and restr ictions: (2) 
supervising the training of Company employees and agents who use or have access to Cl'l\il : (3) supervising the 
usc, disclosure, distribution or acc..:ss to the Company's t:PNI hy independent contractors and joint venture 
partners; ( 4) maintaining records regarding the usc of CPNI in marketing campaigns: and (5) receiving. reviewing 
and resolving questions or issm:s regarding us..:. disclosure. distribution or provision of' access to CI'Nl. 

Company employees and agents that may deal with CPNI have been informed that there arc substantial federal 
restrictions upon CPNI use. distribution and access. In order to be authorized to use or access the Company's 
CPN l, cmployet:s and agents must receive training with respect to the requirements of Section 222 of the 
Communications Act and the f-CC's CPN I Rules (Subpart LJ of Part 64 of' the f-CC Ru k s). 

Before an agent. independent contractor or joint venture partm:r may receive or be allowed to access or us~:: the 
Company's CJ>NL the agent' s, independent contractnr·s or j oint venture partner's agreement with the Company 
must contain provisions (or the Company and the agent, independent contractor or joint venture partner must entt.:r 
into an additional confidentiality agreement which provides) that: (a) the agent. independent contractor or joint 
venture partner may u~c the CPNI only fi>r the purpose fi>r which the CI'N I has hcen provided; (h) the agent. 
independent contractor or joint venture partner may no t disclose or distribute the CPNI to, or allow access to the 
CPNI hy. any other party (unless the agent. independent contractor or joint venture partner is expressly and 
specifically required to do so hy a court order); and (c) the agent. independent contractor <lr joint venture partner 
must implement appropriate and spccitk safeguards acceptable to the Company to cnsur~:: the confidentiality of 
the Company's CPN!. 

Ill. Protection ofCPNI 

I. The Company may. after receiving. an appropriate written request from a customer. disclose or provide the 
customer's CPNI to the customer hy :;ending it to the customer's address or record. Any and all such customer 
requests: ( 1) must be made in wri ting: (2) must include the customer's correct bi ll ing name and address and 



telephone number: (31 must specify exactly what type or typl'S ol" CPNJ must he disclosed or provided: (4) must 
specify the time period li1r which th.: CI'NI must be disclosed or provided: <Uld (51 must h.: signed by the 
customer. The Company will disclose CPN I upon affirmative written request by the customer to any person 
designated by the customa. hut only allcr the Company .:ails the customer's telephone number of n:cord and/or 
sends a notitlcation to the customer's address of record to wrily the accuracy of this request. 

2. The Company \\ill provide a ..:ustorner',.; phone records or other ( 'I'NI to a law cnl(m.:crncnt agency in 
ac..:ordancc with applicahk kgal rcquin:mcnts. 

J. Since December X. 2007. the Company retains all custmm:r passwords <Uld "shared s.:cn.:t'' ljUestion-answcr 
combinations in sc..:un: Ilks that 1nay he accessed only by authorized Company cmployecs \\ ho need su.:h 
inlimnation in order to authenticate the identity of customers requesting .:all detail inlimnation ovcr thc tckphonc. 

4. Since Deccmhcr X. 2007. Company crnployecs auth.:nticatc all td.:phone requests l(lr ( 'I'NI in the same manner 
wh.:thcr or not the Cl'Nl consists or call detail information. !'hat 1s. Company emplo:c:.:s must: (a) he furnished 
the customer's pre-established password (or correct answers to tho: had,-up "shared sc.:rct" combinations): (h) 
send tho: requested inl(mnation to tho: customer's postal or electronic "address of rc..:ord" (sc.: ddlnition ahmc):" 
or (c) call thc customer back at tho: customer's "telephone numh.:r of record" (s.:c ddinition above) \\ith the 
rcqu.:stcd information. 

5. l'hc Company has adoplcd a polky that it do..:s not and \\ill not usc. disclose or permit access to t'l'NI by an 
artlliatc. 

6. When an existing customer .:ails the Com pan) to inquire about m order n.:w. additional or modi ll.:d sen ices 
(in-bound marketing). the Company may usc the customer's t'PNI oth.:r than .:all detail CI'NI to assist the 
customer for the Juration of the customer's call if th.: Company provides the cu,.;tomcr with the oral notice 
required by Scctions 64.200X(c) and 64.200X( t) of the FCC's Ruks and aft.:r th.: Company authenticates the 
customer. 

Since Deeemh.:r R. 2007. tho: ( 'ompany disclos.:s or releases call tktail information to customers Juring customer­
initiated telephone contacts only when the customer provides a prc-.:stablishcd password. If the customer docs not 
provide a password. call detail inlimnation is r.:l.:ased only hy sL·ndmg it to the customer's address of record or h\ 
the carrier calling the customer at the tdcphonc number of rccon.L If tho: cuslOJm:r is ahk to provide to th~ 
Company during a customer-initiated telephone call. all of th.: call detail int(mnation ne..:.:ssary to addr.:ss a 
customer scrvic.: issue {i.e .. the tdephonc number caii.:J. when it \\as called. and. if applicable. the amount 
charged !tlr the call) without ( 'nmpany assistance. then the t 'ompany may take routine customer service actions 
related to such information. (However. und..:r this circumstance. the Company may not Jisdos.: to th.: custom.:r 
any call detail information about the customer account other th<U1 the call detail intonnation that the customer 
provid.:s without the customer !Irs! providing a password.) 

7. Tho: Company has adopt.:J a policy that it docs not and will not usc. dtsclose. or permit access to CPNI in 
connection '' ith ('om pan~ -initiated marketing of scrviccs to which a custom..:r docs not alrcad). suhscribc from the 
Company (out-bound mark.:ting). 

X. The Company maintains appropriate paper and/or .:k.:tronic records that allm' its cmploy.:cs. imkpendcnt 
contractors and joint venture partners to clearly cstahlish tho: status of .:ach customer·s Out-out and/or Opt-In 
approvals (if any) prior to usc of the customer's CI'NJ. lh.:se records includ..:: (i) the Jate(s) nfany and all of the 
customer's deemed Opt-out approvals and/or Opt-in approvals. togcthc.:r with the dates of any moditlcations or 
rcvocations of such approvals: and ( ii) the type(s} of ( ' I'Nl usc. access. disclosure andior distribution approv..:d by 
the customer. 

9. !kfi:lrt: a customer's CPNI can h.: us.:d in an out-hound mark.:ting activity or campaign. the l'ompany·s 
n:cords must he checked to dctcrmin.: the status of the .:ustomer's CP~l approval. Company .:mploy.:cs. 
independent contractors and joint venture partners arc requin::d to not it)' the ('I'~ I ( 'ompliancc Oftiecr of an). 
access. accuracy or security problems th.:y en.:ount.:r with respect to thesc records. 

If new, additional or ~:::-.;tcndcd approvals arc ncccssar).. the CP!\1 Compliance Oftkn will dcterminc whether the 
Company's "Opt-Out CI'NI Notice" or "Opt-In CPNI Notice" must he used with n::sp.:ct to various proposed out­
hound markc.:ting activitics. 

10. The CI'Nl Complian.:o: Ol'licl·r will maintain a record of each out-hound marketing activity or campaign. 
including: (i) a d.:sniption ofth.: campaign: (ii) th.: sp.:cillc CPI\1 that was used in thc .:ampaign: (iii) the date and 



purpose of the campaign: and {iv) what products and services were offered as part of the campaign. This record 
shall be maintained for a minimum of one year. 

II. The Company's employees and billing agents rna) usc CPNI to initiate, render. bill and collect for 
telecommunications services. The C01npan) may obtain information from new or c:~.isting customers that rna) 
constitute CPNI as pan of applications or requests for ne,~. additional or modified services, and its employees and 
agents may use such customer information (without further customer approval) to initiate and provide the 
services. Likewise. the Company's employees and billing agents may usc customer service and calling records 
{without customer approval): {a) to bill customers for services rendered to them: (b) to investigate and resolve 
disputes with customers regarding their bills; and {c) to pursue legal, arbitrlltion, or other processes to collect late 
or unpaid bills from customers. 

12. n1e Company's employees and agents rna) usc CPNI without customer approval to protect the Compan) ·s 
rights or property. and to protect users and other carriers from fraudulent, abusive or illegal usc of (or subscription 
to) the telecommunications service from which the CPNI is derived. 
Because allegations and investigations of fraud. abuse and illegal usc constitute very sensitive matters. an) access. 
usc, disclosure or distribution of CPNI pursuant to this Section must be expressly approved in advance and in 
writing by the Company's CPNI Compliance Officer. 

13. The Company's employees, agents, independent contractors and joint venture partners may NOT use C PNI to 
identif) or track customers v .. ho have made calls to, or received calls from. competing carriers. Nor may the 
Compan) 's employees. agents, independent contractors or joint venture partners usc or disclose CPNI for personal 
reasons or profit. 

14. Company policy mandates that files containing CPNI be maintained in a secure mmmer such that the) cannot 
be used. accessed, disclosed or distributed by unauthori1ed indh iduals or in an unauthoritcd manner. 

15. Paper files containing CPNI arc kept in secure areas. and rna) not be used. removed. or copied in lUl 
unauthorized manner. 

16. Company employees. agents. independent contractors m1d joint venture partners are required to notify the 
CPNI Compliance Officer of any access or sccurit) problems the) encounter with respect to files containing 
CPNI. 

17. The Company may permit its customers to establish online accounts, but must require an appropriate password 
to be furnished by the customer before he or she can access an) CPNI in his or her online account. Since 
December 8, 2007, passwords may NOT be based upon readily obtainable biographical information (e.g .• the 
customer's name, mother's maiden name. social security number or date of birth) or account inforn1ation (e.g .. the 
customer's telephone number or address). 

18. Since December 8. 2007, customers may obtain an initial or replacement password: {i) if they come in person 
to the Company's business office. produce a dri\cr·s license. passport or other government-issued identification 
verifying their identit), and correctly answer certain questions regarding their sen icc and address: or (ii) if the> 
call a specified Compan) telephone number from their telephone number of record, and then wait at that number 
until a Company representative calls them bact. and ohtains correct answers to ccrtam questions regarding their 
service and address. 

19. Since December 8. 2007. the Compm1y will notify customers immediately of certain changes in their accounts 
that may affect privac) or securit) matters. 

o. The types of changes that require immediate notification include: (a} change or request for change of the 
customer's pass,~ord: (b) change or request for change of the customer's address of record: (c) change or 
request for change of an) significant element of the customer's online account, and {d) a change or request 
for change to the customer's responses with respect to the back-up means of authentication for lost or 
forgouen passwords. 

b. The notice may be provided by: (a) a Company call or voicemail to the customer's telephone number of 
record: {b) a Company text message to the customer's tclcphom: number of record: or (c) a written notice 
mailed to the customer's address of record {to the customer's prior address of record if the change includes a 
change in the customer's address of record). 

c. The notice must idcntil) only the general type of change and must not reveal the changed information. 



d. The Company empiO)CC or agent sending the notice must prepare and furnish to the CJ>NJ Compliance 
Officer a memorandum contaanang: (a) the name. address of record, and telephone number of record of the 
customer notified: (b) a copy or the e:\act wording of the tc\1 message. written notice. telephone message or 
voicemail message comprising the notice: and {c) the date and time that the not ice v'a.' sent. 

20. ince December 8. 2007. the C01npany must provide an initial notice to Ia\\ enforcement and a subsequent 
notice to the customer if a security breach results in the disclosure of the customer's CPNI to a third party without 
the customer's authorization. 

a. As soon as practicable (and in no event more than seven (7) days) aflcr the Company d1scovers that a 
person (without authoritation or exceeding authori7..ation) has mtcntionall) gained access to, used or 
disclosed CPNI. the Company must provide electronic notification of such breach to the l nited States Secret 
en ice and to the Federal Bureau of Investigation via a central reporting facilit.> accessed through a lin!.. 

maintained by the FCC at h!!.n "~' ~' fcq~ov ch s.:pna. 

21. Since December 8. 2007. the Company will provide customers with access to CP I at ns retail locations 1f the 
customer presents a valid photo ID and the vahd photo ID matches the name on the account. 

22. Since December 8. 2007, the Company takes reasonable measures to discover and protect agaanst activit.> that 
is indicative of prete\ling including requiring Company employees. agents. independent contractors and JOi nt 
venture partners to noufy the CPNI Compliance Officer immediate)) b) voice. voicemail or email of: (a) any 
suspicious or unusual call requesting a customer's call detail information or other CPNI (includang a call vvhere 
the caller furnishes an incorrect passv\ord or incorrect atlS\ver to one or both of the "shared secret" quc!.IIOn­
ans,,er combinations): (b) any suspic1ous or unusual attempt b) an individual to change a customer's password or 
account information (inc luding providing inadequate or inappropriate identification or incorrect "address or 
record:· '"telephone number of record" or other significant service information): (c) any and all discovered 
instances where access to the Company's electronic Iiles or databases containing pass\\Ords or CPNI was denied 
due to the provision of incorrect logins and/or passwords: and (d) an) complaint by a customer of unauthorited or 
inappropriate use or disclosure of his or her CPNI. I he CPNI Compliance OITicer will request fun her an fo rmation 
in writing, and investigate or superv1se the investigation of. an) incident or group of incidents that rca:;onably 
appear to entail pretexting. 

23. Company and its authorited emplo)ec~ may usc C'PNI to provide call location information rcgardang mobile 
users in certain emergenC} si tuations. h.cept in an unforeseen emergency involving a substantial threat to human 
life or safet). an) and all usc or provis1on ol CP I under this categoT) must involve the specific types or 
catcgones of emergencies listed an Miting by the Company's CPNI Compliance Ollicer 

IV. CP NI Compliance O fficer 

In addition to the specific matters required to be revie"cd and approved by the Company's CPNI Compliance 
Officer. cmplo)ees and agents. andepcndent contractors and joint \enture partners are strongly encouraged to bring 
any and all other questions, issues or uncertainties regarding the use. disclosure. or access to C'P I to the attention 
of the Compan) 's CP I Compliance Officer lor appropriate investigation, revie\\ and guidance. Tiu.: e:\tent to 
which a particular emplo)ee or agent brought a CP I mutter to the attention of the Cl'NI Compltance Officer and 
received appropriate guidance 1s a material consideration in an) disciplinary action brought against the employee 
or agent for impermissible use. dbclosure or access to CPNI. 

V. Disciplina ry Procedures 

fhc Complln) hllli informed its empiO)CC" und agents. independent contractors and joint venture partners thnl it 
considers compliance with the Communications Act and fCC Rules regarding the usc, d1sclosure. and access to 
CPNI to be very important. 

Violation by Company employees or agents of such CPNI requirements \\ill lead to disciplanary actaon (includang 
remedial training. reprimand~. unfavorable pertormance re'>ie\\ S. probation. and termination). depending upon the 
Circumstances of the vtolation (including the scvemy of the violation. \\hcther the '>iolation wa' a first time or 
repeat violation. whether appropriate gu1danec was sought or received from the CPNI Compliance Officer. and the 
extent to which the violation was or \\US not deliberate or malic1ous). 

Violation b) Compan) andcpendent contractors or joint venture partners of such CPNI requiremenb "ill lcad to 
prompt disciplinary action (up to and including remedial training atld termination of the contract). 


