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Dear Ms. Dortch: 

Pursuant to the Commission's Public Notice, DA 14-138, released February 5, 2014, 
attached for filing is the Section 64.2009(e) Customer Proprietary Network Information 
certification and accompanying statement covering the prior calendar year 2013 of Campti­
Pleasant Hill Telephone Co., Inc. (Form 499-A Filer ID No. 809646). 

Please contact the undersigned should you have any questions or require additional 
information. 
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2014 covering the prior calendar year 2013 

1. Date filed: February 18, 2014 

2. Name of company(s) covered by this certification: Campti-Pleasant Hill Telephone Co., Inc. 

3. · Form 499 Filer ID: 809646 

4. Name of signatory: Tom Edens 

5. Title of signatory: Chief Financial Officer 

6. Certification: 

I, Tom Edens, certify that I am an officer of the company named above, and acting as an agent of the 
company, that I have personal knowledge that the company has established operating procedures that are 
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's procedures 
ensure that the company is in compliance with the requirements (including those mandat(ng the adoption of 
CPNI procedures, training, recordkeeplng, and supervisory review) set forth in section 64.2001 et seq. of the 
Commission's rules. 

The company has not taken actions (i.e., proceedings instituted or petitions filed by a company at 
either state commissions, the court system, or at the Commission against data brokers) against data brokers 
in the past year. 

The company has not received customer complaints In the past year concerning the unauthorized 
release of CPNI. 

The company represents and warrants that the above certification Is consistent with 47 C.F.R. § 1.17, 
which requires truthful and accurate statements to the Commission. The company also acknowledges that 
false s tements and misrepresentations to the Commission are punishable under Title 18 of the U.S. Code 
and m ~ubj t It to enforcement actlon. 

Signed~f---'----~-------
Attachments: Accompanying Statement explaining CPNI procedures 
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CAMPTI-PLEASANT HILL TELEPHONE CO., INC. 
STATEMENT OF COMPANY POLICY 

Whe1t referred to 111 th~ p/Ulinu utforlh bekJw, "Comptlliy," "we," Dr "w" 
refen to tmd llfelutlu 11U NnploJ1f!!n1 lluocltlte8, tmd 11gmta of Cllmptl-Pluat111t Jrlll 
TelqhoM Co., ],c. 

Campti-Pleasant Hill Telephone Co., Inc. (the "Company ') has a duty to piotect 
the confidential, CUstomer Proprietary Network Information ("CPNI") of ow customers, 
other telecommunications caniers, and equipo;tent manufacturers. Therefore, the 
following guidelines shall be followed by all employees and agents oftbe Company: 

CPNI is any infmmation that relates to the quantity, tcclmical configuration, type, 
destination, location, and amount of use of a telccomtnunications service subscribed to by 
any customer of a telecommmrications can:ier, and that is made available to the canic:r by 
the customer solely by virtue of the eanier-customer relationship. CPNI also includes 
blfonnation contained in the bills pertaining to the telephone exchange service or 
telephone toll service received by a customer of a carrier. 

Proprietary information of our customers, other telecommunications carricn, and 
equipment manumcturers is protected by Federal law. 

CPNI which the Company obtains from another caaier for the purpose of 
providing a particular telecommunications service may be used only for the 
provision of that sezvice, and may not be used for any othcawise unrelated 
marketing effom. 

Individually identifiable CPNI that we obtain by providing a telecommunications 
service may be used, disclosed, or released only in the circumstances as set forth 
in the Company' s CPNI Operating Guidelines. 

The release of any CPNI by sales pmounel must be authorized by a 1uperv:lsor. 

The Company takes seriously the protection of our customers' CPNI, and In 
aceordan~ wlth 47 C.F.R. § 64.2009 will be aubject to dfldplinary review for 
violation of the polldes set forth above. Please.eomact your supervisor If you have 
any questions or require additional Information, 
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Company Operating Guidelines Relating to Cu1tomer Proprietary Network lnfonnatlon 

I. fnfn)ductlon. 

Camptl.Pfeuant HIU Telephone Co., Inc. (the "Company") has implemented the procedures ouUined In 
the following Operating Guidelines relating to customer Proprietary Network lnfonnatlon (MCPNt•). 
Through the Implementation and following of these Operating Guidelines, the Company Intends to ensure 
Ita compfiance With the Communications Ad of 1934, as amended, and related regulations regarding 
CPNI that have been adopted by the Federal communications Commission ("Fcc•). Accordingly, from 
time to time, theae guidelines may change based on changes In the govemlng taw or FCC regulations. 

CPNI, according to federal law, is (a) informaUon that relates to the quantity, technical conflgUl8tion, type, 
destination, location, and amount of usa of a teleoommunlcatfons service subscribed to by any customer 
of the Company, and that Is made available to the Company by the customer solely by vll1ue of the 
Company-customer relationship; and (b) information contained In the bills pertaining to telephone 
exchange service or telephone toll service receiVed by a customer of the Company. This type of 
Information Includes personallnformaUon such as: the telephone numbers called by a customer; the 
length of phone calls; and services purchased by a customer, such as call waiting. 

Federal law also contemplates data referred to a.s •customer Information" and •subscriber llst lnfonnstion. • 
These types of data do not In~ peiBOnal, lnd/VIdually-ldentlfiable lnforma~n. Aggregate customer 
Information Is data that relates toe group or category of customers from which lndMduel customer 
Identities and characteristics have bsen removed; subtJCrlber list Information Is data such as subBctlber 
names, addresses, and telephone numbers. The Compeny's Operating Guidelines address only federal 
regulations that ate app/lceble to CPNI. 

In accordance with federal law, the company may use, dlsctose, or permit access to CPNI In ICs provlalon 
of (a) the telecommunications service from which such lnfonnatlon Ia deriVed, or (b) aervlces n~ry 
to, or used In the provJeion of that telecommunications service, Including the publication of telephone 
dlrectortea. 

The COmpany may obtain approval from the customer to access and use that Cllatomer's CPNI through 
either "Opt-out• or •ept-tn• methods. The Company may, subject to opt..gut apptt?val or opt-In approval, 
uae Its customer's Individually Identifiable CPNI for the purpoae of marketing communications-related 
services to that customer. The Company may, subject to opt-out approval or cpt-tn approval, disclose Its 
customer's Individually Identifiable CPNI, for the purpose of marketing communications-related eervlcea to 
that customer, to Its agents and liS affiliates that provide communications-related services. The Company 
may also permit such persons or entitles to obtain access to such CPNI for such purposes. Except for 
uae and disclosure of CPNt that Is permitted without cuatomer approval under Section II.C, below, or that 
Is described In this paragraph, or as otherwise provided In section 222 of the Communications Act of 
1934, as amended, the Company may only use, disclose, or permit access tD Its customer's Individually 
Identifiable CPNI subject to opt-In approval. The •opt-tn• and •opt-our methods are described below in 
SectJonsiV.D and IV. E. 

11. Limitations on Company Uae of CPNt. 

It Is the general policy of the Company to not use CPNI. If, however, CPNI fs used, then the uae of CPNJ 
by the Company will be only In ac:cordance with the following guidelines. 

A. Scope of Ute 

The Company may usa. disclose, or permit access to CPNI for the purpo&e of providing or 
marketing service offerings among the categories of service (I.e., local and lnterexchange) which 
our customer already subscribes wfthout customer approval. 
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If a customer subscribes to more than one category of service offered by our Company, then the 
Company may share CPNI among our affiliated entitles that provide a service offering to the 
customer. 

tf a customer does not subscribe to more than one offering of our Company, then the Company 
will not eh8re that customer's CPNI With Its amllates, except In eocordanoe with the Opt-out and 
Opt-In procedures deecrlbed below (Sections IV.O and IV.E, below). 

B. Permitted and Non-Pennltttd Use of CPNI by the Company 

The Company will not use, disclose, or permit access to CPNI to market to a customer service 
offerings that are within a category of aervfce to which the subscriber doea not ahady subscribe 
from our Company, unless the Company has obtained the customer's approval to do so. The 
Company may use CPNI Without customer consent only In accordance with Section II.C, below. 

The Company does not use, disclose or permit access to CPNI to Identify or track customers that 
call competing service provldera. For example, customer &ervlce repreeentetlves and other 
Company personnel may not uee local serv~ CPNI to track aU customers that call local service 
oomp.elltors. 

C. Utt of CPNI without CuatDmtr Approval 

The Company may use, disclose, or permit access to CPNI, without customer approval, only as 
described below. 

The Company may use, disclose or permft access to CPNI derived from Its provtalon of local 
exchange service and mey do so without customer approval for the provision of CPE and call 
anawerfng, voice mall or messaging, volta storage and retrieval services, fax store and forward, 
and protocol conversion. 

The Company alao provides lnterexchange services (typically referred to as ~long distance• 
teiVIce). The Company may use, disclose or permit acoess to CPNI derived from Its provision of 
lnterexchange service and may do so without customer approval tor the provision of CPE and call 
answering, voice mail or messaging, voice storage and retrieval services, fax store and forWard, 
and protocol conversion. 

The Company may use, disclose, or permit access to CPNI, without customer approval, In Its 
provision of Inside wiring Installation, maintenance, and repair services. 

The company may uee CPNI, without customer approval, to market services formerly known as 
adjunct-to-basic servlc86, such as, but not limited to, speed dialing, computer-provided directory 
anlatance, call monitoring, call tracing, call blocking, caU return, repeat dialing, caR tracking, call 
wafting, caller 1.0., call forwarding, and cet1aln centrex features. 

The Company may use, disclose, or permit access to CPNI to protect the rights or property of the 
company, or to protect users of those services and other carriers from fraudulen~ abusive, or 
unJawfUl use ·of, or subscription to, such services. 

111. Approval Required for Usa of CPNJ. 

A. General Pollcltl Regarding Cu1tomer Approva,. to Use CPNI 

2 
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The Company may obtain a customer's approval to use CPNI through written, oral or electronic 
methods. 

If the Company relies upon a customer's oral approval, then the Company will bear fhe burden or 
demonstrating that such approval was given In compliance with applicable FCC rules. 

The cuttomer's approval or disapproval to use, disclose, or pennlt access to that customet'e 
CPNI shan remain fn effed until 1he customer revokes or Rmlts such approval or disapproval. 

The Company will maintain rec~rd& of approval, whether oral, written or electronic, for at feast 
one year. 

B. U1e of CPNI Where Cu.tomer Approval Is Received 

The Company may use either "Opt-out• or •opt-In" approval processes as provided for In 
applicable FCC regulations In order to use a customer's CPNI. Theie approval processes are 
described In Sections N.D and N.E, below, 

Where approval for the use of CPNIIs received by the Company from the customer, the 
Company may u&e a customer's Individually Identifiable CPNI for the purpose of mertcetlng 
oommunlcatlons-related services to that customer. Ukewlse, Wh~ this appFOVal is received, the 
Company may also disclose a customer's Individually Identifiable CPNI for the purpose of 
marketing communications-related services to that customer, to Ita agents, and to It& affiliates that 
provide communlcallons-related aervlc:es. Further, where approval has been received by the 
customer of the use by the Company of hl8/her CPNI, the Company may also permit tuch 
persona or entities to obtain access to such CPNI for such purposes. Except for use and 
disclosure of CPNI that Is permitted without customer approval as described In Section II, above, 
or via an Opt..fn or Opt-out authorization described In Sections IV. D. and IV.E, below, the 
Company may only Utle, disclose, or permit access to Its customers' Individually ldenttftable CPNI 
subject to Opt-In approval. 

rv. Notice Raqulred for Uee of CPNI. 

A. General Requirement 

The Company shall provide noUflcatton to the customer at the customer's right to reitr1ct use of, 
disclosure or, and access to that customer's CPNI prior to any solicitation fer customer approval. 

The Company will maintain records of notification, whether oral, written or electronic, for at feast 
one year. 

B. lndlvfdual Notice Under Certain Circumstances 

The Company shall provide individual notice to customers When soliciting approval to use, 
disclose, or permit acceu to customers' CPNI. 

c. Elements that •hall bt Included In any Customer Notice (Opt In and Opt Out) 

The customer notification shall provide sufficient Information to enable the customer to make an 
Informed declelon as to whether to permit the Company to use, disclose, or pennlt access to, the 
customer's CPNI. The Company's notification will comply with the following: 

3 



-~ T :·•:r-:~·."r. ·-:. ~· . • -:·t "'':"' .... _ , ~· •, • -. •• • ••• .... _. • •• · .... ••• ... . . . ....... . -, 

1. The notification shall state that the customer has a right, and the Company has a 
duty, under federal law, to protect the confidentiality of CPNI. 

2. The notfflcatfon shall specify the types of Information that constitute CPNI and the 
specific enUtles that wiD receive the CPNI, describe the purposes for which CPNI 
will be used, and Inform the customer of hla or her rtght to disapprove those 
uses, and deny or withdraw access to CPNI at any Ume. 

3. The notification shall advise the customer of the preclse steps the customer must 
lake In order to grant or deny access to CPNI, and must state clearly that a 
denial of approval w!U not affect the provision of any services to which tt-le 
customer subscribee. However, the Company may provide a brief statement I~ 
ctear and neutiallanguage, describing consequences directiy reeulfiiig from. the 
lack of access to CPNI,/.e., that the Company may be unable to market to the 
customer products and services tailored to the cuatcmer's needs. 

4. The notification shall be comprehensible and shall not be mlsleadlng. 

5. If wrttten notification Is provided, then the notice shall be clearly legible, use 
sufficiently la~e type, and be placed In an area so as to be readily apparent to a 
customer. 

6. If e~ny portion of a notification Is translated Into another language, then all 
portions of the notlflcaflon shall be translated Into that language. 

7. The Company may state in the notification that the customer's approval to use 
CPNI may enhanoe the Company's ability to offer products and aervtcaa tailored 
to tha customer's nftds. The Company also may state In the notfflcatlon that it 
may be compelled to d1SCIO$e CPNI to any person upon affirmative written 
request by the customer. 

8. The Company shall not Include In the notification any statement attempting to 
encourage a customer. to freeze third-party access to CPNI. 

9. The notification shall state that any approval or dental of approval for the use ot 
CPNI outside of the service to whloh the customer already subscribes from the 
Company Is valid until the customer affirmatively revokes or llmlta such approval 
or denial. 

10. The Company's solicitation for approval must be proximate to the notlflcatJon of a 
customer's CPNI rights. 

D. Opt-out Approval 

wopt-out approvat• Is a method for obtaining customer consent to use, disclose, or permit access 
to the customer's CPNI. Under this approval method, a customer Is deemed to have consented 
to tile use, disclosure, or access to the customer's ·CPNI it the customer has failed to object to the 
Company's use of the customer's CPNI after the customer Is provided appropriate notification of 
the Company's request for consent that Is provided In a manner consistent with the eppllc:able 
federal rulea and these Operating Guidelines. 

The Company may provide a customer notification to obtain her/his Opt-out approval through 
electronic or written methods. Except as provided In Section IV.F, the Company will provide 
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notification to obtafn opt-out approval through electronic or written methods, but not by oral 
communication. 

The contents of any such notification shall comply with the atanda~s described In Section IV.C, 
above. The Company may use Opt-out approval to obtain a customer's consent to ahare CPNI 
among the Company's affiliates. 

Where the Company elects to use the Opt-out approval process, the Company shall waft 30..days 
(or In Ita discretion a longer period of time) after giving ~ustomers such notice and an opportunJty 
to Opt-out befote assuming customer approval to use, dltclose, or permit access to CPNI. In an 
events, the Company shall notify c~Jttomers as to the applicable waiting period for a response 
before approval Ia assumed. 

tf the Company uses an electronic fonn of notification, then the waiting period shall begin to run 
from the date on whiCh the notification was sent · 

If the Company sends notification by mall, then the waiting period shall begin to run on the third 
day following the date th'at the notlflcatlon was mailed. 

If the Company uses Opt-out notification, then the Company will provide notices to Its customers 
every two years. · 

If the Company uses e-mail to provide Opt·out notices, then It will comply with the following 
federal requirements, In addition to the requirements generally applicable to notification: 

1. The Company wlll obtain express, vartflable, prior approval from eonsumel'8 to 
send notices via e-maU regarding their service in general, or CPNt In partJoular; 

2. The Company will allow customers to reply directly to e-malls containing CPNI 
notices In order ~ Opt-out; 

3. If an Opt-out e-mail notice Is returned to the Company as undeliverable, then It 
wUI be sent to the customer In another form before the Company whl conakler the 
customer to have received notice; 

4. The Company will ensure that the subject line of e-mail messages containing 
CPNI notices will Identify clearly and accurately the subject matter of the e:-m•il; 
and 

5. The Company wfll make available to every customer a method to Opt-out that I& 
of no additional coat to the customer and that Is available 24 hours a day, seven 
days a week. The Company may satisfy this requJrement through a combination 
of methods, eo long as all customel'8 have the ability to Opt-out at no cost and 
are able to effectuate that choice whenever they choose. 

E. Opt-In Approval 

•opt-In approval" Is a method for obtaining customer consent to use, disclose, or permit acceaa to 
the customer's CPNI. This approval method requires that tha Company obtain from the customer 
affirmative, express consent allowing the requested CPNI usage, disclosure, or ac:cees after the 
customer Is provided appropriate notification of the Company•a request conaJatent with applicable 
Federal ~ulatlons as reflected In these Operatlr!g Guidelines. The Company may provide 
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notification to obtain Opt-in approval through oral, written, or electronic methods. The contents of 
any such notification must oomply with the standards of Section IV.C, above. 

F. On• Time Uae af CPNI 

The Company may use oral notice to obtain limited, one-time use of CPNI for Inbound and 
outbound customer telephone contacts for the duration of the call, regardless of whether the 
Company uses Opt-out or Opt-in approval based on the nature of the contact. 

The contents of any such notification must comply with the requirements of Section IV.C, above, 
except that the Company may omit any of the following notice provisions If not relevant to the 
Dmlled use for which the Company seeks CPNI: 

1. The Company need not advise customers that If they have opted-out previously, 
no action Js needed to maintain the Opt-out eleotlon; 

2. If the Company's limited CPNI usage wiD not result In use by, or disclosure to, an 
affiliate or third party, then the Company need not advise cuatorners that the 
Company may share their CPNI With the Company's affiliates or third parties and 
need not name those entitles, 

3. The Company need not dlaclo5e the means by which a customer can deny or 
withdraw future access to CPNI, but the Company must then explain to 
customers that the scope of the approval the Company seeks Is limit~ to one­
time use; and 

4. If the Company communicates clearly that the customer can deny access to hie 
CPNI for the call, then the Company may omit discloaure of the precise steps a 
customer must 1ake In order to gtant or deny acceas to CPNI. 

V. Compilny Safeguarde for Use of CPNI. 

A. Approval Syatem 

The Company shall Implement a system by which the status of a C1J&tomer's CPNI approval can 
be clearly established prior to the use of that customer's CPNI. 

8. Training 

The Company ahall train Its personnel as to when they are and are not authorized to use CPNI, 
and the Company shall have an express dlsclpnnary process in place for non-compliance with the 
Company's safeguards for use of CPNI. 

C. CPNI Coordinator 

The Company shall appoint a CPNI Coordinator who will supervise Implementation and 
adherence to these Operatlng Guidelines. 

D. Recorde 

• 
The Company shall maintain a record, electronically or In some other manner, of Its own and Its 
affillates'sales and marketing campaigns that use Its customers' CPNI. The Company shall 
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maintain a record of all Instances where CPNI was disclosed or provided to third parties, or where 
third parties were allowed access to CPNI. This record shall Include a de&crlptJon of each 
campaign, the speclflc CPNI that was used In the campaign, and what products and aervJces 
were offered as a part of the campaign. The Company shall retain the record for a minimum of 
one year. 

E. Supervision of CompDance 

The Company shall establish a supervisory review process regarding its compliance with federal 
reguladons regarding outbound marketing sltuitiOns and maintain records of its compliance for at 
least one year. Sales personnelshaU obtain supervisory approval of any proposed outbound 
marketing request for customer approval. 

F. Compliance Certfflcatlon· 

An offtcer, as an agent of the Company, shall sign a compnance certificate on an annual basis 
staflng that the o1Tlcer has personal knowledge that the Company has established operating 
procedures that are adequate to ensure compliance with federal CPNI regulations. The 
Company shall Include With the certification a statement explaining how the Company's operating 
procedures ensure that it Is or Is not In compliance with the rules In thla eubpart. Additionally, the 
Company shall Include with its certification an explanation of any actions lsken agalnet data 
brokers and a summary of all customer complaln1s received In the past year concerning the 
unauthorized release of CPNI. The COmpany shall make this filing annually with the Enforcement 
Bureau of the FCC on or before March 1 In EB Docket No. 06-36, for data pertaining to the 
previous calender year. 

G. Notice of No...Compllanc• 

The Company shall provide to the FCC written notice within five business days of any Instance 
where the Opt-out mechanisms do not work property, to such a degree that consumal'8' lnabftlty 
lo Opt-out Ia more than an anomaly. The notice shall be In the form of a letter, and wiii·Jnclude 
lhe Company's naine, a description of the Opt-out mechanlsm(s) used, the problem( a) 
experienced, the remedy proposed and when the Company wllfldld Implement It, whether the 
relevant state c:ommlaslon(s) has been ~otified and whether • has taken any action, a copy of the 
notice provided to cuatomers, and contact Information. The Company ahaU pmvfde such notlae 
even if the Company offers other methods by whJch consumers may Opt-out, and only one of 
those methods was affected. 

VI. Company Safeguards on the Disclosure of CPNI 

A. Safeguardfng CPNI 

The Company shall take reasonable measures to dlsc:over and protect against attempts to gain 
unauthorized access to CPNI. The Company shalf properly authenticate a oustomer prior to 
disclosing CPNI based on customer-Initiated telephone contact, online account access, or en lnp 
store vlstt. 

1. Telephone access to CPNI 

The Company may only disclose call detail informatJon over the telephone, based on 
customer-Initiated telephone contact, If 1he customer first provides the carrier with a 
password, as described In paragraph VI.B, below, that is not prompted by the canier 
asking for readily available biographical information, or account Information. If the 
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customer does not provide a password, the Company may only dJsclose call detail 
Information by sending It to the customer's address of record, or by caRing the customer 
at the telephone number of record. If the customer Ia able to provide call detail 
Information to the Company during a customer-Initiated call without the Company's 
assistance, then the Company may discuss the call detail Information provided by the 
customer. 

2. Online access to CPNI 

The Company 8hall authenticate a customer without the use of readUy available 
blographlcallnfonnatJon, or account Information, prior to allowing the customer online 
access to CPNI related to the Company's service account with that customer. Once 
authenticated, the customer may ority obtain online access to CPNI related to hlslher 
telecommunications service account through a password, as described In paragraph 
vt.B, below, that is not prompted by the Company asking for readily avaUable 
biographical Information, or account Information. 

3. In-store acceas to CPNI 
. . 

The Company may dlsalose CPNI to a customer who, at the Company's retan location, 
first presents to the Company or Its agent a vaUd photo 10 matching the customer's 
account infonnaUon. 

B. E.tabllshment of a PaAword and Back-up Authentication Methods for Lost or 
Forgotten Pusworda 

To eatabllsh a password, the Company shall authenticate the customer without the use of readily 
available blographlcallnfonnatlon, or account Information. The Company may create a back-up 
customer authentJcaUOn method In the event of a lost or forgotten password, but the Company's 
back-up customer authentlcetton method ehaR not prompt the customer for readily available 
blographlcallnfonnation, or account Information. If a customer cannot provide the conect 
password or the correct response for thet back--up customer authentication method, the customer 
must establish a new password as described In this paragraph. 

c. Notification of account changee 

The Company shall notify customers Immediately whenever~ password, customer response to a 
back-iip means of authentication for lost or forgotten pesewords, online account, or address of 
record Is created or changed. This notification ts not required when the cuatomer Initiates service, 
Including the selection of a password at service Initiation. This notification may be through a 
Company-originated voice mail or te>ct message to the telephone number o' record, or by mall to 
the addresa of record, and must not reveal the changed Information or be sent to the new account 
Information. 

D. Business cuetomer exemption 

The Company may bind Itself contractually to authentication regimes other than those described 
In this Section VI for services It provides to ll$ business cuatomers that have both a dedicated 
account representaUve and a contract that apeclfloalfy addresses the Company's protection of 
CPNI. 

a:. Definitions 
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The followfng definitions of certain terms used In this Section VI shall govern the Implementation 
and klterpratation of the requirements of this Section VI . 

Account Information 

• Aoc:ount Information• shall mean that Information that Is specifically connected to the 
customer-s service relationship with the carrier, Including such things as an account 
number or any component thereof, the telephone number associated with the ac:c:ount, or 
the bDI's amount 

Addren of Ncord 

An •address of record, • whether postal or electronic, shall mean an address that the 
Company has associated with the customer's account for at least 30 days. 

Cell detail Information 

"Call detail information• shall mean any Information that pertains to the transmission of 
specific telephone calls, including, for ootbound calls, the number called, and the time, 
location, or duratlon of any call and, for Inbound celts, the number from which the call was 
placed, and the time, location, or duration of any call. 

Readily available blographlcallnfonnation 

•Readily available blographlcallnformatlon• shall mean Information drawn from the 
customer's life history and lncludee such things as the costomer'e social security number, 
or the last four digits of that number, mother's malden name; home address; or date of 
birth. 

Telephone n.umber of record 

A "telephone number of record· shall mean the telephone number associated with the 
underlying service, not the telephone number supplied aa a customer'& •contact 
Information. • 

Valid photo 10 

A uvalld photo 10• shall mean a govemment-lesued means of personal Identification with 
a photograph such as a driver's license, passport, or comparable ID that Is not expired. 

VII. NotfftcatJon of CPNI Security SreachH 

A. . Notification to Law Enforcement 

The Company shall notify law enforcement of a breach of Its customers' CPNI as provided In this 
Section VII. The Company shall not notify its customens or disclose the breach publicly, whether 
voluntarily or under state or local law or these rules, untJIIt has completed the process of notifying 
law enforcement pursuant to Section VIlA 

As soon as practicable, and In no event later than seven (7) business days, after reasonable 
determination of the breach, the Company shall electronically notify the United States Secret 
Service (•usss·) and the Federat Bureau of lnvestJgatlon f 'FBij through· a central reporting 
factnty. The Internet link to the reporting facility that shall be used by the ·company shall be that 
maintained by the FCC at http:/lwww.fcc.gov/eblcpnl. 
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Notwithstanding any state law to the contrary, the Company shall not notify customer& or dlscloee 
the breach to the public untJI 7 full business days have passed after notification to the USSS and 
the FBI except If the Company beUeves that there Ia an extraordJnartly urgent need to notify any 
class of affected oustome111 sooner than the seven (7) buslnees days provided for In Section 
VII.A, In order to avoid Immediate and Irreparable harm, the Company shall so Indicate In Its 
notification and may proceed to Immediately notify Its atrected customers only after consultation 
with the relevant investigating agency. The Company shall cooperate with the relevant · 
fnvestlgaUng agency's request to minimize any adverse effects of such customer noUfication. 

If the relevant Investigating agency de18rmlnes that public disclosure or notfoe to customers 
would Impede or compromise an ongoing or potentlal.criminallnvestlgatlon or national security, 
euch agency may direct the Company not to so disclose or notify for an Initial period of up to 30 
days. Such period may be extended by the ageney as reasonably necessary In the judgment of 
the agency. If such direction Is given, the agency shall notify the Company when It appears that 
pubDc disclosure or notice to affected customers Will no longer lm~e or compromise a criminal 
lnvestlgatron or national security. The agencv. shah provide in writing Ita Initial direction to the 
Company, any subsequent extension, and any notification that notice wlll no longer Impede or 
compromise a criminal Investigation or national security and such writings shaD be 
contemporaneously logged on the same reporting facility that contains records of notifications 
filed by the Company. 

B. cuetomer Notification 

After the Company has completed the process of notlfylng law enforcement pursuant to Section 
VII.A, the Company shall noUfy fts customers of a breech of those cusiomers' CPNt. · 

c. Recordkeeplng 

The Company shall maintain a record, electronically or In some other manner, of any breaches 
discovered, notifications made to the USSS and the FBI pursuant to Section Vlr.A, and 
notifications made to customers pursuant to Section VJI.B. The record shall Include, If available, 
datea of discovery and notification, a detailed d&acription of the CPNI that waa the subject of the 
breach, and the circumstances of the breach. The Company shall retain the record for a minimum 
of2 years. 

D. Definitions 

As used In this section, a "breach• has occurred when a person, wi1hout authorization or 
exceeding authorization, has Intentionally gained access to, used, or disclosed CPNI. 

##f. 
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