


Exhibit A
C
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C
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pany, LLC
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 W
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C
ustom

er Proprietary N
etw

ork Inform
ation (C

PN
I”)

Procedures Statem
ent

C
ricket C

om
m

unications, Inc. on behalf of itself and
its subsidiaries that are telecom

m
unications 

carriers (collectively, “C
ricket”

or the “C
om

pany”), by this statem
ent, explains the internal 

procedures 
the 

C
om

pany 
em

ploys 
to 

ensure 
that 

it 
is 

in 
com

pliance 
w

ith 
the 

Federal 
C

om
m

unications C
om

m
ission’s (“C

om
m

ission’s”) C
PN

I rules. 

1.
U

se of C
PN

I for M
arketing

The C
om

pany m
ay use, disclose, or perm

it access to a custom
er’s C

PN
I for the purpose 

of providing service and m
arketing service offerings am

ong the category/ies of service to 
w

hich the custom
er already subscribes from

 the C
om

pany.  The C
om

pany does not 
obtain additional custom

er approval before using, disclosing, or perm
itting access to 

C
PN

I in this fashion.

The C
om

pany does not use, disclose,or perm
it access to a custom

er’s C
PN

I for the 
purpose of m

arketing any additional services outside of the category/iesof service to 
w

hich the custom
er already subscribes from

 the C
om

pany.  

The C
om

pany m
ay use, disclose, or perm

it access to C
PN

I for the purpose of m
arketing 

certain adjunct-to-basic services to an existing custom
er, consistent w

ith the lim
itations 

of the C
om

m
ission’s C

PN
I rules.

The C
om

pany does not share the C
PN

I of a custom
er w

ith any third party for purposes of 
m

arketing any additional services, nor do individual C
ricket entities share C

PN
I w

ith 
each other for such purposes.

2.
O

ther Perm
itted U

ses of C
PN

I

The C
om

pany m
ay use, disclose, or perm

it access to C
PN

I, either directly or indirectly 
through its agents, to (a) initiate, render, bill, and collect for its

telecom
m

unications 
services; (b) protect the rights or property of the C

om
pany, or to protect users of those 

services and other service providers from
 fraudulent, abusive, or unlaw

ful use of, or 
subscription to, such services;(c) enable im

proved netw
ork perform

ance; and (d) provide 
call location inform

ation in certain em
ergency situations as perm

itted by statute. 

The C
om

pany m
ay use, disclose, or perm

it access to C
PN

I for purpose of providing 
custom

er prem
ise equipm

ent (“C
PE”),inform

ation services,and other adjunct-to-basic 
services to a custom

er.



3.
C

PN
I Protections

The C
om

pany
does not provide custom

ers
access to C

all D
etail R

ecords
(“C

D
R

s”) 
through online

access(via the internet)or telephone access(via its call centers).

A
 custom

er m
ay obtain C

D
R

 inform
ation

only by visiting a corporate-operated C
ricket 

retail location and com
pleting a C

D
R

 R
equest Form

, w
hich m

ust be notarized
and 

presented w
ith valid photo

identification
m

atching the custom
er’s account inform

ation.
A

ll C
D

R
 R

equest Form
s m

ust be
processed and approved by C

om
pany m

anagem
ent.

A
 custom

er m
ay access non-C

D
R

 C
PN

I online.  The C
om

pany enables a
custom

er to 
view

 his or her bill and change
certain

account inform
ation (i.e.,

billing address, 
alternative contact num

bers, etc.) through the C
om

pany’s w
ebsite.  If and w

hen a
custom

er w
ants

to create an online account he or she m
ust log on to w

w
w

.m
ycricket.com

 
and create thataccount.

O
nline accounts are passw

ord protected.  Passw
ords (initial and 

resets) are sent to the custom
er’s C

ricket phone via a text m
essage, and do not rely on 

account inform
ation or readily available biographical inform

ation.
This is the only w

ay 
in w

hich a custom
er m

ay receive a passw
ord for on-line account access.  

A
 custom

er also m
ay access non-C

D
R

 C
PN

I by contacting a C
ricket call center

and 
providing his/her

C
ricket telephone num

ber and certain additional account verification 
inform

ation. 

A
 custom

er also m
ay access non-C

D
R

 C
PN

I by visiting a corporate-operated C
ricket 

retail location.  The C
om

pany's policy isto
require a custom

er to present a valid photo ID
 

m
atching the custom

er’s account inform
ation

and additional authentication inform
ation

before non-C
D

R
 C

PN
I inform

ation is disclosed to the custom
er in C

om
pany’s retail 

location.

A
nytim

e a custom
er’s passw

ord is established or reset, notification is sent to the 
custom

er’s C
ricket phone via text m

essage.  A
 notification also is sent to the custom

er’s 
C

ricket phone via text m
essage w

henever the custom
er’s

account inform
ation (i.e.,

address of record, alternative contact num
bers, etc.) is changed.

The C
om

pany w
ill disclose C

PN
I(including C

D
R

 inform
ation)to a person designated by 

the custom
er only after (a) authenticating the identity of the requesting person pursuant to 

the in-store procedure described above (i.e.,
through the use of valid photo ID

); (b) 
review

ing and approving the custom
er’s w

ritten request; and (c) authenticating the 
identity of the receiving person pursuant to the in-store procedures described above (i.e.,
through the use of valid photo ID

).

C
PN

I also m
ay be produced in response to a duly authorized subpoena, search w

arrant or 
court order, w

hich first w
ould be review

ed and approved by the C
om

pany’s Subpoena 
C

om
pliance D

epartm
ent before any C

PN
I is released.   



W
ithin seven (7)days of a reasonable determ

ination ofa
breach (e.g., C

PN
I disclosed to 

a third party w
ithout custom

er authorization), the C
om

pany w
ill notify the U

S Secret 
Service (“U

SSS”) and the Federal B
ureau of Investigation (“FB

I”) of the breach via the 
central reporting facility w

w
w

.fcc.gov/eb/cpni.  A
fter seven (7)

days of U
SSS and FB

I 
notice, if the C

om
pany has not received w

ritten direction from
 the U

SSS or the FB
I, the 

C
om

pany w
ill notify the custom

er of the breach, unless the U
SSS

and the FB
I have 

extend the period for such notice.  For tw
o (2)

years follow
ing U

SS and FB
I notice, the 

C
om

pany w
ill m

aintain a record of:
(1) discovered breaches; (2) notifications to the 

U
SSS and the FB

I; (3) U
SSS and FB

I responses; (4) dates breaches discovered; (5) dates 
the C

om
pany notified the U

SSS and the FB
I; (6) details of C

PN
I breached; and (7) 

circum
stances of breaches.

4.
T

raining
and R

ecordkeeping

C
ricket em

ployees are educated and trained as to the proper protection, uses and 
treatm

ent of confidential custom
er inform

ation, including C
PN

I.
The C

om
pany has 

established internal C
PN

I procedures, and C
ricket em

ploys
appropriate rem

edies against 
those persons violating those procedures.  R

em
edies m

ay include, but are not lim
ited to, 

financial, legal
or disciplinary 

actions including term
ination and referrals to law

 
enforcem

ent w
hen appropriate.  

The C
om

pany m
aintains a record of sales and m

arketing cam
paigns that use C

PN
I, 

including any instances w
hen C

PN
I is disclosed or provided to third parties or w

hen third 
parties are allow

ed access to C
PN

I
during the C

om
pany’s m

arketing activities.
Each 

record m
ustinclude a description of each cam

paign, the
specific C

PN
I that w

as used in 
the cam

paign, w
hat products and services w

ere offered as part of the cam
paign.  Such 

records are retained for at least one (1)year follow
ing the sales and m

arketing cam
paign.  

The C
om

pany m
aintains a supervisory review

 process regarding com
pliance w

ith the 
rules for outbound m

arketing situations and m
aintains records of com

pliance for a 
m

inim
um

 of one (1)year follow
ing the supervisory review

.  Sales personnel are required 
to obtain supervisory approval of any proposed outbound m

arketing request for custom
er 

approval.  

 


