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  The follow
ing statem

ent explains the operating procedures established by S
print C

orporation (f/k/a S
print 

N
extel C

orporation) ("S
print" or "C

om
pany") to ensure that it is in com

pliance w
ith the Federal 

C
om

m
unications  C

om
m

ission's  ("FC
C

" or ''C
om

m
ission") T

R
S

 C
ustom

er P
roprietary N

etw
ork Inform

ation 
("TR

S
 C

P
N

I") rules (see 47 C.F.R
. §

 64.5101 et seq.).   
 D

ata B
rokers 

S
print did not detect any pretexting activities by data brokers in 2013.  Therefore, Sprint did not 

institute any proceedings or file any petitions against any data broker in any state com
m

ission, the court 
system

 or the FC
C

.  S
print continues to deploy safeguards to protect against, detect, and m

itigate pretexting 
activities. 
 C

P
N

I C
om

plaints 
S

print did not receive any com
plaints in 2013 concerning the unauthorized release of TR

S
 C

P
N

I.  
 U

se, D
isclosure and A

ccess to C
PN

I 
S

print did not use, disclose or perm
it access to TR

S
 C

P
N

I in 2013 w
ithout com

plying w
ith the procedures 

specified in 47 C.F.R
. §

 64.5101 et seq..  M
ore specifically, S

print does not use, disclose, or perm
it access to TR

S
 

C
P

N
I for m

arketing purposes or for any other reason not authorized in 47 U
.S

.C
. §64.5105(c).  As such S

print 
does not send notices, or obtain approvals, for the use of TR

S
 C

P
N

I.  
 Safeguards 
S

print takes reasonable m
easures to discover and protect against attem

pts to gain unauthorized access to TR
S

 
C

P
N

I. 
 C

onsistent w
ith S

print's com
m

itm
ent to preserving custom

er privacy, the C
om

pany has a variety of training 
program

s for its em
ployees and contractors.  The training explains how

 S
print em

ployees and contractors 
m

ust access, use, store, disclose and secure C
P

N
I to ensure com

pliance w
ith the FC

C
's rules and 

C
om

pany policies.  In 2013, the em
ployee com

pletion rate for this training w
as 100%

.  
 S

print also m
aintains a disciplinary process as part of C

om
pany procedures that addresses C

P
N

I 
com

pliance.  S
print security personnel investigate instances of potential im

proper access or disclosure of 
C

P
N

I by em
ployees.   If the investigation indicates a violation has occurred, disciplinary action is taken, up 

to and including term
ination.  

 B
efore disclosing C

P
N

I to independent contractors or joint venture partners, S
print enters into agreem

ents 
w

ith strict privacy and confidentiality provisions that require third parties to m
aintain confidentiality, protect 

the inform
ation, and com

ply w
ith the law

.  S
print's O

ffice of P
rivacy continually review

s Sprint's standard 
privacy-related contract term

s and conditions to ensure that those provisions adequately safeguard 
custom

er inform
ation.  In negotiating and renew

ing its contracts, Sprint requires independent contractors 
and joint venture partners w

ith w
hich it shares C

PN
I to safeguard this inform

ation in a m
anner that is 

consistent w
ith the FC

C
's rules and retains the right to term

inate the contract in the event of a breach.  
 A

uthentication 
S

print does not currently offer telephonic, online or in-store access to TR
S

 C
PN

I.  Therefore, the authentication 
requirem

ents in 47 C.F.R
. §

 64.5110 are not applicable at this tim
e. 

 N
otification of A

ccount C
hanges. 

A S
print iT

R
S

 custom
er m

ay provide S
print w

ith a passw
ord for an online account and his/her 

ph
ysical and electronic address.  S

print w
ill ensure that custom

er notifications are m
ade w

hen any 
such account inform

ation is changed, in accordance w
ith the C

om
m

ission’s rules.   
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 N

otification of C
PN

I B
reaches 

In accordance w
ith the C

om
m

ission’s rules, Sprint provides notice to law
 enforcem

ent in the event that a breach 
of custom

er inform
ation includes C

PN
I.  S

print also provides notice to im
pacted custom

ers after com
pleting 

the process of notifying law
 enforcem

ent.  S
uch notification provides custom

ers w
ith enough inform

ation to 
understand the nature of the breach, the scope of im

pacted inform
ation and recom

m
endations on how

 the 
custom

er should respond.  If the im
pacted custom

er alerts S
print of a potential breach, S

print investigates 
the custom

er's allegations and com
m

unicates as necessary w
ith the custom

er and/or law
 enforcem

ent.  
      


