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Annual 64.2009(e) CPNI Certification for 2014 covering the prior calendar year
2013

1. Date filed: February 28", 2014

2. Name of company(s) covered by this certification: Rocky Mountain Systems,
Inc.

3. Form 499 Filer ID: 828132

4. Name of signatory: Jeffrey T. Korringa
5. Title of signatory: President

6. Certification:

I, Jeffrey T. Korringa, certify that I am an officer of the company named
above, and acting as an agent of the company, that I have personal knowledge
that the company has established operating procedures that are adequate to S
ensure compliance with the Commission’s CPNI rules. See 47 C.F.R. § 64.2001
el seq.

Attached to this certification is an accompanying statement explaining
how the company’s procedures ensure that the company is in compliance with
the requirements (including those mandating the adoption of CPNI procedures,
training, recordkeeping, and supervisory review) set forth in section 64.2001 et
seq. of the Commission’s rules.

The company has not taken actions (i.e., proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at
the Commission against data brokers) against data brokers in the past year.
[NOTE: If you reply in the affirmative, provide an explanation of any actions
taken against data brokers.]

The company has not received customer complaints in the past year
concerning the unauthorized release of CPNI [NOTE: If you reply in the
affirmative, provide a summary of such complaints. This summary must include
the number of complaints, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals
not authorized to receive the information, or instances of improper access to
online information by individuals not authorized to view the information.]



Received & Inspected
MAR 182014

The company represents and warrants that the above certification is FCC Mail Room
consistent with 47. C.F.R. § 1.17 which requires truthful and accurate statements
to the Commission. The company also acknowledges that false statements and
misrepresentations 46 the Cg sion are punishable under Title 18 of the U.S.
Code and may subyCt 12 ement action.

Signed
Jeffrey T.
Preside

Attachments: Accompanying Statement explaining CPNI procedures
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Systems, Inc. FCC Mail Room

Pursuant to the requirements contained in Implementation of the Telecommunications Act
of 1996: Telecommunications Carriers' Use of Customer Proprietary Network
Information and Other Customer Information; IP-Enabled Services, CC Docket No. 96-
115; WC Docket No. 04-36, Report and Order and Further Notice of Proposed
Rulemaking, 22 FCC Red 6927 (2007)(“EPIC CPNI Order™),' I, Jeffrey T. Korringa,
President of Rocky Mountain Systems, Inc. and affiliated entities makes the following
statement:

Company has established policies and procedures to comply with the Federal
Communications Commission's (FCC) rules regarding the use, disclosure, and access to
section 64.2001 et seq. of the Commission's rules, 47 C.F.R. § 64.2001 et seq. These
procedures ensure that Company is compliant with the FCC's customer proprietary
network information (CPNI) rules. The purpose of this statement is to summarize
Company’s policies and procedures designed to safeguard CPNI.

Company uses CPNI for the limited purposes of initiating, rendering, billing, and
collecting for telecommunications services, and may use CPNI, if necessary, to protect its
property rights. Company does not disclose CPNI or permit access to such CPNI to any
third parties other than as necessary to provide service.

Company has implemented a system by which the status of a customer’s CPNI approval
can be clearly established prior to the use of CPNI.

Company has established procedures to verify an incoming caller's identity. Company
trains its personnel in both the use of CPNI, and protection of its confidentiality. These
procedures are detailed in Company’s CPNI Manual. Company also limits the number of
employees that have access to customer information and call data.

The Company has chosen to prohibit the use or disclosure of CPNI for marketing
purposes. If CPNI is to be used for Sales or Marketing in the future, the required
notice and opt-out approval process will be conducted as required, and safeguards
will be implemented in accordance with 47 C.F.R. § 64.2009.

'47 C.F.R. S: 64.2009(e) states: “A telecommunications carrier must have an officer, as an agent of the
carrier, sign and file with the Commission a compliance certificate on an annual basis. The officer must
state in the certification that he or she has personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the rules in this subpart. The carrier must provide a
statement accompanying the certification explaining how its operating procedures ensure that it is or is not
in compliance with the rules in this subpart. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March 1 in EB Docket No. 06-36, for data pertaining to the previous calendar year.”
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The carrier has established a supervisory review process regarding carrier compliance
with the rules in this subpart for outbound marketing situations and maintain records of
carrier compliance for a minimum period of one year. Specifically, sales personnel must
obtain supervisory approval of any proposed outbound marketing request for customer
approval.

The Company will provide written notice within five business days to the Commission of
any instance where the opt-out mechanisms do not work properly, to such a degree that
consumers' inability to opt-out is more than an anomaly.

(1) The notice shall be in the form of a letter, and shall include the carrier's
name, a description of the opt-out mechanism(s) used, the problem(s)
experienced, the remedy proposed and when it will be/was implemented, whether
the relevant state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by
which consumers may opt-out.

Company will track customer complaints regarding CPNI, notify its customers in
accordance with the FCC's rules and will maintain a record of notifications to the USSS,
FBI, for the time period specified in the FCC's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. Companies must report on any information
that they have with respect to the processes pretexters are using to attempt to access
CPNI, and what steps companies are taking to protect CPNI.

President, Rocky Mountain Systems, Inc.
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Certification:

.. Jeffrey 7. Korringe. certify that I am an officer o7 the company named
above. and acting as a1 agent o7 the company. that I have personal knowiedge
that the company nas established operating procedures that are adequaie 10
ensure compiiance with the Commissiorn’s CPNI ruies. See 47 C.ER. § 64.2001
er seq.

Attached 1o this certification is an accompanying statement explaining
how the company s procecures ensure that tae company is in compliance with
the requirements (including those mandating the adoption of CPNI procedures.
training. recordkesping. and supervisory review) set forth in section 64.2001 er
seq. ot the Comm.ission’s ruies.

The company iz not 1aken actions (i.e., proceadings instituted or
petitions filed by a comrany at 2ither staie commissions. tae court sysiem. or at
the Commission against data brokers) against data brokers in the past vear.
{NOTE: If vou reply in tnhe affirmative. provice an explanation of any actions

taken against data broxers.:

The company nas not received customer complaints in the past vear
concerning the unauthorizec reicase o CPNI INOTE: I you reply in the
affirmative. provide 2 summary of such ccmplaints. This summary must inciude
the number of coraplaints. broxan down 2y category or complain:. e.g.. instances
of improper access oy empicyess. instancas or improper disclosure to individuals
not zuthorized o receive e information. or instances of improper access 10
online information by irdividuzls not zautaorized o view the information.]
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+he company represents and warrants that the zzove certification is
consistent with 47, C.F.R. § 1..7 which reguires truthfu! and accurate statements
to the Commission. The commany also acknowledges thar false statements and
misrspresentations C;}I’“I‘l ssion are punishaole under Title 18 of the U.S.
Coce and may sup; ement acion.

Signec
Jeffrev T. ¢
Presidan

Attachments:  Accoripanying Statemen: explaining CPNI procedures
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CPNI Compliance Statement and Operating Procedures of Rocky Mountain
Svstems, Ine.

Pursuan: to the requirements coniained in Implementazion of the Telecommuaications Act
ot 1996: Telecommunica:zions Carriers' Use ot Cusiomer Provrierary Nemwork
Information and Other Cusiomer mjormarion: IP-Enaoled Seirvices. CC Docket No. 96-
115: WC Docket No. 0<-36. Report and Order and Furthe: Notice of Proposed
Rulemexing, 22 rCC Red 69527 (20607)("EPIC CPNI Order™)." L. Jeffrey T. Koiringa.
Presicent of Rocky Mounzain Svstems. Inc. ana affiliated entities makes the foilowing
staterment:

Company has estabiished policies end procecures 10 comply with the Federal
Communications Commission's (FCC) rules regarding the use. disclosure. and access to
section 64.2001 et sec. of the Commission's ru:es. 47 C.F.R. § 64.2001 et seq. These
procecures snsure that Company is complian: wita the FCC's customer proprietary
aetwork intormation (CPNI: rules. The purpose of this statemert is to summarize
Company’s policies and procedures designed to sateguard CPNI.

Company uses CPNI for tae iimited purposes of Izitiaiing. rendering. biiling. and
collecting for teieccmmunications services. and may use CPNL if necessary. to protect its
property righis. Compary coes not disciose CPNI or permit access to such CPNI o any
third parties other than as recessary to provide service.

Company has implementec 2 svster: cy whicn the status of a customer’s CPNI approval
can be clearly established prior 1o the use of CPNL

Company has established nrocedures to verify an incoming caller's identity. Company
treins its personnel in botx the use of CPNILL and protection of its confidentiality. These

orocedures are detailed i» Company’s CPNI Manual. Company also :imits the aumber of
employees that have access ¢ customer informetion ard cal. daza.

The Company has croser to prohibi: the use or disciosure of CPNI Zor marketing
purposes. [T CPNI is to oe used for Sales or Marketing in the future. the requirsc
notice and opt-out approva. nrocess will be conducted as required. anc safeguards
will be implemented in accordance with 47 C.F.R. § 64.2009.

"47 C.F.R.S: 64.2009{e) states: A telecomniunications carrier must have an oiticer. as an agent of the
czrrier, sign and file with the Commission a comp.iance certificate on en anr.ual besis. Ths officer must
state in the certification that he or she has sersonzl knowledge that the company has esteblished operating
procedures mar are adequate 10 asurz com2liance with the rules in tnis subpart. The carrier must provicz a
statement accompanying the certificztion expiaining Low its operaring procedurses ensurs taat it is or is not
in compliance with the ruies i1 t2is saopart. In adéition. the carrier must include ar explanztion of any
actions taxen against date broxers and a surumary of al. customer comp:zaints received ir. the past vear
concerning the unauthorizec reicase of CPNI. Thais filing must be made annvaliv with the Enforcement
Bureau on or pefore March | in ZB Docket No. 06-38. for data pertaining 1o the previous calendar year.”
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The carsier has estaolished = supervisory raview process regarding carrier complianc
with the ruies in this suopart for outbound marketing situations and mainiain records of
carrier compliance for a minimum period of one year. Specifically. sales personnel must
obtain supervisory approval of any proposed outbound marketing rsquest for cusiomer
approva.,

The Companyv will srovide written notice within Jive busiress aays to the Commission of
any instance where the opz-out mecharisms do rot work »roverly. 1o such a degree that
consumers' inability to opt-cut 1s more than an anomaly.

1) The notice shali be ir the rorm of a letter. and shall include the carrier's
name. a qescription ST the ont-out mechanismis) used. the problem(s)
experienced. the remedy proposed and when it will be/was implemented. whether
the relevant state commission(s) has oeen notisied and whether it has taken any
gction. a copy of the notice croviced 1o customers. and contact information.

(2 Such notice must ke suomittec even if the carrier offers other methods by
which consumers may opi-out.

Company will track customer complaints regarding CPNL. notify its customers in
accoraance with the FCC's rules and will maintain a record of notifications to the USSS.
FBI. for the time perioa specifiec in the FCC s ruies.

The company has nort teke= any ections (proceedings instituzec or petitions filed by a
company a either siaze corxmissions. the cou:t svstem. or at the Commission against data
brokers) agains: data brokears in tne past year. Companies must report on any information
that they have with respect 10 the processes pretexiers are using to attempt to access
CPNI . and wha: st2ps companies are taking o protect CPNL.

Company annually sueraits a CPN\ [ gertification 1o the FCC from an ctficer with personal
; ' nd procadures tha: it has implemented to safeguard CPNI.

Presideat. Rocky Mounzaiz Sys
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